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LOI CAM DOAN

T6i xin cam doan luan an “Nghién ciru mé hinh quén ly mang cuc b va
dam may str dung Cong nghé tac tir di dong” 1a cong trinh nghién clru cua ca nhan
t6i, duoc hoan thanh dudi sy huéng dan ctia PGS. TS. Nguyén Ai Viét va TS Tran
Quy Nam. Cac két qua nghién ciru ctia toi ciing vi cac tac gia khac da dugc sy nhét
tri clia cac dong tac gia khi dua vao ndi dung luan an. Toi da trich dan day du cac tai
liéu tham khéo, cong trinh nghién ctru lién quan & trong nude va qubc té. Toi xin cam
doan cac s6 liéu va két qua trinh bay trong luan 4n 13 hoan toan trung thuc va chua
timg dugc cong bd trong bat ky mot cong trinh nao khac.

Ha Noi, ngay .. thang .. nam 2025
Téc gia luin an

Nghién ctru sinh



LOI CAM ON

Loi dau tién, tac gia xin dugc bay té su biét on chan thanh va sau sic nhat dén
tap thé gido vién huéng dan PGS.TS. Nguyén Ai Viét va TS Tran Quy Nam. Céc
Thay d4 chi bao an can va dinh hudng cho tc gia trong sudt thoi gian thyc hién luan
an. Cac Thay khong nhimg hudng dan kién thirc vé chuyén mon, hoc thuit ma con
chi bao cho tac gia nhimng kinh nghiém trong cudc séng thuong ngay. Mot vinh dy
rat 16m cho tac gia co co hoi duge hoc tap, nghién ciru dudi sy huéng dan tan tam cua
cac Thay.

Xin bay t6 sy biét on sau sic dén cac Thay, C6 trong Vién Cong nghé Thong
tin - PHQGHN da luoén quan tam giup do va tao diéu kién vé nhiéu mit, chi bao tan
tinh trong qua trinh tac gia thuc hién ludn an.

Pic biét, xin giri 101 cam on sau sac nhat téi gia dinh, ban bé va nguoi than,
nhiing nguoi luén dong vién, chia sé va tao didu kién tot nhat cho tac gia co thé hoc
tap, nghién ctru va hoan thién ludn an nay.

Ha Noi, ngay .. thang .. nam 2025

Téc gia luin an
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TT| Viét tit Tiéng Anh Tiéng Viét
1 | ACSE |Association Control Service Thanh phén Dich vu Diéu khién
Element Lién két
2 | AES |Advanced Encryption Standard  |Chuan ma hoa nang cao
3 | API [|Application Program Interface Giao tiép l1ap trinh img dung
4 | ASN.I |Abstract Syntax Notation 1 Ky phéap Cu phéap Triru tuong 1
5| AWS [Amazon Web Service Dich vu di¢n toan dam may cua
Amazon
6 | BER [Basic Encoding Rules Quy tic ma hod co s
7 | CCITT |Comite Consultatif International |Uy ban Tu van Qudc té vé Dién
de Telegraphique et Telephonique |thoai va Dién bao
8 Cloud Computing Dién todn ddm may
9 | CMIP |Common Management Giao thue thong tin quan 1y chung
Information Protocol
10| CMIS |Common Management Céc dich vu thong tin quan ly
Information Services chung
11 | CMISE |Common Management Thanh phan dich vy thong tin quan
Information Service Element 1y chung
12 | CMOT |CMIP Over TCP/IP CMIP qua giao thirc TCP/IP
13| DDoS |Distributed Denial of Service T4n cong tir chdi dich vu phan tan
14| DME |Distributed Management Modi truong quéan ly phan tan
Environment
15| DoS |Denial of Service Tén cong tur chéi dich vu
16 | GDMO |Guidelines for the Definition of |Huéng dan Dinh nghia cac Déi

Managed Objects

tuong Quan ly
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17 | GDPR |General Data Protection Quy dinh Bao v¢ Dir li¢u Chung).
Regulation bay la mot quy dinh cua Lién
minh Chau Au (EU) duoc 4p dung
to ngay 25 thang 5 nam 2018,
nhim bao vé quyén riéng tu va dir
liéu c4 nhan cta cong dan EU.
18 | HIPAA |Health Insurance Portability and |Pao luat Trach nhiém va Tinh di
Accountability Act dong trong Bao hiém Y té
19| TAB |[Internet Architecture Board Ban Kién trac Internet
20| IDS |Intrusion Detection System Hé thong phat hién xam nhap
21| IETF |Internet Engineering Task Force |Luc lugng Pdc nhiém Ky thuéat
Internet
22| IoT |Internet of Things Internet van vat
23 I[P  |Internet Protocol Giao thtrc Internet
24| IPS |Intrusion Prevention System Hé thong Ngan chin xam nhap
25| IRTF |Internet Research Task Force Luc lugng PBac nhi¢ém Nghién ctru
Internet
26| ISO |International Standards Té chtc tiéu chudn qudc té
Organization
27| ITU |International Telecommunication |[Lién minh Vién thong Qudc té
Union
28| LAN |Local Area Network Mang cuc bo
29| LPP |Lightweight Presentation Protocol |Giao thirc truyén tai thong tin trinh

dién nhe. Giao thirc nay thudng
dung trong cac hé thong nhing
hodac mang IoT, noi yéu cau tiét

ki€ém bang thong va tai nguyén.
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30| MA [Mobile Agent Téc tu di dong

31| MIB [Management Information Base  |Co s¢ thong tin quan ly

32| MIT |[Management Information Tree Cay thong tin quan ly

33| MRB [Management Request Broker Trung gian Yéu cau Quan ly

34| NCS [Network Control Station Tram quan ly mang

35| NIST [National Institute of Standards Vién Tiéu chuan va Cong nghé

and Technology Quéc gia Hoa Ky
36 Network Agent Téac to mang
37| NMA |Network Management Ung dung quan tri mang
Application

38| NME [Network Management Entity Thuyc thé quan tri mang

39| NMS [Network Management System He¢ théng quan tri mang

40| OSF |Open Software Foundation T chtrc Phan mém Mo.

41| OSI |Open Systems Interconnection Két ndi Hé théng mo

42| PBX |Private Branch eXchange Téng dai Noi bo

43| PCI |Presentation Context Identifier Dinh danh ngir canh trinh bay

441 PCI |Payment Card Industry Data Tiéu chuidn Bao mat Dt liéu

DSS |Security Standard Nganh Coéng nghi¢p Thé Thanh

toan

45| PDU |Protocol Data Unit Don vi dir li¢u giao thic. PDU la
don vi dit liéu duoc truyén tai giira
cac 16p ctia md hinh OSI, va mdi
16p c6 mdt loai PDU riéng.

46| PKI [Public Key Infrastructure Ha tang khoa cong khai

47 | RBAC |Role-Based Access Control quéan 1y quyén truy cap dua trén vai

tro




48

RFC

Request For Comment

Day 1a moét loat tai li€u ky thuat va
tiéu chuan duoc xuat ban boi IETF
(Internet Engineering Task Force)
va cac t chuc lién quan, mo ta cac
giao thuc, quy trinh, va cong nghé

duoc st dung trén Internet.

49

ROSE

Remote Operations Service

Element

Thanh phan Dich vu Thao tac Tir
xa. Pay 1a mdt giao thuc dugc st
dung trong md hinh OSI (Open
Systems Interconnection) dé hd tro
cac thao tac tor xa gilra cac hé

thong.

50

RSA

Rivest-Shamir-Adleman

Thuat toan ma hoa RSA (tén viét
tat cua 3 nha khoa hoc cho thuat

toan nay)

51

SDN

Software Define Network

Mang Dinh nghia bang phan mém

52

SMI

Structure of Management

Information

Céu tric Thong tin Quan ly. Day
la mot phan cia SNMP (Simple
Network Management Protocol),
dinh nghia cach thic to chuc va
biéu dién thong tin quan 1y trong

cac hé thong mang.

53

SNMP

Simple Network Management

Protocol

Giao thtrc quan ly mang don gian

54

TCP

Transmission Control Protocol

Giao thuc Piéu khién Truyén tai.
Day 1a mot trong nhitng giao thurc
cot 161 cia bo giao thirc TCP/IP,

duogc st dung dé truyén tai dir liéu
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mot cadch dang tin cdy gitra cac

thiét bi trén mang.

55| TLS |Transport Layer Security Bao mat ting truyén van

56| UDP |User Datagram Protocol Giao thtrc Go1 dit liéu Nguoi dung
57| VM |Virtual Machine May chu 4o

58| VPN |Virtual Private Network Mang riéng ao

59| WAN |Wide Areca Network Mang dién rong

60| XMP |X/Open Management Protocol la mot giao thirc quan ly mang

dugc phat trién boi  X/Open
Consortium. XMP duoc thiét ké dé
hd tro quan ly va giam sat cac tai
nguyén mang va hé théng trong

moi truong phan tan.
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CHUONG MO PAU
1. Ly do chon d@ tai

Pé tai nghién ctru duoc phat trién tir cac chuyén dé nghién ctru ctia Nghién ciru
sinh, ddng thoi duge dinh hudng boi bdi canh tng dung cua cac hé thong quan 1y ndi
dung va truy cép tlr xa trong méi trudng mang cuc bo va Internet, trong d6 yéu cau
trong tam 1a bao dam truy cdp an toan gitta mang LAN va Internet [6], [7]. Muc ti€u
ctia bdi canh ing dung nay 1 hinh thanh b giai phap cho phép nguoi dung truy cap
Internet tir mang LAN va truy cap cac dich vu ndi bo tir Internet mot cach an toan; vi
vy, quan tri mang an toan 1a mot cdu phan quan trong cua hé thong. Trén co so do,
cac chuyén dé vé tac tir di dong tap trung nghién ctru viée st dung tac tir di dong dé
hd trg quan tri mang an toan, dap tng nhu cau cla quan tri vién trong gidam séat, hd
trg k¥ thuat va khic phuc su ¢d tir xa. Dé han ché nguy co bi loi dung quyén truy cap
dan dén xam nhap trai phép, cong nghé tac tir di dong duoc dé xuét tich hop trong

mot kién tric an toan, an ninh mang [5].

Céc két qua nghién ctru ctia cac chuyén dé lién quan [3—6] c6 thé tiép tuc mo
rong dé ap dung cho nhiéu loai mang khac nhau nhu mang di dong, mang dinh nghia
bdi phan mém (SDN), mang 5G va loT—nhiing linh vuc dang c6 nhu cau thuc tién
16n trong nude va qudc té. Pic biét, trong qua trinh dich chuyén ha tang tir mang cuc
bd (LAN) Ién dién toan dam may (Cloud) cua cac doanh nghiép, quan tri mang trd
thanh van d¢é then chét va doi hoi 10i giai cho cac thach thirc an ninh mang phirc tap

trong giai doan qua do.

Trong bdi canh kinh té s6, nhiéu to chiic va doanh nghiép dang van hanh ha tang
cong nghé thong tin trén cac hé thong mdy chu vat 1y dat tai chd. M6 hinh nay, du
quen thudc, dang bdc 16 nhitng han ché ¢ hiru, tao ra mot nhu cau cép thiét vé viéc
chuyén d6i sang mot mé hinh linh hoat va hiéu qua hon 1a dién toan dam may. Cac
t6 chirc so hitu va tu van hanh trung tdm dit liéu riéng thudng phai d6i mat véi mot
loat cac thach thirc mang tinh hé thong nhu: Han ché vé kha nang mé rong; ganh ning

vé chi phi von va chi phi van hanh; rai ro v& tinh lién tuc trong kinh doanh do dir li¢u



va hé thong tap trung tai mot hodc mot vai dia diém vat ly, khién ching dé bi ton
thuong trudc cac rui ro nhu hoa hoan, thién tai, mat di¢n kéo dai, hodc céc su co an

ninh vat ly; han ché vé sy linh hoat va téc d§ d6i moi.

Tur nhitng thach thirc trén, nhu ciu di tra hé théng 1én dam may tro thanh mot

quyét dinh chién lugc nham giai quyét dong thoi nhiéu bai toan nhur:

- Tang cudng sy linh hoat: Chuyén sang mé hinh ddm may cho phép to chirc co
gidn tai nguyén gan nhu ngay lap tic theo nhu cau thuc té, dam bao hiéu suat on dinh

ngay ca trong nhiing giai doan cao diém.

- T6i uu hdéa mo hinh tai chinh: Thay thé chi phi ddu tu von 16n bang chi phi
véan hanh linh hoat. T6 chtrc doanh nghiép chi tra tién cho nhiing gi ho thuc su sir

dung, gitp giai phong ngudn von va to1i vu hda ngan sach.

- Nang cao d6 tin cay va an toan: Tan dung ha tang dat chuan qudc té cua céac
nha cung cap ddm may, véi kha nang sao luu va phuc hoi dir liu ¢ nhiéu khu vuc dia

1y khac nhau, giam thiéu tdi da thoi gian gian doan dich vu khi c6 su cd.

- Thuc day d6i méi sang tao: Giai phong doi ngii k¥ thuat khoi ganh nang quan
tri ha ting, cho phép ho tap trung vao cac nhiém vu mang lai gia tri cao hon nhu phat

trién ung dung, phan tich dir liéu va cai tién quy trinh kinh doanh.

Tom lai, bai toan di trt tir mang cuc bd 1én ddm may 13 van dé chung cua nhiéu
t6 chtrc, xuat phat tir nhu cau giai quyét cac han ché c6 hitu cua ha ting vat 1y dé tro
nén linh hoat, hiéu qua va c6 kha niang canh tranh tot hon trong ky nguyén sb. Bén
canh céac van dé an ninh mang cua mang cuc hodc mang dam may thuan tuy, con co
cac van dé khac nay sinh can phai giai quyét [91].

Xuat phat tir yéu cau trén vé viéc xay dung mot giai phap dong bo, luan an xéc
dinh giai quyét 2 van d& trong tdm 1a mo hinh quan tri va céng nghé truy cap. Van dé
tht nhét, trong mo6 hinh quan tri, viéc st dung co s¢ thong tin quan tri (MIB) da tro

thanh tiéu chuan. Cac hé théng quan tri dua trén MIB dé dua ra 1énh diéu khién phu



hop. Hién nay, cAu tric mang ngay cang hién dai, phuc tap hon, c6 nhiéu loai thiét bi
da dang hon. Tinh ning cua mdi thiét bj cling phirc tap hon bao gdm céa cac phan
mém, phan ctng, can phai cdu hinh, giam sat, xt 1y su ¢6. Nhu vay, MIB bao gbm
nhiéu d6i twong, hé thong quén tri cling phai thu thap va xtr Iy mot khdi luong sd liéu
ngay cang lon [8]. DPac biét MIB lai thudng xuyén cap nhat, trong khi vi¢c xay dung
lai hé théng phﬁn mém quan tri lai khong thé thuc hién thuong xuyén do tén kém vé
chi phi va lam gian doan van hanh hé théng. Piéu d6 doi hoi c6 mot mé hinh kién
tric c6 kha ning cap nhat MIB thuong xuyén ma khong can xdy dung lai hé thong
phan mém, dam bao hé thdng hoat dong khong bi gian doan. Ludn an dé xuét giai
phap cho vin dé nay bang cach sir dung cac 1énh quan tri d3 dugc chuan hoa theo
chuan cua ITU [28, 57, 59, 86]. ITU d4 co san cac chuan ngdén ngitr ASN.1 [98] va
GDMO [92, 95] dé mé ta cac ddi twong quan tri (MO) bang mot ngdn ngit ¢6 thé bién
dich ra cac ngdn ngir 1ap trinh va ciu tric dit liéu theo chuan trén. Khi d6, nhitng 1énh
quan tri ddi v&i cac ddi tuong duge quan 1y trong MIB s& ¢ nhitng 1énh quéan tri
tuong g dugc ty dong sinh ra theo thoi gian thuc trén co s¢ cac khudén mau da duge
chuan hoa.

Van dé tht hai 13 viéc sir dung cong nghé bao dam an toan cho mg dung quan
tri hé théng. Cac quan tri vién hd tro su cd trong mang cuc by hay dam may tr xa
thuong phai truy cap vao trong mang. Do d6, cac tai nguyén trong mang c6 nguy co
bi tin cong bang cac hanh vi khong duoc phép, néu quyén truy cap bi 16 lot. Mot kich
ban thuong xdy ra la tir mot thiét bi, quan tri vién con can phai truy cédp vao cac thiét
bi khac dé thu thap mot sd luong 16n thong tin dé khac phuc su ¢d. Piéu d6 kéo theo
viéc toan bo mang c6 nguy co mat an toan. Cong nghé tac tir di dong [56] cho phép
céc tac tir ¢6 thé duogc gui di trong mang, dé thuc hién cac tac vu quan tri da dugc
dinh nghia tr trude. Do quan tri vién khong truy cdp vao mang, cac tdc vy khong
duoc phép thuc hién s€ khong bao gio xay ra. Viéc nghién ctru va 1am chi cong nghé
tac tir |4 mot van dé rat quan trong trong viéc xdy dung hé thong quan tri mang va
hira hen sé& 14 budc dot pha trong viéc xdy dung mo hinh quan tri mang cho hé thong
mang va di¢n todn ddm may hién nay. Mt khéc, ngoai viéc lam chu cong ngh¢ tac tir

thi moi truong tac tir, khung ing dung dé trién khai tac tir va sy dam béo tinh an toan



bao mat cho hé théng tac tir [a mot van dé trong yéu dé dua cong nghé tac tir vao trién
khai trong thuc té.

Luan 4n nay giai quyét hai van dé néu trén dé xay dung mot giai phap quén tri
mang cuc bd trong qua trinh dich chuyén 1én mang ¢ddm mAy an toan dya trén cong
nghé tac tir. Van dé thir nhat duoc giai quyét bang phuong phap kién trac dé két hop
cac chuan quan tri mang SNMP va CMIP. Van d¢ thir hai duoc giai quyét bang cong
nghé tac tir va mot giai phap ting cuong tinh an toan cua cac cong nghé tac tir ngudn
mo.

Bén canh, vin dé phat trién mot cong nghé quan tri mang méi, nghién ciru ciing
dua ra mot sd cach tiém can méi toi bai toan quan tri mang cuc bo trong qué trinh
dich chuyén 1én ddm may. Trudc hét, xu hudng quan tri mang hién nay déu dya trén
hudng tap trung do phai st dung cac (mg dung duoc cai dit trén cac thiét bi, may
tram dé thu thap thong tin va dua toan bo di li€u vé dé xir ly dan t6i tinh trang tiéu
t6n bang théng mang, sir dung nhiéu nguon tai nguyén hé thong dé xir 1y va phan tich
sO lidu va két xuat bao cdo. Vi cong nghé tac tir di dong va su trién khai mé hinh
quan tri mang theo mdt phuong thirc hoan toan mai, hira hen sé dem lai sy hiéu qua
do dic tinh ciia cong nghé tac tir d6 1a sy dich chuyén ma ngudn tir may ndy sang mot
may khac ma khong anh huong t6i hé théng, str dung it tai nguyén hé thong do dir
liéu duoc xir 1y ngay tai may chira tac tir va tiéu tn it bang thong mang do khong can
truyén lugng 16n dir li¢u gitra céac thiét bi trong h¢ théng mang. Tuy nhién, viéc st
dung cong nghé tac tir vao linh vuc quan tri mang can phai thuc hién tét viéc xay
dung chuan hoa cong nghé tac tir va xay dung chuan quan trj mang dua trén nén cong
nghé tac tir di dong cho cac thiét bj mang méi két hop véi cac chuan giao thirc quan
tri mang SNMP dang dugc str dung rong rii cho cac thiét bi cii s& dam bao tinh twong
thich v&i cac thiét bi dang st dung hién nay ma dem lai tinh hiéu qua tir cong nghé

moi dem lai.
2. Muc dich (hodc muc tiéu) va nhiém vu nghién ciru

Muc ti€u nghién ctru cua luan an tap trung vao cac van dé cot 16i sau:



- Noi dung 1: Nghién ctru va cai tién dic ta quan 1y mang trén nén tang tac tir
di dong

Nghién ciru nay tap trung vao ba huéng chinh nham xay dung mot hé théng
quan tri mang hi€u qua va an toan. Pau tién, nghién ctru vé hé théng mang LAN, ao
hoa ha ting mang trén Cloud va cong nghé mang SDN (Software Defined Network)
nham tao nén tang cho viéc quan 1y mang linh hoat va hiéu qua. Thir hai, nghién ctru
vé cac chuan quan Iy mang trong mang cuc b va dam may, bao gdm chuan ngon ngi
giao tiép ASN.l (Abstract Syntax Notation One), chuan dinh dang GDMO
(Guidelines for the Definition of Managed Objects), va cac phién ban cua giao thuc
quan ly mang SNMP (SNMPv1l, SNMPv2, SNMPv3) ciing nhu CMIP/CMISE
(Common Management Information Protocol/Common Management Information
Service). Cudi cung, nghién ctru va cai tién k¥ thuat dé dam bao tinh an toan va bao
mat cho hé théng thong tin dya trén nén tang tac tir di dong, tir 46 nang cao kha ning
chéng lai cac mdi de doa bao mat trong moi truong mang hién dai.

- N6i dung 2: Nghién ctru cong nghé tac tir di dong va ung dung cong ngh¢
tac tu

Nghién ciru ndy tap trung vao viéc tim hiéu cong nghé tac tir di dong, bao gdbm
cac diac diém va tinh chat ndi bat so v6i cac md hinh truyén thong nhu client/server,
web, va CORBA (Common Object Request Broker Architecture). Cong ngh¢ tac tr
di dong duoc phén tich dya trén kién trac nén tang ctia né, bao gdbm cac khia canh
nhu tri¢u goi ham tir xa, ngoén ngir 1ap trinh danh cho tac tr, quan ly qua trinh thyuc
thi tac tir, két ndi giita cac tac tir, xac dinh vi tri tac tir, va dic biét 1a cac giai phap
dam bao tinh an toan va bao mat cho tac tu. Bén canh d6, nghién ctru cling khdm pha
cac linh vyc ing dung thuc té cta cong ngh¢ tac tu, tir quan ly mang, tu dong hoa hé
thong dén cac tng dung trong linh vuc thuong mai dién tir va IoT (Internet of Things),
nhim danh gia tiém ning va hiéu qua ctia cong nghé nay trong cac tinh hudng cuy thé.

- Nb6i dung 3: Nghién ctru va xdy dyng bo khung tng dung trén nén tac tir di
dong theo chuin FIPA

Nghién ctru nay tip trung vao viéc tim hiéu va ap dung b chuan tc tir di dong

FIPA (Foundation for Intelligent Physical Agents), bao gdm cac dic ta quan trong



nhu kién trac tac tir, ngdn ngit ndi dung tac tir (ACL - Agent Communication
Language), va quan 1y tac tir. Cac didc ta nay cung cip nén tang dé thiét ké va trién
khai cac hé thng tac tir di dong mot cach chuan hoa va hiéu qua. Bén canh d6, nghién
ctru ciing hudng dén viéc xay dung hodc cai tién bo khung tmg dung nén tac tir di
dong, nham t6i wu hoa kha ning tuong tac, quan 1y va bao mat ctia cac tac tir trong
moi trudng phan tan va da dang. Qua d6, nghién ctru gép phan nang cao tinh linh hoat
va hiu qua cta cac hé thong dua trén cong nghé tac tir trong cac tng dung thyc té.

- Noi dung 4: Xay dung va nang cao an toan thong tin va bao mat cho hé théng
mang dua trén nén tang cong nghé tac tir di dong va dam bao an toan thong tin cho

nén tang tac tir di dong.

3. Pdi twgng va pham vi nghién ciu
Péi twong va pham vi nghién ciru cta ludn an tap trung vao cac nghién ctru cong
nghé tac tir, cac chuan qudc té (ISO, ITI-U) vé quan 1y mang, phuong thirc dam bao

an toan bao mat cho cac hé thong thong tin dya trén cong nghé tac tir di dong:

- Tich hop cac giao thirc quan Iy mang SNMP, CMIP va cac giao thic quan ly
mang khac.

- Ung dung cong nghé tac tir di dong vao trong thyc té, va tng dung cong nghé
tac t vao trong linh vyc quan 1y mang.

- Cai tién bo khung Gng dung trén nén tac tir di dong theo chuan FIPA.

- Cai tién ky thuat cho dic ta quan ly mang trén nén tang tac tir di dong.

- Pé xuat md hinh tng dung tac tr va nang cao an toan bao mat cho hé thong
quan 1y mang dua trén nén tang cong nghé tac tir di dong va dam bao an toan thong

tin cho nén tang tac tir di dong.

4. Phuwong phap nghién ctiru
- Duya trén phan tich cac tai liéu nghién ctru va giai phéap lién quan vé cong nghé
tac tir di dong, tmg dung tac tr di dong, bo khung tmg dung tac tir di dong dé chi ra

cac uu va nhugc diém con ton tai dé cai tién k¥ thudt va dya trén nghién ctru mo hinh



tir cac bo khung tmg dung tac tir di dong dé xay dung, ké thira va nang cip bo khung

ung dung tac tur di dong.

- Nghién clru tir cdc chuan qubc té vé chuan vé quan Iy mang SNMPvI,
SNMPv2, SNMPv3 va chuan CMISE/CMIP theo chuan OSI, chuan vé ngdn ngit giao
tiép gitra cac bo giao thirc triru tuong ASN.1/GDMO va cic chuan vé thong tin quan
Iy MIBv1, MIBV2, tac tir di dong FIPA,... Ttr nghién ctru cac chudn qudc té, tién hanh
thuc nghiém dé cai tién k¥ thuat, dic ta k¥ thuat dé xay dung bo giao thirc biao mat
cho hé thdng thong tin dya trén nén tang tac tir va quan Iy mang dua trén nén tang tac
tu.

- Thir nghiém cac két qua nghién ciru trén hé thong Lab gia 1ap; trong trudng
hop diéu kién cho phép, c6 thé trién khai thir nghiém gidi phép trén hé thong thong

tin tai don vi dang cong tac va mot s6 cong ty CNTT.

5. Pong gop cua luan an

Nghién ctru nay tap trung vao viéc giai quyét hai van dé chinh nham xay dung
mot hé théng quan tri mang cuc bd va ddm may an toan, hi¢u qua dua trén nén tang
tac tu di dong.

Van dé thi nhat tap trung vao viéc dé xuat moé hinh quan Iy mang cuc bo va
dam may trén nén tang tac tir di dong. Mo hinh nay tan dung tinh linh hoat va kha
ning tu dong hoa clia cong nghé tac tir && quan 1y hiéu qua cac tai nguyén mang trong
ca moi trudng truyén thong va ddm may. bao gdm viéc dé xuat giai phap két ndi giira
hai giao thurc quan Iy mang SNMP (Simple Network Management Protocol) va CMIP
(Common Management Information Protocol). Giai phap nay nham tan dung uu diém
clia ca hai giao thirc: SNMP véi tinh don gian va pho bién, cing CMIP véi kha ning
quan 1y phtrc tap va tinh bao mat cao. Bén canh d6, nhitng cai tién nay nham dam bao
tinh on dinh, an toan va hiéu qua cta hé thong quan tri mang dya trén tac tir di dong
trong bdi canh cong ngh¢ hién dai.

Van dé thir hai: nghién ctru dé xuét cac cai tién k¥ thuat cho nén tang tac tir di
dong, bao gém tdi wu hoa quy trinh thuc thi, ndng cao kha ning twong tic giita cac

tac tlr, va cdi thién céc co ché bao mat nhu ma hoa dir li¢u, xac thuc danh tinh va quan



Iy quyén truy cap. Dong thoi, nghién ctru ciing dé xuat mot mo hinh phat hién xam
nhap (Intrusion Detection System - IDS) tich hop trén nén tang SDN (Software-
Defined Networking) dé nang cao tinh an toan va bao mat cho h¢ théng mang cuc bo
va dam may. Mo hinh nay két hop cac ky thuat giam sat, phan tich hanh vi mang va

phan tng tu dong nham ngan chdn cadc mdi de doa tiém an.

6. Bo cuc luin 4n

Luan 4n gém cac phan sau:

Phdn mé dau trinh bay ly do chon dé tai; Gigi thiéu muc tiéu, dbi tuong, pham
vi va phuong phap nghién ctru; Y nghia khoa hoc ctia dé tai; Trinh bay bd cuc ludn
an.

Chwong I trinh bay tong quan vé quan ly mang, bai toan quan 1y mang cuc bo
va dam may, nén tang tac tir di dong va ung dung Cong nghé tac tir di dong va céac
giao thirc trong quan 1y mang, Gng dung cua tac tir di dong vao quan 1y hé thong
mang.

Chwong 2 trinh bay dé& xuat M6 hinh kién tric Quan 1y mang cuc bo va dam
mAy trén nén tang tac di dong gitip cho viéc quan tri mang mang Cu bd va dam may
hiéu qua va tdi uu.

Churong 3 trinh bay vé k¥ thut ing dung tac tir di dong dé nang cao an toan
bao mat thong tin cho hé théng mang cuc by va dadm may, déng thoi dé xuat cai tién
va ning cao an toan bao mat cho nén tac tir di dong.

Phén két ludn néu nhitng déng goép chinh cua ludn an, cac hudng phét trién
nghién ctru tiép theo va nhimg vin dé quan tdm cia tac gia; danh muyc cac cong trinh
da dugc cong bd cta lién quan téi ndi dung ludn an; danh sach tai li€u tham khao

duoc st dung trong luan an.



CHUONG 1 TONG QUAN VE QUAN LY MANG CUC BQ
VA PAM MAY
1.1. Bai toan dich chuyén mang cuc b (LAN) 1én dam may (Cloud)

Bai toan dich chuyén mang cuc bg 1én ddm may phurc tap va yéu cau giai phap
toan dién. Trong d0, cac ndi dung can giai quyét 1a vin dé bao mat dir liéu va hé
thong, dam bao hiéu suit va do tré, kha ning tich hop hé thong va twong thich, kha
nang quan ly tai nguyén giam sat hoat dong va tuan tha phap ly, chi phi van hanh.

Luén an tap trung vao nghién ctu 2 ndi dung chinh 1a ddm bao an toan thong
tin cho hé théng thong tin va quan Iy mang hiéu qua.

1.1.1 Van dé dam bdo an toan théng tin trong dich chuyén mang cuc bé 1én dam
may

Dich chuyén tir mang cuc bd tir méi trudng truyén théng 1én nén tang dién toan
dam may mang lai nhiéu loi ich, nhu kha nang mo rong, tinh linh hoat va tiét kiém
chi phi. Tuy nhién, qué trinh nay ciing di kém véi cac thach thirc an toan dang ké, doi
hoi cac to chic phai ddi mit vai cac moi de doa mai va trién khai cac bién phap bao
mat hi¢u qua [29].

Mot s6 van dé chinh bao gém bao mat dir liéu, bao vé hé théng, duy tri quyén
riéng tu, kiém soat truy cap va dam béo tinh san sang ciia dich vu. Viéc chuyén doi
khong chi 1am thay d6i kién triic hé théng, ma con doi hoi su phdi hop giita cac chinh
sach bao mat truyén thong va cac giai phap bao mat dam may hién dai [71].

Nguy co de doa an toan khi dich chuyén 1én dam may

- Rui ro mét an toan dit liéu [46]

+ RO ri dit liéu: Khi dit liéu dugc luu trit trén ddm mAy, nguy co bi danh cip
hodc ro ri thong tin tir cac cudc tin cong mang hodc cac nha cung cip dich vy dam
may khong dang tin cdy gia tang.

+ Mat mat dir lidu: L3i k¥ thuat, tin cong ma doc hodc cac van dé khac co thé
dan dén mat mat dit liéu quan trong, dac biét néu khong co6 cac bién phap sao luu va
phuc héi thich hop.

- Tn cong vao co so ha ting ddm may [32]



+ Tén cong tu chdi dich vu (DoS): Cac cudc tan cong DoS hodc DDoS c6 thé
lam gian doan tinh sin sang ctia cac dich vu ddm may, anh hudng dén hoat dong cua
t6 chirc.

+ T4n cong xen giira (Man-in-the-Middle): Ké tan cong co thé chin dir liéu khi
n6 di chuyén giita mang cuc bo va moi truong dam may, gay nguy co gia mao hoic
danh cap thong tin nhay cam.

- Van dé kiém soat truy cap [39]

+ Quyén truy cap khong phu hop: Khi dich chuyén 1én dam may, viéc phan
quyén khong chinh xac c6 thé dan dén rii ro khi ngudi dung khéng c6 tham quyén
truy cap vao dir liéu hodc hé théng quan trong.

+ Lam dung dic quyén: Nhitng nguoi dung c6 quyén cao (nhu quan tri vién) co
thé sir dung quyén ctia minh dé thuc hién cac hanh vi khong dugc phép.

- Van d¢é tuan thil va quyén riéng tu [35]

+ Quy dinh phép 1y: Luu trit dir liéu trén dam may c6 thé khién t6 chirc gip kho
khin trong viéc tuan thu cac quy dinh phap 1y lién quan dén quyén riéng tu, nhu
GDPR hoac HIPAA.

+ Pia diém dir liéu: Cac nha cung cap dam may luu trir dir liéu tai nhiéu dia
diém khéc nhau, 1am gia ting nguy co vi pham cac quy dinh vé luu trit dit liéu.

Yéu cdu xdy dwng Kién triic va chudn hod an toan mang trong thiét ké hé
thong

Kién trac an ninh mang déng vai trd nhu mot nén tang viing chic dé xay dung
va trién khai cic hé thong bao mat. N6 gitp xac dinh cac diém yéu tiém an, xay dyung
cac 16p phong thii va dam bao rang moi thanh phan cua hé thong duogc bao vé trudc
cac moi de doa. [42]

Mot kién tric an ninh mang dugc thiét ké tot gitip phan bo ngudn luc hiéu qua,
tranh tring 1ap hodc thiéu hut trong trién khai cac bién phap an ninh. Diéu nay dic
biét quan trong trong cac hé thong 16n, phirc tap hodc yéu ciu hiéu ning cao [79].

Heé thdng an ninh mang dua trén kién trac t6t c6 kha ning mé rong va thich tmg
v6i cac thay d6i trong nhu ciu kinh doanh, cong nghé hoic méi trudng de doa.

Vai tro cua cac chuan an ninh mang trong thiét ké hé thong nhu sau:

10



- Pam bao tinh twong thich va twong tac: Chuan an ninh mang dam béao rang
céc thanh phan cta hé théng, du dén tir cac nha cung cap khac nhau, c¢6 thé hoat dong
cung nhau mot cach tron tru. Vi dy, giao thirc TLS (Transport Layer Security) dugc
tiéu chuan hoa dé ma hoa thong tin truyén tai qua mang [31].

- Pinh hudng thiét ké va trién khai: Cac chuan an ninh mang cung cip cac huéng
dan va quy tic rd rang, gitp don gian héa qua trinh thiét ké va trién khai hé thong.
Céc to chtrc nhu ISO va NIST dua ra cac tiéu chuan nhu ISO/IEC 27001 hodc NIST
Cybersecurity Framework, gitp dinh hinh cac chinh sach va bi¢n phap an ninh [59],
nhém VNITA ciing dua ra khung danh gia an toan thong tin cho hé théng thong tin
[68].

- Pép tmg yéu cau phéap 1y va tuan thi: Tuan thil cac chuan an ninh mang gitip
doanh nghiép dap ung cac yéu cau phap 1y va chuin muc nganh. Vi dy, tiéu chuin
PCI DSS 1a bat budc ddi véi cac t chirc xir 1y thé thanh toan [78].

- Tang cudng long tin tir khach hang va ddi tac: Viéc ap dung cic chuan an ninh
mang gitp doanh nghiép xay dung 1ong tin véi khach hang va ddi tac, vi ho c6 thé
dam bao ré“tng cac dir liéu nhay cam dugc bao vé dung cach.

Tai sao cdn kién triic chudn dam bdo an ninh mang?

Viéc thiéu mot kién trac chudn s& dan dén cac van dé nghiém trong:

- Céu hinh sai, tao 15 hong: Mbi k¥ su, mdi doi nhom c6 thé tu ¥ ciu hinh cac
dich vu bao mat theo cach riéng, dan dén sy thiéu nhat quan va dé dang tao ra cac 15
hong chét ngudi (vi du: mé nham cong firewall, dit sai quyén truy cap kho dir liéu).

- Kho khin trong quéan 1y va tuan tha: Khi hé théng phinh to, viéc kiém tra xem
toan bo hé thong c6 dang tuan thu cac quy dinh phap 1y (vi du: Luat An ninh mang
s6 24/2018/QH14) va tiéu chuan nganh (vi du: PCI-DSS cho thanh toan thé) tré nén
bat kha thi néu khong c6 mot thiét ké gdc dé ddi chiéu.

- Lang phi va kém hi¢u qua: Viéc 1ap di 1ap lai cong viéc thiét ké cac bién phap
bao mat cho timg tmg dung méi gy ton kém thoi gian, ngudn luc va dé phat sinh 13i.

Vi vay, mot kién trGic an ninh mang chuan dong vai tro nhu mot ban thiét ké
tong thé, dam bao moi thanh phan duoc xay dung trén ddm may déu c6 mot nén tang

an toan, nhat quan, dé kiém toan va hi¢u qua ngay tur dau.
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Cdc thanh phan va chikc ning chinh ciia kién triic:

- Quan 1y dinh danh va truy cap: Str dung mot hé théng quan Iy tap trung dé cip
quyén cho ngudi ding, 4p dung xéac thuc da yéu t va nguyén tac dic quyén tbi thiéu.

- An ninh mang: Phan chia mang thanh c4c vung riéng bi¢t hodac cho phép truy
cap tu xa. Toan bo luu luong ra vao déu duoc kiém soat chit ché qua tuong ltra va hé
thong phat hién/phong chong xam nhap (IDS/IPS).

- Bao vé dit liéu: M hoa moi dir liéu ca khi luu trit va khi dang truyén. Hé thong
quan ly khoa ma héa dugc bao vé€ nghiém ngat.

- Giam sat va ghi nhat ky: TAt ca cac hoat dong, cac thay ddi cAu hinh, cac lugt
truy cap déu duoc ghi lai va dua vé mot noi luu trix tap trung, an toan dé phuc vu viéc
diéu tra va phan tich an ninh.

- Quan tri va tuan thii: Thiét 13p cac quy tic dé tu dong ngan chin cac hanh dong
c4u hinh khong duoc truy cap.

Vin dé an toan va kién tric dé dam bio an toan mang cho hé thong thong
tin

- Phong thii nhiéu 16p (Defense-in-Depth): Kién trac an ninh mang cho phép
thiét ké mot hé thong phong thu nhiéu 16p, tir bao mat vat 1y, mang, ing dung dén dir
liéu. Chuén an ninh nhu ISO/IEC 27002 hudng dan vé viéc trién khai cac bién phap
bao mat tai mdi 16p [59, 60].

- B4do mat trong hé théng dam may: Kién triic bao mat trén dam may nhu mo
hinh Shared Responsibility Model ciia AWS, két hop véi cac chuan nhu ISO/IEC
27017, d&am bao rang dir liéu trén dam may duoc bao vé trong moi tinh hudng [20].

- Xir Iy va tng pho su ¢b: Chuan NIST SP 800-61 (Computer Security Incident
Handling Guide) gitp t6 chirc xdy dung mét quy trinh chuan dé phat hién, tng pho
va phuc hoi sau su cb bao mat, giam thiéu tac dong va rui ro [76].

Thach thire trong viéc ap dung kién trac va chuan an ninh mang bao gdm:

- P6 phirc tap cta hé théng: Cac hé théng 16n, phan tan lam ting d6 kho trong
viéc trién khai kién tric bao mat toan dién.

- Chi phi: Viéc ap dung cac chuan an ninh mang d6i khi doi hoi dau tu 16n vao

cong ngh¢ va nhan su.
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- Cap nhat lién tuc: Cac chuan an ninh va kién triic bao mat phai lién tuc dugc
cap nhat dé d6i pho véi cac méi de doa moi.

1.1.2 Vin dé quan tri mang hiéu qua cho mang cuc bo va dam mady

Vin dé quan tri cic mang véi giao thirce SNMP va CMIP

Dbi voi mang may tinh gdm cac yéu cau: phan tich va thiét lap mang; phat
trién cac tng dung trén mang; quan tri mang. Trong d6, nhu ciu quén tri hé thong
mang may tinh rat quan trong do:

- Sy tang khong ngimg vé nhu cau xir 1y thong tin ciia cc to chie da doi hoi
phat trién nhanh chong cong nghé may tinh va mang dit liéu, nham hd trg cac nhu
cau da dang vé xtr Iy thong tin [8].

- Céc loai thiét bi mang va chung loai cic mang mdy tinh ngdy cang da dang,
khong chi theo hing san xuit ma con sir dung cac kiéu triic khac nhau.

- Duéi con mat ciia nha quéan tri hé thong, ha tang phan mém ciing can dugc
thiét ké va thé hién theo nhiéu loai da dang va khac nhau [8].

- Viéc quan tri mang may tinh dugc thyc hién theo nhiing chuan muec, tao diéu
kién thuén lgi cho viéc xac dinh cu hinh thiét bi, gia thiét bi, lva chon chirc ning cta
cac thiét bi...

Trong nhiéu ndm qua, quan tri hé théng mang may tinh st dung 2 bo giao thirc

quan Iy mang sau:

Giao thirc SNMP (Simple Network Management Protocol): SNMP 1a giao thiic
quan 1y mang phd bién, duoc thiét ké dé quan 1y va giam sat cac thiét bj mang nhu
router, switch, va server. SNMP st dung mo hinh quén ly tap trung, véi cac thanh
phan chinh gdom:Manager (Trinh quan 1y): Diéu khién va thu thap thong tin tir cac
thiét bi mang; Agent (T4c tir): Chay trén cac thiét bi duoc quan 1y dé thu thap dit liéu
va phan hdi yéu cau tir Manager; MIB (Management Information Base): Co s¢ dit

liéu chira cac thong tin vé cac d6i twong mang c6 thé duoc quan 1y [92].

Giao thirc CMIP (Common Management Information Protocol): CMIP 1a mot
giao thirc quan 1y mang tién tién hon, dugc thiét ké nhu mot sy thay thé cho SNMP.

CMIP hoat dong dua trén mo hinh OSI va cung cép céc tinh niang quan Iy mang manh
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m& hon, bao gdbm: Hd trg d6i tuong hudng ddi trgng: CMIP mo ta cac thuc thé mang
dudi dang céc doi tuong véi cac thude tinh va hanh vi; Kha nang kiém soat manh mé:
CMIP hd tro nhiéu thao tic hon, nhu hanh dong (action) va rang budc (constraint),

giup tang cuong kha ndng quan ly [90].

Vié¢c lya chon giao thitc SNMP va CMIP lam cap giao thurc chinh dé nghién clru
tich hop xuat phat tir nhitng 1y do nhu sau:

- Giao thic SNMP: La giao thitc theo mo hinh TCP/IP, trd thanh mdt chuan de
facto (chuén thuc té) nho vao su don gian, gon nhe, dé trién khai va duge hd trg bai
hau hét cac thiét bi mang. N6 cuc ky manh mé trong viéc giam sat va thu thap trang
thai.

- Giao thitc CMIP: L4 giao thirc theo mé hinh OSI, mot chuan dugc thiét ké voi
ciu trac huéng ddi tugng chit ché, cung cap ning luc diéu khién va thuc thi cac tac
vu quan tri phtrc tap vuot trdi so vdi SNMP.

Sy d6i 1ap gitra "don gian, phd bién" va "manh mé&, phirc tap" nay tao ra mot bai
toan nghién ctru kinh dién va hap dn: Lam thé nao dé két hop thé manh cua ca hai?
Viéc tich hop chung khong chi 1a mot thach thire k thuat ma con 1a mot van dé khoa
hoc, nham tao ra mot giai phap quan tri toan dién hon. Kha ning bo sung cho nhau:
Chinh vi su khac biét, hai giao thirc nay c6 kha ning b sung hoan hao cho nhau. Mot
hé thdng tich hop co6 thé tin dung kha ning giam sat rong khap, chi phi thip cia
SNMP trén toan mang, dong thoi sir dung kha nang diéu khién manh mé, an toan cia
CMIP cho céc tac vu quan tri quan trong hoac trén cac thiét bi 161 doi héi sy can thiép
phtrc tap.

Trong khi d6, cac giao thuc:

- Giao thue SSH (Secure Shell): Chu yéu duoc sir dung dé truy cap va cau hinh
thiét bi mot cach tha cong qua giao dién dong 1énh (CLI). N6 1 cong cu dé quan tri
truc tiép, c6 twong tac, khong phai 1a mot giao thirc cho hé thong quan trj mang (NMS)
tu dong thu thap dir liéu hi¢u nang trén quy mo lon.

- Giao thtrc sFlow/NetFlow: La céac giao thirc chuyén dung cho viéc phan tich

ludng luong (traffic flow analysis). Ching tra 11 cAu hoi "ai dang n6i chuyén véi ai
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va n6i gi?" chir khong tap trung vao viéc giam sat trang thai strc khde cua ban than
thiét bi (CPU, RAM, nhiét d0, trang thai cong...).

- Giao thirc HTTP/HTTPS: Thudng dugc ding dé cung cap giao dién quan tri
dua trén web (Web-based GUI) cho ngudi dung cudi. Nghién ctru vé SNMP va CMIP
gitp giai quyét bai toan tich hop gitra hai framework quan tri mang c6 cau triic va mo
hinh thong tin (Information Model) hoan toan khac biét, mot bai todn mang tinh nén
tang hon.

Sy phat trién cua cia mang dam may va SDN di thay doi manh mé cach thiét
ké va van hanh mang: tai nguyén ha ting duoc o hoa, kha niang lap trinh, va cac nén
tang diéu khién—quan tri dich chuyén theo huéng ty dong hoa, cloud-native va mo
hinh hod. Tuy nhién, trong da s6 hé théng thuc té (dac biét 6 doanh nghiép va mang
vién thong), qua trinh dich chuyén thudng duoc dién ra theo hudng méi truong lai
gom:

- Ha tang vat 1y bén dudi c6 vong doi dai (router, switch, firewall,...)

- C4c mién mang/thiét bi mang cii dang van hanh on dinh,

- Cac mién cloud-native/SDN méi dugc dua véo timg phan,

- Céc cong cy quan tri mang cii va mdi ton tai theo nhiéu thé hé.

Trong bdi canh d6, bai toan quan tri mang khong chi 1a “chon giao thirc quan tri
moi”, ma 13 dam bao kha ning quan tri trén mot hé thong da mién va da thé hé, trong
d6 tich hop tré thanh yéu cau bat budc: tich hop dir liéu, tich hgp mé hinh quan 1y,
tich hop co ché canh bao giam sat, va tich hop chinh sach van hanh bao mat.

Viéc nghién ciru theo hudng tich hop SNMP/CMIP nham giai quyét mot nhu
cau thyc té: 1am cau ndi gitra thiét bi mang cii va cac thiét bi mang méi gitp van hanh
lién tuc, giam chi phi chuyén doi, dong thoi tao 16 trinh nang cap timg phan.

Vin dé qudn tri mang bing céng nghé tic tiv

Tac tr di dong (Mobile Agent) 13 cac chuong trinh phan mém ty chu, c6 kha
nang di chuyén gitra cac nut mang, thuc hién céc tac vu ddc lap, va giao tiép vO1 cac

thanh phan khac dé hoan thanh nhiém vu. Kha ning ty di chuyén va hoat dong doc
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1ap ctia Mobile Agent dd mo ra nhiéu hudng tiép can méi trong quéan tri mang, dic

biét 1 dbi v6i cac mang phén tan 16n va phirc tap [66].
Loi ich cua ap dung tac tur di dong vao trong quan tri mang:

- Giam tai luu lwong mang: Thay vi gii toan bo dit liéu tir cac nit mang vé trung
tam dé xur ly, Tac tir di dong chi can truyén tai két qua cua cac tac vu da xu ly cuc bo,

qua d6 giam dang ké luu lugng mang va ting hiéu qua truyén tai [64].

- Tinh linh hoat va kha ning mé rong: Tac tir di dong c6 thé duoc 1ap trinh dé
thuc hién nhiéu nhiém vu khac nhau va dé& dang mé rong quy mé theo nhu ciu cia
hé théng mang. Piéu nay dic biét quan trong trong cic mang phan tan, khong dong

nhét [66].

- Hoat dong trong moi truong khong lién tuc: Tac tir di dong co thé thuc hién
cac nhiém vy trong mdi trudng khong c6 két ndi mang lién tuc. Khi di chuyén dén
nut dich, ching thuc hién nhi€ém vu cuc bd ma khéng phu thudc vao sy gidm sat tu

may chu trung tam [81].

- Phat hién va xir 1y sy c¢6 nhanh chéng: Téc tir di dong c6 thé dugc trién khai
dé phat hién céc sy ) mang va thuc hién cac bién phap khic phuc truc tiép tai nut bi
anh huong. Diéu nay gitip giam thoi gian phan (mg va nang cao do tin cdy cia hé

thong [64].
Vin dé dam bdo an toan cho méi trwong tic tiv di dong

Ung dung tac tir di dong trong quan 1y hé théng mang gitip hé thong mang an
toan va bao mat hon. Tuy nhién, ban than nén ting tac tir di dong ciing 4n chira nguy
co mat an toan va an ninh thong tin. Mot s6 van dé can dam bao an toan thong tin cho

mai truong tac tir di dong phat sinh va can dam bao khi tmg dung nhu:

Danh gia rui ro va phdn tich moi nguy: B¢ dam bao an toan cho moi trudng tac

tor di dong, budc dau tién la danh gia rai ro va phan tich cac moi nguy tiém an. Cac
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tac tr di dong thuong hoat dong trong méi truong mang khong day, noi dé bi tan cong
boi cac mdi de doa nhu nghe 1én, gia mao, va tir chdi dich vu (DoS). Viée xac dinh
cac diém yéu trong hé théng va cac kich ban tin cong c6 thé xay ra 1 can thiét dé

thiét ké cac bién phap phong ngira hiéu qua [93].

Ma hoa dir liéu va bao mdt thong tin: Ma hoa dir li€u 1a mét trong nhiing
phuong phap co ban dé bao vé thong tin truyén giita cac tac tir di dong va hé thong.
Céc thuat todn ma héa nhu AES (Advanced Encryption Standard) va RSA (Rivest-
Shamir-Adleman) duoc st dung rong rii dé dam bao tinh bi mat va toan ven cta dit
liéu. Ngoai ra, viéc ap dung cac giao thirc bao mat nhu TLS (Transport Layer

Security) ciing gitip ngin chin cic cudc tin cong nghe 1én va gia mao [71].

Xdc thwe va qudn 1y danh tinh: Xac thuc 13 qué trinh quan trong dé dam béao
chi cac tac tir di dong hop phap méi c6 thé truy cap vao hé théng. Cac phuong phap
xac thuc nhu mat khau, chung chi sb, va sinh tric hoc c6 thé duoc st dung. Déng
thoi, viéc quan 1y danh tinh thong qua cic hé théng nhu PKI (Public Key
Infrastructure) gitp kiém soat quyén truy cap va giam thiéu rui ro tir cac tac tir doc

hai [80].

Gidm sdt va phat hién xam nhdp: Hé thong giam sat va phat hién xam nhap
(IDS) 13 cong cu quan trong dé phat hién cac hoat dong bat thudng trong méi trudng
tac tir di dong. IDS c6 thé dya trén signature (chit ky) hoidc anomaly (bat thuong) dé
nhan dién cac cudc thn cong tiém an. Viéc tich hop IDS véi cac h¢ théng phan tng
tu dong (IPS - Intrusion Prevention System) gitip ngan chan kip thoi cac mdi de doa

[86].

Cdp nhdt va va 16i bao mdt: Cac 16 hong bao mat trong phan mém tac tir di dong
va hé théng mang co thé bi khai thac bai tin tic. Do do, viéc thuong xuyén cap nhat
phan mém va vé 16i 14 can thiét dé giam thiéu rui ro. Cac nha phat trién can theo doi

cac ban cap nhat bao mat tir nha cung cip va trién khai chung kip thoi [47].
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Qudn Iy quyén truy cdp va phdan quyén: Viéc quan 1y quyén truy cap dua trén
vai trd (RBAC - Role-Based Access Control) gitip han ché quyén truy cap cua céac
tac tir di dong chi trong pham vi can thiét. Diéu nay giam thiéu thiét hai trong truong
hop mot tac tir bi xAm nhap. Cac co ché phin quyén can duoc thiét ké chat ché dé

dam bao tinh an toan cta hé thong [83].

Sir dung mang riéng do (VPN): VPN la cong cu hiéu qua dé bao vé két ndi gitta
céc tac tir di dong va hé thong trung tim. Bang cach tao ra mot dudng truyén ma hoa,
VPN gitlip ngin chin viéc danh cap thong tin va dam bao tinh riéng tu cua dir lidu.

Céc giao thirc VPN nhu IPsec va OpenVPN duoc khuyén nghi sir dung [38].

Dao tgo va nang cao nhan thirc: Nhan thuc vé bao mat cta nguodi dung va nha
phat trién dong vai trd quan trong trong viéc dam bao an toan cho méi trudng tac tir
di dong. Cac chuong trinh dao tao vé bao mat thong tin va thyc hanh an toan mang

can duoc trién khai thudng xuyén dé giam thiéu cac 15i do con nguoi gay ra [79].

1.2 Tong quan cac nghién ciru vé quan tri mang cuc bd va dam may
Nghién ctru st dung giao thirc SNMP

Céc nghién ctru ciia Alhilali, Ahmed va cong su [15] vé cac van dé ma quan tri
vién mang thudng gap phai bao gdm hiéu suat mang khong hiéu qua, chang han nhu
viée str dung bang thong khong tdi uu va viée giam sat tai nguyén mang phirc tap. Dé
duy tri su 6n dinh cua ha téng mang Internet, vi¢c giam sat thoi gian thuc 1a can thiét.
Nghién ctru ndy nham cung cap mot thiét ké khai niém cho hé théng Chat luong dich
vu (QoS) va Giao thirc quan 1y mang don gian (SNMP) dé quan 1y bang thong Internet
va giam sat tai nguyén mang. Két qua cho thiy viéc st dung bing thong tai cac to
chtrc, doanh nghiép di vuot qua giéi han, nhung c6 thé phuc hdi nhd vao hé thong
QoS.

Pong thoi, trong nghién ciru vé bang thong mang va cac cong cu quan 1y mang
ctia Breaban [25], Diana [30], Barreiros [23], Simsek [89] ciing d& dé cap vé sir dung
giao thic SNMP d¢ quan 1y hé thong mang don gian va hiéu qua, tuy nhién chua dé

xuét phuong thirc quan 1y mang méi.
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Ya-shiang peng, Yen-cheng Chen [103], J. Swarna, C. Senthil raja,
Dr.K.S.ravichandran, Laurent Andrey, Olivier Festoro [64] nghién ciru vé tmg dung
giao thirc quan Iy SNMP trong Cloud nhung ciing chua dé xuét vé tich hop giao thic
CMIP.

Trong cac hé théng quan 1y va giam sat mang, hay Tram quan Iy mang (NMS),
Giao thirc giam sat mang don gidn (SNMP) thuong dugc su dung, véi giao thirc nay,
nguoi ta ¢ thé thu thap thong tin vé hanh vi, gia tri ctia cac bién va trang thai cua
kién trac mang. Tuy nhién, ddi v6i cac mang doanh nghiép 16n, giao thirc nay co thé
gy ra do tré trong viéc thu thap va xir Iy dir liéu, do d6 lam cho viéc gidm sat theo
thoi gian thuc tréd nén khé khan. Bai bao [36] cia Espinel Villalobos, R.I., Ardila
Triana, E., Zarate Ceballos, dé xuit mot hé théng da tac tir dua trén céac 16p, vdi ba
loai tac tir. Piéu nay bao gom tac tir thu thap, sir dung gid tri Co s& thong tin quan 1y
(MIB) dé thu thap thong tin tir thiét bi mang, bang thong tin dau vao tir cac thiét bi
mang dé tac tir hop nhét xu 1y dit liéu da thu thap va dé lai ¢ dinh dang c6 thé st dung
duoc, va sau d6 dugc tac tir ng dung biéu dién duédi dang dich vu web, trong truong
hop nay 13 ban do nhiét. Nghién ciru nay c6 huéng nghién ciru méi, nhung chi dang
ap dung cho giao thuc SNMP, chua c6 hudng nghién ctru cho giao thirc CMIP.

Nghién ctru ciia Alhilali, A.H. [14] tap trung vao viéc thiét ké va trién khai hé
thong quan 1y luu luong may chil dén bang Giao thirc quan 1y mang don gian (SNMP).
Ban chat ctia phuong phap nay 1a cung cap hé théng giam sat thoi gian thyc gitp
nguoi quan 1y mang giam sat hiéu qua moi hoat dong mang. Piém khac biét chinh
ctia hé théng duoc phat trién nam & viée sir dung giao thirc SNMP dé giam sat va
kiém so4t mang ma khong can dén cong cu cia bén thir ba. Phuong phéap dé xuét giai
quyét cac thach thirc chung vé mang cia ngudi quan tri, bao gdm viée st dung bang
thong khong hiéu qua va giam sat tai nguyén mang phtc tap. Sau khi trién khai, hé
thng da thu thap thong tin thiét bj mang can thiét tir Co sd thong tin quan 1y (MIB).
Ngoai ra, kha ning canh bao cta hé thong gitp ting cudng kha ning phuc hdi cia
mang trudc cac bat thuong vé luu lugng dén c6 thé lam gian doan hoat dong ctia may
chu. Nghién ctru nay dang ap dung cho giao thirc SNMP, chua cé hudng nghién ctru

cho giao thuuc CMIP.
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Nghién ciru mé hinh va t6i vu quan tri mang méi

Mot s6 hudng quan 1y mang dé xudt méi theo mo hinh 1y thuyét nhu cic bai
nghién cru nhu M. and Lundqvist [23] ciing dé cap t6i viéc xdy dung mot ban thé
mang (ontology) mot hé théng quan 1y mang dugce don gian hoa; theo hudng sir dung
cac phuong phap tiép can dya trén OntoUML hodc UFO. Va dong thoi dé xut mot
phuong phép tiép can tinh chinh cho cic ontology dugc chi dinh trong OntoUML.
Phuong phap tiép can tinh chinh nay cho mdt s6 cam bay ctia viéc ké thira nhu duoc
sit dung trong 1ap trinh va dic ta huéng ddi tuong "cd dién" noéi chung va trong
Onuﬂjhﬂgnéiﬁéngnhungchuacélﬁénthuchoécéidétcuthé

Pé xuit nén luu lugng st dung thudt todn ma hoa sir dung Mang no-ron dd thi
khong gian-thoi gian (ST-GNN), dé mo hinh héa cac miu nay va dat dugc ty 1€ nén
vuot troi so véi cac phuong phéap truyén théng nhu GZIP [77]. Bai nghién ciru cia
Paul Almasan va cac dong nghiép tap trung vao hai kich ban nén: nén lién két don,
khai thac tuong quan thoi gian va nén toan mang, khai thac ca tuong quan khong gian
va thoi gian. Céc tic gia ching minh rang phuwong phap dua trén ST-GNN cua ho
vuot troi dang ké so v6i GZIP va tham chi ca cac phuong phap dya trén RNN, lam
ndi bat hidu qua cua viéc khai thac ca mau khong gian va thoi gian dé nén luu luong.
Nghién ciru nay xay dung hudng t6i wu quan 1y mang thong qua phuong phap nén dir
lidu truyén, day 1a mot huéng gitp tiét kiém bang thong mang.

Simsek, G., Ergeng, D., & Onur dé xuét giai phap giam sat mang truyén thong
thudng thiéu kha ning mo rong do ban chét tap trung cta ching 14 thu thap nhip tim
tir tit ca cac thanh phan mang thong qua mot bo diéu khién duy nhat [89]. La mot giai
phap, khudn kho In-Band Network Telemetry (INT) gan day da duoc dé xuét dé thu
thap thong tin do tir xa mang mot cach ty chu hon va phan tan hon béng cach su dung
cac cong tic co thé lap trinh. Tuy nhién, né dit ra thém nhiing thach thic dé (i) tim
cac duong dan INT phu hop dé t6i uu hoa chi phi kiém soat va do méi ctia thong tin
va (ii) dam bao phan phdi thong tin kiém soat dang tin ciy qua cac duong din INT

da budc.
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Mot sb bai bao nghién ctru vé tich hop cac giao thirc quan 1y mang don gian
SNMP va giao thic CMIP cho phép hé thng tich hop duoc da dang cac thiét bi trong
thuc té va dap Gmg cac chuan ISO/CCITT vé quan 1y mang.

Céc tiéu chuan mang LAN/MAN cua t6 chtrc IEEE vé MIB [57], tiéu chuan vé
giao thirc CMIP CCITT, X.710 and ISO/IEC 9595 [26] va mot s& vé nghién ciru tich
hop quan ly mang khéc.

Bai bao [81] cua Saydam, T., & Sirsikar, R. va Zihang, R., & Lobelle, Wang
[100], M [107] va Koerner ciing c6 md ta cac thong s6 ky thuat va thiét ké can thiét
clia mot cong ing dung CMIP-SNMPv2 dé tich hop va kha nang tuong tac quan ly
mang. Mot thiét bi phan mém proxy trung gian nhu vay cho phép quan 1y cac dbi
tuong Internet MIB-II thong qua trinh quan Iy ISO/CCITT hd trg giao thitc CMIP va
cac dich vu quan ly CMIS. Tét ca cac chirc ning cta cong dugc giai thich bang so dd
ludng dir liéu. Cac PDU chi bao CMIP dugc chuyén doi thanh cac PDU SNMPv2
tuong ing vé mit chic ning. Cac khia canh anh xa dich vu va anh xa tén chi tiét phu
hop véi cac giao thire, Internet MIB-II va GDMO MIB dugc kham pha day du. Anh
xa nguoc SNMPv2 sang CMIP ciing duoc giai thich chi tiét, tiép theo 1a cac két ludn
nam bat cac khia canh néi bat cua thiét ké nay nhung chua cé dé xuét két hop giai
phép ung dung Tac tur di dong vao tich hop.

Nghién ciru vé giam sit hé thong

Mot s6 nghién ciru hé thong giam sat giao thong minh trong viéc sir dung PLC
va SCADA [73], giai phap giao thong thong minh ctia VNSMAPS [5] st dung thiét
bi cia Soway Tech [91] va nghién ctru IoT va BigData trong xir Iy hé thong giao
thong théng minh dua ra giai phap ung dung vao hé thng giao thong théng minh
nhung chua t6i wu vé bang thong va tinh bao mat ciia hé thong, st dung hé thong
GPS cho cac phuong tién khan cap [11], dir liéu vé trong tai ctia phuong tién [72].
Nghién ctru 4p dung nén tang MapReduce vao xt 1y dit liéu [62] dé t6i wu hé thng,
thiét ké ha tang khod cong khai di dong M-PKI [84] gitp cho hé thong bao mat hon
nhung cho dua ra giai phap tong thé chung.

Nghién ciru vé mang SDN
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Céc bai bao nghién ctru tong quan vé SDN [94, 101] phan tich de doa bao mat
d6i v6i cac mat phang tng dung, didu khién va dir liéu cua SDN. Cac nén tang bao
mat bao vé timg mit phiang dugc mo ta theo sau 1a cac phuong phap bao mat khac
nhau dé bao mat toan mang trong SDN. Bao mat SDN duoc phén tich theo cac chiéu
bao mat cia khuyén nghi ITU-T, ciing nhu theo chi phi ciia cac giai phap bao mat.
Tém lai, bai bdo nay néu bat nhirng thach thirc bao méat hién tai va tuong lai trong
SDN va céac hudng di trong twong lai cho SDN an toan.

1.3 Tong quan tng dung tic tir di ddng viao quan tri mang cuc bd va dam may

Cac dic trung cot 16i ciia mdi trwong dam may [70]

- Ty phuc vu theo yéu cau : Ngudi dung c6 thé don phuwong cung cép cac tai
nguyén tinh toan (mdy chu, luu trit, mang) mot cach ty dong ma khong can dén sy
tuong tac ctia con ngudi véi nha cung cap dich vu. Pay 13 sy khac biét co ban voi mo
hinh IT truyén théng, noi viéc cAp phat mot may chit méi cé thé mat hang ngay hoic
hang tuan.

- Truy cép mang rong khap: Cac tai nguyén c6 sin trén mang va duoc truy cip
thong qua cac co ché tiéu chuan, cho phép st dung bdi cac nén ting khach hang
khong dong nhat (vi du: dién thoai di dong, may tinh xach tay, may tram).

- Gom cum tai nguyén: Céc tai nguyén tinh toan ctia nha cung cap dugc gom lai
dé phuc vu nhiéu ngudi tiéu ding theo mé hinh da nguoi thué. Tai nguyén vat 1y va
a0 dugc gan va tai gan mot cach linh hoat theo nhu cau. Ngudi dung thudng khong
c6 quyén kiém soét hodc biét vé vi tri chinh x4c cia cac tai nguyén duoc cung cip.

- Co gian linh hoat nhanh chéng: Tai nguyén c6 thé dugc cung cap va giai phong
mot cach linh hoat, trong mot sd truong hop 13 tu dong, dé nhanh chéng ting hoic
giam quy mé theo nhu cau. Pdi véi nguoi tiéu dung, cac tai nguyén c6 vé nhu 1a vo
han va c6 thé dugc mua voi s6 luong bat ky, bat ky lic nao.

- Dich vy duoc do ludng: Hé thdng dam may ty dong kiém soat va tdi wu hoa
viéc sir dung tai nguyén bang cach tan dung kha ning do ludng & mot muic do triru
tuong phu hop véi loai dich vu (vi du: luu trit, xir ly, bang thong). Viéc sir dung tai
nguyén co thé duoc theo ddi, kiém soat va bao céo, mang lai sy minh bach cho ca nha

cung cap va nguoi tiéu dung.
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- M6 hinh trach nhiém chia sé: Pay la dac trung then chdt vé mat an ninh va van
hanh. Nha cung cép dam may chiu trach nhi¢ém bao mat ddm may (ha téng vat ly, ao
hoa), trong khi khach hang chiju trach nhiém bao mat vé dit liéu, img dung, cau hinh
mang va tuong lira. Viéc khong hiéu rd mo hinh nay 1a nguyén nhan hang dau dan
dén cac su ¢ bao mat.

Cic van dé ky thuit cu thé khi dich chuyén mang cuc bd 1én dam may

Dua trén cac dac trung trén, viéc di tra mdt mang cuc bd khong don thuan la
dua 1én dam may ma phai d6i mat va giai quyét cac van dé ky thuat sau:

- Thiét ké lai hoan toan Kién trac mang: Mot c4u hinh sai trong Router, Switch
c6 thé vo tinh phoi bay toan b tai nguyén ndi bo ra Internet, mot rai ro khé xay ra
hon trong mang cuc bo vat 1y dugc kiém soat chit ché.

- Sy thay ddi can ban trong Mo hinh an ninh: Viéc bao vé mdt may chu khong
con chi 1a dat né sau mot tudong Ira vat ly, ma 1a dinh nghia chinh xac vai tré nao
dugc phép truy cap, tir nhitng ngudn nao va duoc thyc hién nhitng hanh dong gi.

- Két ndi gitra mang cuc b va ddm may: Lua chon sai phuong an co thé dan
dén that co chai bang thong, do tré cao lam anh huéng dén trai nghiém nguoi dung,
hoc cac rai ro bao mat néu két ndi khong duge ma hoa dung cach.

- Hiéu ning va do tré tng dung: Nhiéu ung dung cli dugc thiét ké dé hoat dong
trong moi trudng cuc bo c6 do tré cuc th?ip. Khi mot phﬁn ung dung dugc dua lén
dam may va phﬁn con lai van & cuc bo, do tré hang chuc ms qua két ndi mang co thé
lam cho cac ung dung hoat dong cuc ky cham chap hoac tham chi khong thé sir dung.
Pay 1a mot van dé k¥ thuat thuan tay, doi hoi phai phan tich k¥ ludng ludng dit liéu
cta ing dung trudc khi quyét dinh di tri thanh phan nao.

Nghién ctru rng dung Tac tir di dong

Ichiro Satoh c6 mot sb bai nghién ctru vé Tac tir di dong [54], va tng dung cta
Tac tir di dong [49-54] cling nhu Ung dung Téc tir di dong trong quan 1y mang [55,
56], cac nghién ctru cua Ichiro Satoh gidi thi¢u cac thude tinh va pham vi ing dung
ctia tac tir di dong. Cac nghién ciru vé nén tang tac tir di dong va tai lidu 1ap trinh nén
tang tac tir di dong ngudén mé JADE [38], tiéu chuan FIPA [41] cung cép tai liéu lap

trinh nén tang tac tr di dong va chuan qudc té cho nén tang tir di dong .
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Bai bao ctia A.K. Sharmal, Atul Mishra, Vijay Singh [9] nay dé xuat mot kién
trac quan ly mang méi ¢ tén 1a CNMA, duoc thiét ké dé giai quyét cac han ché vé
kha ning mé rong va tinh linh hoat ciia cac hé théng quan 1y mang tip trung truyén
thong. Céc tac gia 1ap ludn rang tinh phtc tap va quy mod ngdy cang ting ciia cac
mang hién dai doi hoi mot phuong phap tiép can phan tan, dic biét 1a phuong phap
tan dung strc manh cua cac tac tor di dong. CNMA chia mang thanh cac mang con do
cac tac tir di dong quan 1y dugc goi 14 M-SNLM. Céc tac tir ndy c6 thé tao ra cac M-
SNLM con mdt cach dong khi mang phat trién, tao ra mot ciu triic quan 1y phan cap.
Bai b4o néu bat hiéu qua cia CNMA bang cach so sanh chi phi quan Iy mang cta n6
v6i cac md hinh tac tir tp trung va phang truyén thong. Thong qua phan tich chi phi
sir dung mang mé phong, cac tac gia ching minh raing CNMA 1am giam déng ké dix
liéu dugc truyén dé quan 1y mang, khién no tro thanh mot giai phap hip dan dé quan
Iy cac mang 16n, phirc tap va niang dong tuy nhién chua ddy du va kha ning tich hop
cac giao thirc quan 1y mang SNMP va CMIP ciing nhu téi wu hé théng va dam bao

an toan bao mat cho hé théng.

Bai bao [22] Anish Saini va Atul Mishra dé xuat mot cach tiép can méi ddi véi
quan 1y mang duogc goi 1a "mo hinh quan 1y mang phan ving mién" dya trén cac tac
tir di dong va hé thdng quan 1y phan tir (EMS). Cac tac gia 1ap ludn rang cac mo hinh
quan 1y mang tap trung hién c6, chang han nhu cdc mé hinh dya trén SNMP (Giao
thirc quan 1y mang don gian), thiéu kha ning mé rong va linh hoat. Ho dé xuéat mot
giai phap sir dung cac tac tir di dong, 1a cac chuong trinh c6 thé di chuyén tu dong
giita cac thiét bi mang. Hé théng dugc dé xuat chi dinh mot tac tir thong minh cho
mdi EMS, cho phép quan 1y cuc bd va bao cao két qua cho mot ngudi quan 1y toan
cau. Cau trac phan cdp nay giam thiéu ludng dir liéu quan 1y dén mot may chi tap
trung va tang cuong hi¢u qua, kha nang mo rong va tinh linh hoat. Cac tac gia so sanh
mo hinh cua ho vdi cac mo hinh quan 1y mang dua trén tac tir di dong khac, néu bat
cac wu diém cta nd va trinh bay cac két qua thir nghiém dé hd tro cho cac tuyén bd

cua ho.
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Bai bao [61] nghién ctru vé Dich vu va Kién trac kham pha nhitng han ché cua
Giao thtrc Quan Iy Mang Pon gian (SNMP) trong bdi canh luu lugng mang dam may
tang nhanh. Cac tc gia xac dinh nhitng diém yéu chinh cia SNMP, bao gdom su phu
thudc vao truyén tai UDP khong dang tin cdy, viéc thaim do dinh ky c6 thé din dén
dir liéu khong chinh xéc va luu lugng mang cao, va viéc thiéu cac tinh nang bao mat
manh mé&. Pé giai quyét nhitng thiéu soét nay, bai bao dé xuat mot M6 hinh Quan 1y
Mang ddm may (CNMM) m&i. M6 hinh nay nham muc dich cai thién hiéu qua truyén
thong va bao mat bang cach giam thiéu trao doi goi tin gitta ngudi quan 1y va tac ti,
cung cap cac ban cap nhat dinh ky ma khong dua vao céc truy van ctia ngudi quan 1y
va trién khai kién trac may chu quan ly 4o héa. M6 hinh dugc dé xuét tan dung khai
niém cap nhat dua trén ngudng va thong bao by, ning cao hiéu sut, bao mat va kha
ning quan ly téng thé. Mac di mo hinh hién 1a mot khai niém 1y thuyét, cac tac gia
nhan manh tiém ning phat trién trong twong lai ctia nd, v6i cac ké hoach kham pha
thiét ké va trién khai chi tiét, ciing nhu cac Gmg dung tiém ning ciia cong nghé

OpenFlow.

Zubair, M., & Manzoor [107] nghién ctru vé tac tir di dong, c6 nhan dinh mot
trong nhitng tién bd trong cong nghé tac tir di dong trong nhitng thap ky gan day la
viéc str dung chung trong cac ing dung quan 1y mang vi ban chat phan tan va c6 thé
m& rong clia chiing. Tuy nhién, mot trong nhitng mbi quan tim chinh trong viéc trién
khai thyc té cac phuong phap tiép can nay 14 thiéu co ché chiu 16i. C6 mot s6 ki thuat
chiu 15i tong quat c6 thé dugc diéu chinh trong cac md hinh quan 1y mang dua trén
tac tir di dong dé dap Gmg cac yéu cau chiu 18i. Trong bai bao ndy trinh bay mot cudc
khao sat vé& cac k¥ thuat chiu 16i hién c6 va cac mo hinh kién trac quan Iy mang dua
trén tac tir di dong khac nhau, trong d6 cac k¥ thuat nay ¢ thé dugc ap dung.

Pé nang cao hiéu qua quan 1y mang truyén théng, cong nghé Tac tir di dong
duoc ap dung trong quan 1y mang. Tian-jun [96] dé xut theo ¥ twong ma hoa riéng
biét, mo hinh quan Iy mang Tac tir di dong 16ng nhau duoc xdy dung bdi Agent tac
vu va Agent diéu huéng. Cong thirc tinh thoi gian sir dung cua Téc tir di dong duoc

thiét 1ap va mot s6 thi nghiém duoc tién hanh so sanh bang cach sir dung phong cach
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quan 1y mang truyén thong va phong cach quan Iy mang Téc tir di dong 16ng nhau.
Két qua cho thdy, so v6i phong cach quan 1y truyén thong, quan 1y mang Tac tir di
dong 16ng nhau linh hoat hon, c6 thé tai sir dung, thong minh hon va c6 thé phan phi
duoc.
1.4 Tong quan tng dung tac tir di ddng trong quan 1y va bio mat mang cuc bd
va dam may

Belal Amro [24] nghién clru vé ing dung Téc tir di dong va phuong thirc tan
cong va phong thit mang va cac bai bao nghién ciru vé an toan thong tin, bao mat cho
SDN [10, 40, 41, 77, 94]. Bai bao nghién ctru vé phat hién xam nhap st dung Téc tir
di dong[28, 92] va co ché quan Iy tai nguyén trong SDN [99].

Bai bao [19] cua Al-Naymat, G, Al-kasassbeh, M, Al-Hawari kham pha tiém
ning cua viéc st dung dir liéu SNMP-MIB dé phat hién cac bat thudng cua mang,
dic biét 1a cac cudc tin cong tu chdi dich vu (DoS), véi su trg giup cua cac k¥ thuat
hoc may. Cac tac gia lap luan rang cac hé thong phat hién xAm nhap truyén théng phu
thudc rat nhiéu vao viéc phan tich dir liéu goéi tho, co thé tén kém vé mait tinh toan va
mat thoi gian. Thay vao d6, ho dé xuat str dung SNMP-MIB, mét co s¢ dif liu luu
trlr thong tin quan ly mang dugc thu thap bdi Giao thuc quan Iy mang don gian
(SNMP).

Bai nghién ctru ciia Almseidin va cdng su [18] trinh bay mot phuong phap méi
dé phat hién xAm nhap mang bang cach sir dung cac tham sé SNMP-MIB va Noi suy
quy tac mo (FRI). Bai bao bét dau bang cach thao luan vé nhiing thach thirc lién quan
dén cac hé théng phat hién xam nhap truyén thong, bao gdm nhu cau xir Iy dir lidu
m& rong va thiéu ranh gi6i 1 rang giira cac mau luu lwong binh thudong va bat thudng.
Sau do6, bai bao gidi thisu SNMP-MIB nhu mét giai phép tiém ning, cung cip thong
tin phong phu vé cac thiét bi mang ma khong can xtr 1y luu lugng tho.

Qua phan tich cac bai bao nghién ciru trén, Luan 4n tap trung vio viéc giai quyét
hai van dé chinh dé x4y dung mot giai phap quan tri mang cuc b trong qua trinh di

chuyén Ién mang dam may mdt cach an toan, hiéu qua dya trén cong ngh¢ tac tir va
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dam bao an toan thong tin cho hé thong. Dudi day 1a chi tiét vé cach thirc giai quyét
hai van dé nay:

Giai quyét vin dé thir nhat: Két hop cac chuian quan tri mang SNMP va
CMIP

Van dé tha nhat lién quan dén viéc quan tri mang cuc bd hiéu qua trong qua
trinh di chuyén 1én dam may. Dé giai quyét van dé nay, luin an dé xuit mot phuong
phap kién triic két hop hai chuan quan tri mang pho bién 1a SNMP (Simple Network
Management Protocol) va CMIP (Common Management Information Protocol).

Bén canh d6, dé xuét xay dung mo hinh quan trj mang dua trén nén tang tac tir
di dong dong thoi ciing dé xudt cac cai tién k¥ thuat cho nén tang tac tir di dong, bao
gom tbi uu hoa quy trinh thyc thi, ning cao kha ning twong tac giita cac tac tir.

Giai quyét van dé thir hai: Ting cwong tinh an toan ciia h¢ thong mang \ing
dung cong ngh¢ tac tir

Van dé thir hai lién quan dén viéc dam bao tinh an toan cho cic tac tir di dong
trong qua trinh quan tri mang. Cong nghé tac tir di dong mang lai nhiéu loi ich nhu
tinh ty dong hoa, kha nang di chuyén linh hoat va xir Iy phan tan. Tuy nhién, cac tac
tr ngu@)n m& thudng co nhirng 16 héng bao mét tiém an, d& bi khai thac bdi cac cudce
tAn cong mang nén can cai thién dam bao an toan cho hé thdng tac tir.

Két qua ctia giai phap nay 1a mot hé thong tac tir an toan, c6 kha ning chong lai
cac cudc tan cong mang va dam bao tinh toan ven cia dir liéu trong qué trinh quan tri
mang.

1.5 Két ludn van dé nghién ciru

Thong qua ndi dung tong quan va danh gia cac hién trang nghién ciru, tac gia
nhan thay mot s6 ndi dung cin nghién ctru va dong gop khoa hoc dé nang cao hiéu
qua cho hé théng mang cuc bo va dam may, déng thoi dam bao an toan thong tin va
bao mat:

1. Dé xudt mét phwong phdp kién tric két hop hai chudn quén tri mang phé
bién la SNMP va CMIP dua trén nén ting tic tir di dong.

2. Viin dé vé néng cao tinh an toan bdo mdt cho nén ting tic tie di dong va si

dung nén ting tic tir di dpng dé diam bdo an toan cho cdc hé thong thong tin.
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CHUONG 2 XAY DUNG MO HINH TAC TU DI PONG QUAN LY
MANG TREN MANG CUC BQ VA PAM MAY

bPé giai quyét van dé tht nhat cua bai toan dich chuyén tr mang cuc b va ddm
mAy, viéc dé xuét giai phap két ndi gitra hai giao thirc quan Iy mang SNMP (Simple
Network Management Protocol) va CMIP (Common Management Information
Protocol), dong thoi xdy dung mé hinh quan 1y mang cuc bd va dam mAy trén nén
tang tac tuo di dong.

Bén canh d6, m6 hinh quan 1y mang cuc bo va ddam may trén nén tang tac tur di
dong duogc dé xuit nhim tan dung kha nang ty dong hoa, di chuyén linh hoat va xur
1y phén tan cua cong ngh¢ tac tu.

Do vay, luan an dé xuat Xay dung M6 hinh Tac tir di dong quan 1y mang trén
mang cuc b va ddm may gitp quan 1y hiéu qua cac tai nguyén mang, ddng thoi dap
rmg nhu cau mé rong va tich hogp trong méi truong da nén tang.

2.1 Xay dung M6 hinh quén ly mang cuc by va dim may dua trén tac tir di dong
(CNMMA)

Trong chuong 1 di nghién ctru tong quan diém yéu cta cac giao thirc SNMP va
CMIP trong giao tiép quan Iy mang, vi vay xdy dung mét md hinh quan Iy mang méi
s& cd gang khic phuc nhimng van dé d6. Quan tri mang thudng yéu cau sy hd trg cua
mat tac tir trong may chi duoc quan 1y va co so dir liéu trong téc tir cung cp thong
tin quan 1y can thiét cho mot img dung quan 1y, nhu trong mo hinh dya trén Tac tir di

dong la CNMMA (Cloud Network Management Mobile Agent).

2.2 Kién triic mé hinh CNMMA

Mo hinh CNMMA quén ly mang ddm may dua trén cong nghé Téc tu di dong,
tram quan 1y mang, mdi quan hé quan 1y may chil a0 hoa va két hop giira giao thirc
quan ly mang (giao thirc CMIP) va dac ta ACL (Ngon ngir tich 1y di dong theo Pac
ta FIPA cho Tac tir di dong). Cac thanh phan cia M6 hinh CNMMA bao gdm cic
thanh phan cot 18i co ban nhur trong hinh 2.1:

- Nén tang tac tir di dong

- May chu quan ly mang 4o hoa
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- Tram quan ly mang (NMS)
- Quan ly mang tac tir di dong (NMMA)

Virtualized Network
Management Server 1

Networ
Mauagement Station Virtualized Network

Data Center Manager
WAN/LAN Management Server 2

,,,,,

Virtualized Network
Management Server m

Hinh 2.1: Kién tric m6 hinh CNMMA

Céc thanh phan cia m6é hinh CNMMA

1. Mobile Agent Platform: 12 nén tang cung cip tng dung dua trén Tac tir di
dong, mdt co so ha tﬁng dé xay dung va thyc thi céc tac ti di dong phuc vu xu ly
mang. Nén tang tac tir di dong co6 ba chirc ning cdt 16i bao gom:

— Qudn 1y phén cdp tac tie: Mdi hé théng Tac tir di dong tuong tng véi nat goc
ctia hé thong phan cap tac tir, duoc duy tri dudi dang cau tric ciy trong d6 mdi nut
chira mot tac tir di dong va cac thudc tinh ciia né. Di chuyén téc tir trong hé thong
phan cép tac tor dugc thyc hién don gian nhu mét su bién ddi clu tric cay cua hé
thong phan cap [51].

— Quan 1y thuc thi tdc tir: Mbi tac tir ¢6 thé co nhiéu hon mot ludng hoat dong
dudi su kiém soat cuia hé thong. Hé théng duy tri trang thai vong doi cta céc tac tir.
Khi trang thai vong doi cua mdt tac tur bi thay ddi, vi duy, khi tao, chAm dut hodc di
chuyén, hé théng s& dua ra mot sd sy kién nhét dinh dé goi cac phuong phap nhat
dinh trong tac tur va cac tac tu chlra cia nd [51].

— Quan Iy bao mdt va tuan tw hoa tac t: H¢ thong c6 chlic nang sap x€p cac tac
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tir vao cc ludng bit va giai ma chung sau d6. Hé thong x4c minh xem mot tac tir duoc
sap xép co hop 18 hay khong dé bao vé hé thong chong lai cac tac tir khong hop 16

hoac doc hai, bﬁng co ché bao mat [51].

2. May chii quan 1y mang a0 héa (Manager): duoc st dung dé quan 1y va
giam sat toan bd mang. N6 nhan dugc tat ca cac thong tin va hién thj nd. N6 ¢6 thé
la mot nhom cac may chu do hoda, co thé sir dung cac dich vu ddm may dé c6 duoc
Dich vu quan 1y va gia dinh rang Manager 1a nhém may chu 4o hoéa duoc luu giit trén
dam may. Trinh quan 1y ciing duoc cai dat Nén tang tac tir di dong dé tao Mang nén

tac tu di dong [88].

3. Tram quéan ly mang (NMS): M6t nat mang chira Nén tang tac tir di dong
CNMMA dé tao moi trudng cho phép Quan 1y mang Tac tir di dong co thé chay va
quan ly trong do.

4. Quan ly mang Mobile Agent: 1 Tac tir di dong duogc viét dé hoat dong nhu
tao, di chuyén, x6a va thuc hién cac chirc ning quan 1y mang trong Nén tang Tac tr
di dong.

2.3 Tich hgp giao thirc SNMP va CMIP cho Tac tir di dong trong quan ly mang
2.3.1. Vin dé véi cdc chudn giao thire qudn Iy mang

Trong quan ly mang, dé co chat lugng dich vu (QOS) tdt hon, quan tri vién hé¢
théng mang phai luén nhan thirc dugc trang thai cia céac thiét bi mang dugc goi la
tac tur, bao gém tai CPU, bo nhd, muc st dung bd nhd, v.v. Hién nay, giao thue SNMP
(Simple Network Management Protocol) da dugc sir dung rong rai trong viéc giam
sat tlr xa cac thiét bi mang va may chii. Uu diém chinh cia SNMP 1a sy don gian
trong thiét ké. Ngoai ra, khi cac thong diép dugc truyén dat giita ngudi quan 1y va cac
thyc thé can quan 1y thong qua cac tac tir. Nhung bao mat thap la diém yéu chinh cua
SNMP da duogc cai thi¢n cac phién ban mai.

Mit khac, dé bu dip cho céac thiéu sot cta giao thirc SNMP, giao thirc CMIP da
thiét ké dé c6 thé dugc stir dung cho cdc mang 16n hon va phuc tap hon. M6 hinh
huéng ddi tuong sé sir dung dé thiét ké va trién khai SNMP [41]. Uu diém chinh cua

CMIP 1a kha ning xé4c dinh cac k¥ thuat dé bao gdbm kiém soat thi cong, biao mat va
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loc thong tin quan 1y. Nhuoc diém cia giao thirc CMIP 1a thoi gian chiém dyng tai
nguyén nhiéu hon SNMP [106].

Do vy, can thiét viéc xay dung mot proxy cho tich hop ca 2 bo giao thirc quan
1y mang SNMP va CMIP, dong thoi phép dnh xa céc tap 1énh giira 2 bo giao thirc niy
dé hé théng quan tri mang co thé quan tri duoc cac loai thiét bi mang khac nhau va
két ndi cac hé thong quan trj v6i nhau.

2.3.2. Tac tw di dong proxy cho quan ly mang

Tac tir proxy Mobile Agent (MA) duoc dé xuat cung cdp mod phong cac dich vu
CMIS bang cach anh xa ching dén cac thong diép SNMP twong tng. N6 cho phép
quéan 1y cac dbi twong Internet MIB-II bang trinh quan Iy CMIP hd trg giao thirc quan
ly mang CMIP va céc dich vu CMIS.

Proxy MA mo6 phong cac dich vu nhu xac dinh pham vi va loc, xur ly cac hoat
dong CMIS va dich cac biy SNMP sang thong bao CMIS. Hinh 2.2 cho thiy so dd
ludng dir liéu ngir canh cua tac tir proxy CMIP/SNMP.

Hé quan ly mang Hé quan ly mang
dua trén SNMP dua trén CMIP
[ snmp |
| CMIP |
[ snmp | [ cwmp |
ac tor di
déng
MA Proxy

Hinh 2.2: Mobile Agent proxy dé quan Iy mang

Proxy MA thuc hién cac chuc nang sau:

- Quan ly thiét 1ap/giai phong két ndi véi trinh quan Iy CMIP.
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- Truyén dir lidu gitta nguoi quan 1y CMIP va tac tir Internet bao gom:
+ chuyén cac don vi dit liéu giao thitc phan hoi va chi bao CMIP (PDU)
véi trinh quan 1y CMIP.
+ chuyén yéu cau SNMP va tin nhan phan hoi véi dai 1y Internet.
- Churc nang mo phong dich vu proxy nhu:
+ Anh xa CMIS sang SNMP
+ Anh xa SNMP sang CMIS
Proxy MA duy tri mot tép cau hinh trong kho dir liéu chung dé bao toan thong
tin trong qua trinh truyén tin nhan. Hinh dudi cho thay so d6 ludng dir liéu cho anh

xa dich vu nay.

Mobile Agent Proxy

Anh xa M-GET t6i
GetRequest/GetNextReq
Dai tugng Mobile Agent

Anh xa M-SET t6i
SetRequest

Mobile Agent Object
Behavior

Anh xa M-CREATE t6i

/
N
\

CMIS PDU chi dinh CMIS PDU chi dinh

Anh xa M-DELETE téi Théng diép Mobile Agent
SetRequest ACL

Anh xa M-CANCEL-GET
161 PDU chi dinh

Anh xa M-ACTION t&i Tim kiém Mobile Agent
PDU chi dinh (Discovery)

Y

Hinh 2.3: Anh xa dich vu CMIP va SNMP thong qua Tac tu di dong

2.4 Bang anh xa giao thirc quan ly mang CMIP va SNMP
2.4.1 M-GET to GetRequestl GetNextRequest Mapping
Khi nhan duoc yéu cdu CMIS M-GET, proxy trudc tién xac minh su ton tai ciia

doi tuong dugc quan 1y co so. Néu ddi tuong co s& dugc chi dinh trong yéu cau khong
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ton tai trong tac tir Internet, thi proxy s& g phan hdi 16i CMIS
"NoSuchObjectlnstance" tr¢ lai CMIPmanager [63].

Tham s6 attributeldlist cia CMIP PDU 1a mdt tuy chon service-user. Néu no
tréng, diéu d6 c6 nghia 14 proxy phai truy xuat gia tri cla tt ca cac thudc tinh duoc
chi dinh trong d6i twong dugc quan 1y co so theo dinh nghia mau GDMO [90].

Néu thudc tinh yéu cau CMIS khong tréng, proxy sé xac minh (cac) thudc tinh
duoc chi dinh cho 1op doi tuong co so. Néu nd khong duogc xéac dinh trong 16p doi
tuong co sd, proxy tra vé 16i CMIS "noSuchAttribute" va khong giri yéu cau SNMP
dén tac tir Internet.

M-GET chi dinh PDU

Anh xa theo tén
Thue hién anh xa theo
§ D tén

[ Kiémtra Object
\ Instance c6 ton tai | M—GETchl dinhPDU

xay du'ng chi dinh

“ Klém tra gia tri cia SNMP PDU
LU xay dirng céu triic SNMP PDU
M-GET indication va anh xa céc trwo'ng e —
Phan hdi
NoSuchObjectinstance qua
PDU
Yéu cau tham s&
Phan hdi PDU khéng ton tai han hoi M-GET
thudc tinh M-GET
Luu trir di liéu
Invoke Id
Bang anh xa dja chi

Hinh 2.4: Lu&ng dit liéu dé anh xa dich vu M-GET t&i SNMP GetRequest/
GetNextRequest.

Sau khi xéc thuc thanh cong PDU chi bdo M-GET, proxy s€ xay dung dinh dang
tin nhin SNMP vé&i loai PDU dugc dat thanh SNMP GetRequest hodc
GetNextRequest. Do d6, proxy da anh xa PDU chi bao CMIP M-GET dén véi thong
bao SNMP GetRequest / GetNextRequest. Tuy nhién, thong bdo nay dugc xay dung
mot phan vi nd yéu ciu cac truong khac cua thu phai dugc anh xa thich hop. Piéu

nay dat dugc boi proxy bang cach thuc hién chirc ning anh xa tén, cung cip danh

33



sach rang budc bién. Id yéu cau, dia chi Ngudn va Pich duoc trich xut tir bang dich

dia chi [63].

2.4.2 M-SET thanh SetRequest Mapping

Khi nhan dugc yéu cau CMIS M-SET, proxy trudc tién s& kiém tra xem dbi
tugng duoc quan 1y co so duoc chi dinh c6 ton tai hay khong. Néu khong tim thay
d6i twong co so trong tac tir Internet, proxy sé& giri phan hdi 16i CMIS

"NoSuchObjectInstance" toi trinh quan ly CMIP [63].

Dbi véi mdi phién ban ddi twong dugc chon trong chi bao CMIP M-SET, proxy
s& tao mot hodc nhiéu thong bao SNMP SetRequest dé cap nhat cac thudc tinh dugc
xac dinh béi tham s CMIS modificationList, theo toan tir stta doi duoc chi dinh.
Proxy chi hd trg toan tir stra d6i "thay thé"; néu khong c6 toan tir ndo dugc chi dinh
trong yéu cau CMIS, "thay thé" duogc gia dinh theo mic dinh. Proxy tham khao luoc
d6 MIB cua né dé xac nhan rang thudc tinh dang dwoc stra d6i co thudc tinh
REPLACE can thiét cho mé phong CMIS M-SET. Néu toan tir sira d6i khong duoc
hd tro dugc bao gdm trong yéu cau M-SET, proxy sé tra vé 16i CMIS "Ldi danh sach
dat" cho trinh quan Iy CMIP [63].

M-SET chi dinh PDU _

Anh xa theo tén
I Thue hién anh xa tén |

Klém tra sy ton tai cua\ \

Object Instance M SET chi dinh PDU
xay dung chi dinh
Klém tra thudc tinh dé c‘r’,o 'SN*L.p PD'u
thay thé Xay dung cdu traic SNMP

M-SET chi dlnh PDU va anh xasang —————>
trwo'ng SetRequest

Phan hdi PDU khéng c6
thudc tinh
NoSuchObjectinstance

:SET yéu cau tham s&
Phan hdi tap PDU thiét 1ap
thudc tinh cho M-SET

Luu trir dir liéu
Invoke Id

Bang anh xa dia chi

Hinh 2.5: Lu(fng dir liéu dé anh xa dich vu M-SET t&i SNMP SetRequest.
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2.4.3 M-CREATE dén SetRequest Mapping
Proxy dugc giao nhiém vu xac thyc ting chi bao CMIS M-CREATE dén. N6

kiém tra xem mot phién ban co thé duoc tao dua trén ménh dé CREATE trong cac
mau NAME BINDING duoc chi dinh cho 16p ddi twong hay khong. Néu khong duoc
phép tao, n6 s& tra vé phan hoi 16i CMIS "classInstance-Conflict" [98, 63].

Proxy danh gia thém xem phién ban duoc yéu cau c6 thé dugc tao theo phién
ban d6i twong cao cp duoc chi dinh trong yéu cau M-CREATE hay khong, nhu duoc
dinh nghia béi mau LIEN KET TEN. Néu miu NAME BINDING khéng hd trg méi
quan h¢ ngan chan dugc chi dinh, n6 s€ tra vé 15i CMIS "invalidObjectInstance".
Ngoai ra, néu phién ban doi tuong da tdn tai, 16i CMIS "phién ban doi tuong dugc

quan ly trung 13p" s€ dugc phat hanh [84, 106].

Néu chi bdo CMIS M-CREATE bao gdm mot ddi twong tham chiéu, proxy s&
truy xuét phién ban duoc tham chiéu tir tic tir duge quan 1y Internet. Pé co duoc cac
gia tri dbi tuong tham chiéu, n6 s& giri mot SNMP GetNextRequest. Néu ddi tugng
tham chiéu bi thiéu, proxy s& giri 16i CMIS "Khéng cé d6i tuong tham chiéu nhu vay"
dén trinh quan 1y CMIP.

2.4.5 M-DELETE dén SetRequest Mapping

Proxy xac dinh tir cac mau LIEN KET TEN néu phién ban dugc chi dinh trong
yéu ciu co thé bi x6a. Néu LIEN KET TEN khong cho phép x6a di tuong di xéac
dinh, 16i CMIS "Truy cép bi tir chdi" s& dugc tra vé.

Néu phién ban ddi twong duoc xac dinh trong yéu cau CMIS M-DELETE ton
tai, thao tac x6a duoc thuc hién. Viéc x6a mot dbi tuong dugc thyc hi¢n béng cach
dat dbi tuong cdt trang thai thanh mot gia tri khong hop 1€. Xoa doi tuong dat duogc
bang cach giri SNMP SetRequest dé thay doi gid tri rowStatus thanh "pha hay" [85].
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M-DELETE chi dinh PDU

Anh xa tén
\ /—_‘ Thye hién énh xa tén
“‘ \

Kiém tra rang
bugc DELETE

M-DELETE chi dinh

Xay dung cdu tric SNMP xay dung chi dinh SNMP PDU
PDU va anh xa trwéeng ——>
Tir chéi truy cap M- SetRequest

DELETE va phan hdi PDU

Tham sé yéu
yéu cau M-DELETE

Luru trir dir liéu
Invoke Id

Bang anh xa dia chi

Hinh 2.6: Luéng diF liéu dé anh xa dich vu M-DELETE t&i SNMP

2.5 Xir Iy yéu cAu CMISE khac
Tac tir proxy xir 1y cac yéu cau M-CANCEL-GET va M-ACTION nhu sau:

2.5.1 Dich vu M-CANCEL-GET

Tac tr proxy khong can giri bat ky yéu cau SNMP nao dé mo phong yéu ciu
CMIS M-CANCEL-GET. Khi nhan dugc chi bdio M-CANCEL-GET, proxy s€ ngung
giri bat ky phan hdi CMIS M-GET nao khac dén trinh quan Iy CMIP cho yéu cau da
hay cu thé d6. Ngoai ra, khi nhan duoc chi bAo M-CANCEL-GET, proxy sé& ngimng
tat ca SNMP GetRequests trong twong lai cho tac tir Internet lién quan dén yéu cau
M-GET bi hily. Néu tac tir Internet van tra vé GetResponses cho yéu cau da huy,
proxy sé& loai bo cac phan hoi nay [85].

PDU chi bdo M-CANCEL-GET bao gdém mi dinh danh Goi cta yéu cau M-
GET s& bi huy. Néu proxy khong nhan ra ma dinh danh Invoke, né sé tra vé 156i CMIS
"no such invoke identifier" cho trinh quan ly CMIP [63, 85].

2.5.2 M-ACTION Service
Vi MIB Internet thiéu cac hanh dong duoc xac dinh, hoat dong CMIS M-

ACTION khong twong tng voi bat ky hoat dong SNMP nao. Do d6, proxy khong xtr
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Iy thao tac nay; khi nhan dugc chi bio M-ACTION, né chi tra vé phan hoi 161 CMIS
"Hoat dong khong dugc nhan dang".
2.6 Pang ky va dat tén

Ping ky dam béao tinh duy nhat cia cac loai phan tir thong tin quan 1y, trong khi
dit tén cung cap mot cach dé phan biét cac truong hop cua timg loai va dinh vi ching
mot cach chinh xac trong MIB. Xac dinh cac 16p ddi tugng duge quan 1y lién quan
dén viéc dang ky cac ma dinh danh duy nhat trén toan ciu, dugc goi 1a ma dinh danh
doi tuong, dai dién cho cac yéu td khac nhau cua 16p doi tuong dugc quan ly, chrflng
han nhu tén, loai thudc tinh va hon thé nita. Cac ma dinh danh nay rt can thiét trong
cac giao thirc quan 1y dé xac dinh duy nhét cac khia canh khéc nhau ctia cac ddi twong
dugc quan 1y, bao gdm cac thudc tinh, hoat dong va thong bao cta ching. Tat ca cac
nhom Internet va bang khai niém duoc dich thanh cac 16p ddi twong dugc quan ly
CMIP, véi cac dbi tugng cot va vo hudng trd thanh thudc tinh trong cac 16p déi tuong
nay. Ngoai ra, cac rang budc tén cho céc trudng hop ddi tuong dinh vi trong hé thong

phan cap dit tén cling phai dugc diang ky [106].

partX (X)

st dSpecificExtension (0) |

asnlmodule (2)

t—————{ managedObjectClass (3) |
[_parameter 5) |

|

————— autributeGroup (8) ]
—————{__notification (10) ]

Hinh 2.7: Pang ky theo cay con ISO/CCITT chung [106].

2.7 Anh xa tén tir ISO/CCITT sang Internet
Luya chon 16p d6i tugng dugc quan 1y duoc sir dung dé xac dinh mot tap hop céc
truong hop d6i tugng duoc quan 1y trong cdy thong tin quan 1y ma trén d6 yéu cau

CMIS duoc ap dung. Piéu nay duoc thuc hién bai hoat dong xac dinh pham vi CMIS.
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Pham vi duoc sir dung dé chon céc phién ban d6i tugng tng vién trong cdy thong tin
quan Iy (MIT) ma céac hoat dong c6 thé ap dung. Trude khi OID phién ban dbi tuong
c6 thé duoc dich tir cdy thong tin quan Iy CMIP, can phai 13y tap hop cac dbi tuong
dugc quan Iy nam trong pham vi [69].

Khi nhin duoc yéu cau tir trinh quan Iy CMIP, proxy trudc tién xac dinh tap
hop céc 16p dbi twong nam trong pham vi. Thong tin lién quan dén cac 16p d6i tugng
cap trén va cap dudi ¢ trong mau rang budc tén duge sir dung dé di qua ciy trong
qua trinh x4c dinh pham vi. Néu tham s scope khong c6 trong yéu cau, pham vi mic
dinh 1a chinh d4i tuong co sd. Lop d6i twong ciing chira tén thude tinh dugc chi dinh
1a tham sb filter [63, 106].

Céc 16p doi tuong c6 pham vi da chon va nim tay dinh danh thudc tinh dugc
cung cip boi yéu cidu CMIS dugc proxy st dung dé trich xuat cac OID ding ky ISO
/ CCITT tur cac MIB GDMO. Nhu da thao luan, cac OID 16p ddi tuong CMIP trudc
d6 va cac OID thudc tinh CMIP tuan theo mo hinh chung. Do do, bﬁng cach loai bo
cac OID duoc lién két vai MOG va ATT trong cdy ding ky CMIP, chung ta co thé
nhan duoc cac OID Internet. Pé c6 duoc tén d6i tuong Internet, chung ta can nbi
thém déi twong internet OID véi thudc tinh dat tén duge lién két voi no. Thudc tinh
dat tén duoc trich xudt tir tén phan biét (DN) duoc cung cip clng véi bat ky yéu cau
CMIS nao [90,106].

2.7.1 Dich 16i SNMP sang CMIS

Téc tir proxy dich céc phan hoi 16i SNMP dén thanh phan hoi 16i CMIS dugce

giri dén trinh quan Iy CMIP [90]. Bang 2.1 sau mo ta anh xa 13i nay.

Bang 2.1: Ban dich 16i SNMP sang CMIS

L3i SNMP L&i CMIS di chuyén doi
noError Gi61 han dg phuc tap
noSuchName Khong c6 dbi twong nhu vay
badValue Xtr ly that bai

readonly Xtr ly that bai

genErr Xtr ly that bai

noAccess Khong cé thudc tinh nhu vay
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wrongType Gia tri thudc tinh khong hop 1¢
wrongLength Xt Iy that bai
wrongEncoding Xir 1y that bai

wrong Value

Gia tri thudc tinh khong hop 1€

noCreation Phién ban ddi tugng khong hop 18
inconsistentValue Gia tri thudc tinh khong hop 1€
resourceUnavailable Gidi han tai nguyén
commitFailed Xtr ly that bai

undoFailed Xtr ly that bai

authorizationError Truy cap bi tir ch6i

notWritable Truy cap bi tir ch6i
inconsistentName Ddi s6 bi nhép sai

2.7.2 Hoat dong cua bo loc

B loc 1a mot biéu thirc Boolean bao gom mot hodc nhiéu khang dinh lién quan
dén su hién dién hoac gia tri cua cac thudc tinh trong ddi tuong dugc quan 1y trong
pham vi. Proxy 4p dung bd loc nay cho tat ca cac phién ban doi tuong nhan duoc tu
tac tir dugc quan 1y, chi chon nhitng phién ban dap tng ti€u chi loc. Sau d6, giri PDU
phan hdi CMIS di loc dén trinh quan Iy CMIP [63, 90].
2.8 Anh xa SNMP Trap t6i CMIS M-EVENT-REPORT

Macro 'NOTIFICATION-TYPE' x4c dinh dir liéu ma tac trt SNMP gui khi mot
su kién dac bi¢t xay ra, dugc dong gédi dudi dang PDU Trap. Khi nhan dugc PDU
Trap, tac tir proxy s& chuyén tiép thong tin dén ngudi quan ly CMIP ISO / CCITT.
N6 st dung cac tham sé Trap PDU dé xdy dyng PDU yéu cau CMIS 'M-EVENT-
REPORT!, trong do tAt ca cac bﬁy SNMP dugc anh xa téi mot loai sy kién thong bao
CMIS chung c6 tén 1a 'InternetAlarm' [63, 106].

Ménh d& "Mo ta" trong macro tré thanh thong s6 Thong tin su kién, cung cép
mo ta chi tiét vé sy kién. Ngoai ra, SNMP Trap PDU bao gdm danh sach rang budc
bién, trong do bién dau tién, 'sysUpTime.0', dugc sir dung dé dat tham sd Thoi gian

su kién trong yéu cau 'M-EVENT-REPORT! [106].
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2.9 X4y dung m6 hinh tac tir di dong Quéin ly mang

bé ching minh mé hinh ctia dang hoat dong hi€u qua, viéc thyc hi¢n thir nghiém
trong phong thi nghiém trén mé hinh thuc té bang cach sir dung Nén tang tac tir di
dong ngudn mo dé tao tmg dung quan 1y mang, trién khai giao thirc va co so ha ting
mang dé mo phong.

V&i mo hinh két ndi mang truyén thdng, viéc trao d6i dir liéu, thong diép giira
2 phan mém can phai két ndi lién tuc va yéu cau hé thong mang 6n dinh, biang thong
va do tré dap Gmg yéu cau ctia phin mém tmg dung [64].

Kién triic nén tang tac tir

Nén tang tac tir di dong bao gdm 2 thanh phan: Tac tr di dong va hé thong

thoi gian thuec.

Tac tir di dong: dinh nghia hanh vi cta tac tir phan mém. Thanh phan con lai
con duoc goi 1 nén tang tac tir, hé thong tac tir, may chu tac tir, va hd trg thuc thi
va dich chuyén. Can mot kién tric twong tu ton tai trén cdc may tinh ma tac tir ¢6
thé di chuyén téi, khi d6 mdi tac tir di dong chay trong mai truong thoi gian thuc
tai mdi may tinh n6 dang cu tri. Khi tac tir yéu cau téi hé thong thoi gian thuc dé
tu dich chuyén, hé théng thoi gian thyuc co thé di chuyén tac tu to1 hé théng thoi
gian thyc tai may tinh dich, mang theo trang thai va ma ngudn ciing véi nd. Mdi hé
thdng thoi gian thyc chay bén trén méi trudng hé diéu hanh nhu mot phan mém 16p
gitra (middleware).

2.9.1. Nén tang tdc tir di déng

Nén tang tac tr di dong 13 mot khung nén tang Tac tr di dong, bao gdm céc
container tac tir c6 thé dugc phan phdi qua mang. Cac tac tir sdng trong cac container
1a tién trinh Java cung cap thoi gian thuc chay trén nén tang va tat ca cac dich vu can
thiét dé luu trit va thuc thi céc tac tir trong Hinh 2.8. c6 mdt container dac biét, dugc
goi la container chinh, dai dién cho diém bootstrap cia mot nén tang: n6 la container
dau tién dugc khoi chay va tat ca cac container khac phai tham gia vao mot container

chinh bang cach ding ky véi né.

So 6 UML trong Hinh 2.8 sau so d6 hoa mbi quan hé giita cac yéu t6 kién
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trac chinh ctia nén tang tac ttr di dong.

AgentPlatform
1 -is composed of
1..*
-registers with Container -lives in Agent
1..* 1 Oo..*
1 MainContainer

Hinh 2.8: Mdi quan h¢ giita cac yéu to thanh phan kién tric nén tang tac tir di dong

Pé trién khai mo hinh CNMMA (Cloud Network Management Mobile Agent),
dé xuat co so kién tric thoi gian chay trén nén tang tac tir di dong nhu hinh Trién

khai mé hinh CNMMA dya trén khung nén tang tac tir di dong nhu Hinh 2.9.

Virtualized Network Management Server 1 Virtualized Network Management Server 2 Virtualized Network Management Server m

= = IMTP e TP T

Data Center Manager | [oisssemmmmed? | e

Mobile Agent Platform 5

Hinh 2.9: Trién khai mé hinh CNMMA diea trén khung nén tang tdc tir di dong

2.9.2. ASN.1 cho giao thuc CMIP
Viéc nghién ctru dinh nghia ct phép troru twong ASN.1 cho giao thare CMIP va
tao ra cac chirc nang co ban cua giao thirc CMIP nhu: M-Get, M-Set, M-Action, M-
Create, M-Delete, M-Event-Report dua trén ITU-T X.10 (ISO /IEC 9595: 1998) [90].
Bang 2.2: Md gia Psedocode ASN.I cho giao thurc CMIP
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-- Hoat dong CMISE
- Hoat dong hanh dong (M-ACTION)
m-Action OPERATION ::={
ARGUMENT ActionArgument
TRA KET QUA FALSE
LUON TRA LOT SAI
CODE dia phuong:6
/
m-Action-Xac nhan OPERATION::= {
ARGUMENT ActionArgument
KET QUA Hanh djng
OPTIONAL TRUE - két qua nay la ¢6 diéu kién;
- doi véi cdc dieu kién xem 8.3.3.2.9 ciia ITU-T Rec. X.710

LOI

{accessDenied | classInstanceConflict | complexityLimitation | invalidScope
| invalidArgumentValue | invalidFilter | noSuchHanh dong |

noSuchArgument |
noSuchObjectClass | noSuchObjectInstance | xit [yThdt bai |
syncNotSupported)
LINKED {m-linked-reply}
CODE dia phwong:7
/
2.9.3. ACL trong nén tang tac tir di dong

Giao tiép tac tir c6 1& 1a tinh ning co ban nhat cua nén tang tac tir di dong va
dugc thyc hién theo cac thong ) k¥ thuat cua FIPA. M6 hinh giao tiép dua trén viéc
truyén thong diép khong dong bd. Pinh dang cu thé cia tin nhin trong nén tang tc
tir di dong tuan thii dinh dang duoc xac dinh bdi cu tric tin nhan FIPA-ACL [40].
M&i thu bao gdm céc truong sau [41]:

Nguoi gui thu.
Danh sach nguoi nhan.

Hanh dong giao tiép (con duogc goi 12 'biéu dién') cho biét ngudi giri du dinh
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dat duoc didu gi bang cach gii tin nhan.

- Noi dung chira thong tin thuc té can trao d6i bang tin nhan.

- Ngén ngit ndi dung cho biét ct phap dugc sir dung dé thé hién ndi dung. Ca
nguoi gui va ngudi nhan phai c6 kha ndng ma héa va phan tich cu phép cac
biéu thirc tuan thu ct phap nay dé giao tiép c6 hiéu qua.

2.9.4. Trinh mé phong quan ly mang

Pé thir nghiém nguyén mau giao thirc CMIP va ly thuyét vé M6 hinh CNMMA
dan ti mot trinh moé phong mang duwa trén GNS3 va tao két ndi tir md phong ndi
mang dén PC 4o hoa vat 1y cai dat khung nén tang tac tir di dong dé thir nghiém tao
va di chuyén tac tir Quan 1y mang trén nén tang Tac tir di dong.

“ Topology Summary E&E

PC1 Switchl R1 Node Console
PC5 » @ pct telnet localhost:50.
e = Switch4
vecs|
I ——
-
2 W
{witchS
p=
l PC6
Switch5
= pc3 L . m'ﬁ
4
\ 1
s vecs

Hinh 2.10: Trinh mé phong qudn Iy mang bang GNS3

2.9.5 Xay dung luong thwc nghiém danh xa tir CMIP - SNMP
Thwc nghiém 1 — Anh xa CMIP — SNMP (M-GET Mapping)

Muc tiéu

Kiém chimg qua trinh 4nh xa tir yéu cau CMIP M-GET sang SNMP GET,

dam bao kha ning chuyén ddi chinh xac cac dbi tuong CMIP (objectClass,
attributes) sang cac OID SNMP, thuc thi truy vin va nhan phan hdi chinh x4c.

Cach cai dat

- Moi truong: Ubuntu 22.04, Java 21, JADE 5.1.0 Framework.

- Hé thdng: CMIP Agent, SNMP Agent, Protocol Mapping Engine.

- Quy trinh: Nhan yéu cau CMIP M-GET — Anh xa Object Class — Anh xa
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Attributes — Thyc thi SNMP GET — Chuyén d6i phan hoi SNMP thanh dinh

dang CMIP.
S6 liéu
Bang 2.3: Bang dnh xa Object Class
CMIP Object Class SNMP Base OID MIB Group
system 1.3.6.1.2.1.1 SNMP-SYSTEM-MIB
interface 1.3.6.1.2.1.2 IF-MIB
ip 1.3.6.1.2.1.4 IP-MIB
tcp 1.3.6.1.2.1.6 TCP-MIB
Bang 2.4: Bang anh xa Attribute

CMIP Attribute SNMP OID MIB Object
description 1.3.6.1.2.1.1.1.0 sysDescr
uptime 1.3.6.1.2.1.1.3.0 sysUpTime
contact 1.3.6.1.2.1.1.4.0 sysContact

Trong 20 lan thir nghiém cho thay thoi gian trung binh khoang 50.2 ms cho
mdi yéu cau M-GET.,

Phan tich

Thoi gian xir Iy 6n dinh trong khoang 47—54 ms. Mdi yéu cau M-GET thuyc thi
d6ng thoi ba truy van SNMP, két qua anh xa chinh x4c va phan hoi dung dinh dang
CMIP.

Két ludn

Anh xa CMIP — SNMP hoat dong chinh xac va 6n dinh, phu hop trién khai
trong hé théng quan 1y mang tap trung hoic phan tan.
Thuc nghiém 2 — Anh xa SNMP — CMIP (GET Mapping)
Muc tiéu

Xéc minh kha nang anh xa nguoc ttr SNMP GET sang CMIP M-GET, dam
bao nhéan dién OID va tao phan hdi CMIP hop 18.
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Cach cai dat
- SNMP Request gui tir thiét bi router] dén Gateway.
- Gateway phan tich OID, tim Object Class va thudc tinh twong ng.
- Thyc hién M-GET va tra két qua CMIP.
S6 liéu
Thoi gian trung binh 20 1an test: 65.1 ms. D¢ léch chuan £2 ms.
Bang 2.5: Bang sé liéu chay test anh xa SNMP sang CMIP

Lan thir Thoi gian (ms)
1 64
2 65
3 66
4 67
5 63
6 64
7 65
8 66
9 67
10 63
11 64
12 65
13 66
14 67
15 63
16 64
17 65
18 66
19 67
20 63

Phan tich
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SNMP — CMIP c6 d6 tré cao hon khoang 30% do phai phan tich va anh xa
nguoc OID. Tuy nhién hé thong van dam bao tinh 6n dinh va tuong thich hai chiéu.

Két ludn

Anh xa SNMP — CMIP duoc thuc hién chinh xac, cho phép giao tiép song
phuong gitra hai giao thirc quan 1y mang.
Thuc nghiém 3 — Kiém thir luong M-GET toan phan

Muc tiéu

Panh gia ludng xir Iy M-GET tir dau dén cudi, bao gdbm CMIP Request, anh
xa, thyc thi SNMP GET va tra két qua vé dinh dang CMIP.

Cach cai dat

- CMIP Request guri tir cmip-agentl.

- Anh xa dua trén bang cau hinh ObjectTypeMapping.

- Ghi log toan b qua trinh xir 1y va do thoi gian phan hoi.

S6 liéu

Thoi gian trung binh 20 1n test: 52.3 ms, ti 1¢ thanh cong 100%.
Bang 2.6: Bang sé liéu chay test xit Iy luong M-GET

Lan Thoi gian (ms) Két qua
1 52 Thanh cong
2 53 Thanh cong
3 54 Thanh cong
4 51 Thanh cong
5 52 Thanh cong
6 53 Thanh cong
7 54 Thanh cong
8 51 Thanh cong
9 52 Thanh cong
10 53 Thanh cong
11 54 Thanh cong
12 51 Thanh cong
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13 52 Thanh cong

14 53 Thanh cong
15 54 Thanh cong
16 51 Thanh cong
17 52 Thanh cong
18 53 Thanh cong
19 54 Thanh cong
20 51 Thanh cong
Phan tich

H¢ théng dat d6 6n dinh cao, khong xay ra 16i anh xa. Gateway xu ly trung
binh 200 yéu cau/gidy trong diéu kién tai trung binh.

Két lugn

Ludng M-GET van hanh chinh xac, 6n dinh va dat hiéu ning cao, ching
minh tinh kha thi ctia co ché 4nh xa hai chiéu gitta SNMP va CMIP.

Két ludn tong thé

Céc thir nghiém CMIP—SNMP, SNMP—CMIP va ludng M-GET déu dat
yéu cau vé tinh chinh xac va hiéu ning. Hé thong dap tng tdt cac tiéu chuan giao
thirc ISO/IEC 9596 va RFC1157, c6 thé mé rong tich hgp Mobile Agent dé ting

kha ning phan tan va chiu 15i.

2.10 T6i wu téc dd di chuyén tac tir di dong sir dung Tac tir di dong

- MapReduce Module Unit: Xem xét mot hé thong bao gdm mét tap hop céc
ung dung phan tan N A = A1, A2, ..., AN chay trén mdt tap hop cac nut tho M (quy
trinh cam bién) W = W1, W2, ..., WM. Mbi tng dung phan tan 4j dugc biéu dién dudi
dang biéu d6 dong chay (thé hién trong Hinh 2.12) bao gdm mdt s tac vu anh xa
(T P) va mot s6 tac vu giam (T thye hién song song trén nhiéu nat tho. Ngoai
ra, mdi tng dung A; ¢ thoi han Deadline;, 1a khoang thoi gian, bat dau tir thoi diém

mg dung duogc giri dén hé thong, trong d6 Gmg dung s& hoan thanh [62].
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Hinh 2.11: Thudt todn giam xit Iy dit liéu cam bién bang cdch sit dung MapReduce

Bang 2.7 mo ta mi gia thuat toan dé trién khai MapReduce trén nén tang tac tir

di dong [62].

Badng 2.7: Thudt todn gia Psedocode vé cdch sir dung MapReduce

map(Khéa chudi, Gid tri chudi):
Khoa: Tén tai liéu
Gia tri: Noi dung tai liéu
Doi véi moi tir w vé gid tri:

Emitlntermediate(w, "1");

Reduce (Khéa chudi, Gid tri ldp):
Khoa: mot tie
Gid tri: danh sdch s6 lwong
két qua int = 0;
Doi véi méi V vé gid tri:
két qua += Parselnt(v);
Phat ra (AsString (két qua));

Hé thdng 1én lich anh xa va giam céc tic vu dé thyc hién song song trén céac
worker node. M&i nut tho cé thé chay ban d6 hodc giam tac vu tai bat ky thoi diém
nao. Céc tac vu khong thé duoc vu tién trude khi chiing da duoc giao cho mot nhan

vién, tuy nhién, viéc thuc hi¢n céc tac vu tir cac ing dung khac nhau c6 thé xen ke.
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Nhén vién chi chiu trach nhiém thuc hién nhi€ém vu hi¢n tai ma n6 dugc giao, nd
khong theo doi céac tac vu (va tir itng dung nao) ma né da hoan thanh khi may chu
duy tri thong tin nay. Piéu nay 1a co thé bdi vi tat ca cac tac vu doc lap véi nhau va
hé théng chiu trach nhiém cung cap dir liéu dau vao thich hop cho timg tac vu. [55]

- Pon vi tac tir di dong: Chtrc nang cua céc tac tor di dong la thuc hién céac
nhiém vu va xu ly cac tac vu tai cac nat cam bién va cudi cung la thu duoc két qua tu
cac nat cam bién. Trong mo hinh MapReduce ban dau, ching ta ¢ cac 16p mapper
va reducer dé hd tro tac vu xtr 1y dir lidu. Cac tac tir di dong co nhiéu loi thé so véi
cac tac tir trude. Cac tong dai vién di dong c6 thé chon mot hodc nhiéu nut theo két
qua va thyc hién di chuyén. Loai thyc hanh nay rat hitu ich trong mang khong 6n
dinh. Céc tac tir di dong khong theo cach tiép can tap trung va ho hoat dong theo cach
phi tap trung. Diéu ndy rat quan trong dé xir Iy dir liéu duoc luu trir trong cac niit cam
bién dé duy tri kha ning mé rong. Cac tac tir di dong c6 thé luu trit va truy xuat dir
liéu tir bd nhd heap clia cac nut senor. Do d6, cac nha phat trién dé& dang st dung dir
liéu ma khong can biét hé thong tép nhu Hadoop [51].

- Thuét toan xir ly dir liéu: Day la thuat todn dugc mod hinh hoa véi viée tang

cuong tac tir di dong cho qua trinh MapReduce nhu hinh 2.12 duéi day [62]:

Mapper Reducer
Mapper - | @ Reducer
Agent \O — Agent
stave ] @)

Data / ( ; ( )

processing
loT Sensor loT Sensor loT Sensor

nodel \ node2 node3

Sensed
data

Slave Agent
data processing

Hinh 2.12: Thudt toan két hop MapReduce va Mobile Agent

Mai gia két hop MapReduce va Téc tir di dong gitp t6i wu va giam tai dit liéu,
chi tiét tai Bang 2.4.
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Bdng 2.8: M gid thudt todn két hop MapReduce va Mobile Agent

Thudt todn: Xir Iy div liéu két hgp MapReduce va Mobile Agent

DPau vio: Mapper Agent, Slave Agent

DPau ra: dir liéu két qua tong hop

Bt ddu

Buwdoc 1: Nut chinh chira ca tac tw anh xq va tac tw phu, tac tw lgp ban do tao ban sao
cua cdc tdc tw phu.

Buéc 2: Cdc tac tir phy di chuyén tir mit chinh sang mot hodc nhiéu mit cam bién noi
dir liéu phai duwoc xu Iy.

Buoc 3: Cac Slave Agent tinh toan dir lieu dwoc thu thdp boi cdc nut cam bién.

Buéc 4: Sau khi tinh todn dir liéu hoan tdt, cdc tac tir phy di chuyén dén nit giam toc
noi két qua cudi cing phai dwoc tong hop.

Buéc 5: Céc Slave Agent sir dung giao tiép giita cdc tac tir dé giri két qua dén bo giam

téc. Két thic

2.11 Panh gia m6 phoéng dir licu MapRedue Tac tir di dong véi MapReduce
chuin

2.11.1 Moi truong thur nghiém

Méi truong thir nghiém MapReduce chuan va MapReduce két hop MA dugc
c4u hinh nhu sau:

- CPU: 1 CPU Intel Xeon 3963 v3

- RAM: 128 GB

- JVM: Java version 21.0.9

- OS: Window Server 2019

- Network LAN : 1 Gbps
2.11.2 Danh gia dir liéu mo phong

Thuc nghiém 1: MapReduce chuin
Muc tiéu
Thuc nghiém nay nham danh gia hiéu suat xir Iy cia MapReduce chuén khi

trién khai bang Java ExecutorService, do cac chi so0 d0 tre, bang thong va chi phi
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diéu phdi. Muc tiéu chinh 14 xac dinh mirc hiéu qua cia mé hinh xir Iy song song
truyén théng trong moi trudng tinh toan tap trung.

Cach cai dat

- Hé diéu hanh: Windows 10

- Ngon ngir 1ap trinh: Java 21.0.9

- Cau hinh: ExecutorService quan 1y cac ludng xir Iy song song

- Dir liéu dau vao: 1000 ban ghi

- Phuong phap do: str dung bd dém thoi gian hé thong dé do thoi gian thyc thi,
thoi gian xur Iy va tinh bang thong theo cong thirc:

Bing thong = Tong kich thude dir liéu / Tong thoi gian xir 1y

S6 liéu
Bang 2.9: Bang sé liéu thwe nghiém MapReduce chudn

Chi s Gia tri
Thoi gian thuc thi 87 ms
Thoi gian xir ly 80 ms
Do tré trung binh 87 ms
Bang thong 312.50 MB/s
Chi phi diéu phdi 8.0 ms
S6 lugng khoa (keys) xir Iy 193

Phan tich

Két qua cho thdy MapReduce chuan c6 hiéu ning cao va do tré rat thap. Thoi
gian thyc thi chi 87 ms, trong d6 phan xir Iy dir liéu chiém 80 ms, chiém 92% tong
thoi gian, con lai 8% la chi phi hé théng. Bang thong dat 312.50 MB/s, chimng t6
kha ning xtr Iy song song tot va dong bo hoa hiéu qua giita cac ludng. Chi phi diéu
phéi thap gitip mé hinh duy tri toc d cao va 6n dinh.

Két lugn

MapReduce chuan phit hop cho céc bai toan yéu cau tdc do xir 1y cao, do tré

thap va tinh 6n dinh trong méi truong don may hodc tinh toan tap trung. Tuy nhién,
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kha niang mé rong bi giéi han do thiéu co ché phan tan hodc phuc hdi khi 16i. Day 1a
nén tang tham chiéu tét dé so sanh voi mé hinh MapReduce két hop Téc tir di dong.
Thuc nghiém 2: MapReduce Dwa Trén Tac Tw Di Dong (Mobile Agent
MapReduce)

Muc tiéu

Muc ti€u cua thyc nghiém la danh gia hi¢u suét ciia mo6 hinh Mobile Agent
MapReduce khi trién khai bang JADE Framework 4.6.0 két hop IPMS 1.5. Céc tac
tu c6 kha nang di chuyén gilra cac nén tang dé thuc hién nhiém vu Map va Reduce,
gitip phan tan tai va ty didu phdi cong viéc. Thuc nghiém tap trung vao danh gia do
tré, bang thong va chi phi diéu phdi trong méi trudng phan tan.

Cach cai dat

- Hé diéu hanh: Windows 10

- Ngon ngir 1ap trinh: Java 21.0.9

- Framework: JADE 4.6.0 v6i IPMS 1.5 (Inter-Platform Mobility Service

- M6 hinh: Céc tac tir di chuyén giita cic nén tang ao dé xtr 1y di liéu cuc bo,
sau d6 giri két qua vé trung tam diéu phdi.

- Dir liéu dau vao: 1000 ban ghi

- Cong thtrc tinh toan twong ty mo hinh chuan: Bing thong = Tong kich

thudc dir liéu / Tong thoi gian xir 1y

S6 liéu

Bdng 2.10: Bang s6 liéu thwc nghiém MapReduce va Mobile Agent

Chi s Gia tri
Thoi gian thuc thi 5786 ms
Thoi gian xur ly 800 ms

Do tré trung binh 5786 ms
Bang thong 31.25 MB/s
Chi phi diéu phdi 4986 ms

S6 lugng khoa (keys) xir Iy 193

Phan tich
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MapReduce két hop Téc tir di dong c6 thoi gian thuc thi cao hon 67 1an so véi
MapReduce chuén, do chi phi khéi tao va di chuyén tac tir (overhead) 16n, chiém hon
86% tong thoi gian. Tuy nhién, thoi gian xir Iy thuc té chi 800 ms, cho thay tac tir van
hoat dong hiéu qua & cip do cuc bd. Bing thong giam con 31.25 MB/s, thip hon mo
hinh chuan khoang 10 1an, cha yéu do chi phi truyén va dong bd hoa giita cac nén
tang. DU toc d6 cham, mo hinh nay cé wu diém vé kha ning phuc hoi, tu cAn bang tai
va md rong linh hoat.

Két lugn

MapReduce két hop Tac tir di dong thich hop cho méi truong phan tan, da nén
tang hodc cac hé thong co yéu cau ty diéu phdi va chiu 16i cao. Nhuoc diém 16n 1a
chi phi khoi tao va di chuyén tac tr (do nén tang tac tir), nhung néu dugce ti wu, mo

hinh ¢6 thé dat hiéu ning tét trong cac tng dung Cloud hodc IoT.

So sdnh tong hop
Bang 2.11: Bdng so sanh tong hop MapReduce chudn va MapReduce két hop
Mobile Agent
Tiéu chi MapReduce MapReduce Tac | Nhan xét
chuin tir di dong

Thoi gian thuc thi 87 ms 5786 ms MapReduce chuan
nhanh hon 67 1an

Thoi gian xr 1y 80 ms 800 ms MapReduce chuan
nhanh hon 10 1an

Bang thong 312.50 MB/s 31.25 MB/s MapReduce chuan
cao hon 10 lan

Chi phi diéu phdi 8.0 ms 4986 ms MapReduce Tac
tu di dong cao hon
dang ké

Chi phi hé thong 7 ms (8%) 4986 ms (86.2%) | MapReduce Tac
to di dong cod
overhead 16n
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S6 lugng khoa xu 1y | 193 193 Tuong duong
2.11.3 Két ludn tong thé

MapReduce chuan vuot troi vé toc do va hiéu suit xur 1y, trong khi MapReduce
Tac tir di dong c6 loi thé vé kha ning mé rong va tinh linh hoat. & xuat sir dung mé
hinh lai két hop: MapReduce chuan cho tac vu tap trung va MapReduce Téc tir di
dong cho tac vu phan tan, nham tbi wu hiéu suét va kha nang mé rong h¢ théng.
2.12. Panh gia hi¢u ning khi ap dung mé hinh tac tir di dong trong quan ly
mang

2.12.1 Tinh chi phi quan ly mang

Luu luong quan 1y mang tic 1a cic yéu cau giri va thiét 1ap 1énh quan trj mang
(get_request & set_request) di qua mang hé thong c6 mét s6 chi phi lién quan dén no.
Chi phi nay c6 thé lién quan dén bang thong can thiét cho viéc quan 1y truyén dir liéu
hodc vé thoi gian phan hoi cia mang tuy thudc vao vi¢c st dung dir li¢u cua nguoi
dung [103 — 107].

Mbi mé hinh c6 chi phi khac nhau cho luu luong quan Iy mang. D6 1a mét trong
nhiing chu dé nghién ctru rang 1am thé nao nham giam thiéu chi phi quan 1y mang.
Chi phi quan 1y mang khong chi phu thudc vao kich thude dir 1iéu quan ly ma con
phu thudc vao hé sd chi phi cua lién két mang thong qua dit liéu quan 1y ndo duoc
truyén qua. Dé tinh toan chi phi cia moé hinh CNMMA st dung tac tr di dong dé
quan 1y mang, chi phi sau nhiing cAn nhéc tinh todn da duoc tinh dén.

2.12.2. Chi phi quéin ly mang cho moé hinh Client/Server (C/S) tap trung dua
trén SNMP

Péi véi mo hinh quan Iy mang dya trén mo hinh May khach/May chil, chi

phi cia n thiét bi mang thim do 1a:
n
Cc/s = Zi=0 Ko, * (Syéu cau T Shai dép) (2.1)

Trong do,

e Ko, : Hé s6 chi phi cua lién két tir trinh quan 1y (vi tri 0) dén thiét bi thu i.
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o Syeuciu: Kich thudce goi tin yéu cau SNMP.
o  Shiasp: Kich thudc goi tin phan hdi SNMP.
Dbi voi mdi Syeu ciutShai asp dai dién cho dit lidu chay qua lién két. Néu p 13 sd
lan tham do ndt mang dugc thyc hién trong mot khoang thoi gian, chang han nhu mot

gi0, sau do6 tinh chi phi quan Iy mang cho viéc d6 thi chi phi khoang thoi gian la:
n
Cc/s = (Zi=0 Ko * (Syéu cau T Shai dap )) *p (2.2)

2.12.3 Chi phi quan ly mang cho quan ly tac tur di dong

Pbi véi md hinh quan Iy mang dua trén Tac tir di dong [27, 103] chi phi mot
lan di chuyén tac tr qua mang gébm N+1 nat (véi NO dong vai tro 1a nat quan 1y
trung tdm) la:

Cuma = Ko,1*Sma + K1 2*(Sua+D) + K2 3% (Sua+2*D) + K3,4*(Sua+3*D)+...+ K-
LN* (Suat+ (N-1)*D) + Kno*(Suat+N*D)

N-1 .
Cma = (Zi=0 Ky * (Sya + 1% D)> + Ky * (Sua + N * D) (2.3)

Trong do:
o Kij: Hé s chi phi ctia lién két gitra niit i va j.
e Sma: Kich thudce cua tac tir di dong.
e D: Kich thudc thong tin thu thap cta Tac tir di dong tai mdi nut.
Néu p 14 s6 lan bo phiéu duoc thyc hién trong mot khoang thoi gian dé quan ly

mang thi chi phi quan 1y cho khoang thoi gian do la:

N-1 i

Nhu véy tir hai phuong trinh 2.1 va 2.2 ching ta di thdy rang chi phi quan ly
trong Client/Server M6 hinh quan 1y mang ty 1é thuan véi s6 luong yéu cau va phan
hdi duge thuc hién duoc quan 1y mdt thiét bi hodc sb 1an MIB cua mot thiét bi cu thé
dugc truy cap dé truy xuat thong tin cin quén 1y, trong khi theo phuong trinh 2.3 va
2.4 trong mo hinh dya trén MA thi d6 1a ty I¢ thuan véi quy mo tac tr MA cling nhu
luong thong tin dugc thu thap tur tac tir di dong.
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2.12.4 Chi phi quan ly mang cho mé6 hinh CNMMA
Tong chi phi:
Cenmma = Cenmmap + Connmar (2.5)
Trong do6:
e Ccnmmap: Chi phi kham pha mang va trién khai céc trinh quan 1y.
e Ccnmmap: Chi phi thim do dé kiém tra trang thai mang & cap cao nhat.

- Chi phi trién khai ban dau tir cdp qudn Iy cao nhat (dweoe coi la diém khéi dau

dé khdam phd mang):
Cra = Ti(ly) T Frj * Sua (2.6)
Trong do6:

e Sma: Kich thudc cua trinh quan ly tac tr di dong.

e L:S6 lugng trinh quan 1y chinh trong mang.

e M: S6 lugng trinh quan 1y con trong cac mién con cua trinh quan 1y chinh
tha h.

o Fuj: Tong hé s chi phi lién két tir trinh quan 1y chinh h dén trinh quan 1y

con j.
- Chi phi tham do:
Cota = Zi(pey) ZHo" Frj (MAyeu cauy + X7-1 Co 2.7
Trong do6:

o MAyeuciu: Kich thudce thong béo tir trinh quéan 1y con gui 1én trinh quan 1y chinh.
e Cq: Chi phi theo mé hinh phang cho mién thu Q.
Chi phi theo mé hinh phang cho mién thir Q
Co=MDA*(Ro+ 1)*Kq (2.8)
e MDA:;: Kich thudc cua Téc tur di dong
e Rq: S6 nut duge quan Iy trong mién Q.
o Kq: Hé s chi phi lién két ciia mién Q.
Néu tham do p lan trong mot khoang thoi gian:
Conmma=(Cenmmap + Conmmar)*p (2.9)

2.12.5 So sanh va danh gia gia chi phi mang
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- Thiét lap tham s6 dau vao dé tinh chi phi mang

D¢ tinh toadn chi phi quan ly mang can dinh nghia c4c tham s6 sau dé so sanh va

danh gia chi phi quan ly mang (tham khao tir cong thurc trén):

Bang 2.12: Bdng thiét Idp tham sé dau vdao dé tinh chi phi qudn Iy mang

Tham s Y nghia Gia tri lay mau Ghi chu
Gia s quan ly
trung tam la Node 3
Sd luong thiét bi va cd 5 nut trong
N 15 (nut) .
mang cung mién Ko; =1)
, ¢0 10 nut trong
cung mién Ko; =5)
Kich thude goi tin Lay gia tri gbi tin
Syéu ciu yéu cau cua 83 bytes qua wireshark
SNMP
Kich thude goi tin Lay gia tri gbi tin
Shéi dap . 84 bytes '
hoi dap cua SNMP qua wireshark
Lay kich thudc tac
Kich thudc Tac tir .
MDA ) 3.2 KB (= 4014 bytes) tu trong file bién
di dong .
dich
Kich thude cua
Sma trinh quan ly tac tr3.92 KB
di dong
Kich thudce thong
bao tur trinh quan
MAyéu céu . 583 byte
1y con gui 1én trinh
quan ly chinh
Dir li¢u thu thap tu
D . 50 bytes
moi nut (MA)
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Tham s6

Y nghia

Gia tri lay mau Ghi chu

Ko,i (C/S)

két (C/S)

Heé s chi phi lién

1 (cting mién), 5 (khac mién)

Kij(MA)

két (MA)

Heé s chi phi lién

1 (cting mién), 3 (khac mién)

p

trong 1 gio

S 1an tham do

10, 20, 30,40,50,60,70,80,90
100 (1an)

- Str dung cong cu phan tich goi tin wireshark dé 14y kich thudc cta yéu cau ciia goi

tin Syeu ciu VA Shéiasp nhu trong Hinh 2.13.

Time

1 ©.000000
. 2 9.000673
3 0.003623
4 9.009495
5 0.012212
6 ©.912966
7 ©.016247
8 0.022827
9 0.025662
10 ©.026500
11 ©.029169
12 ©.031899
13 ©.935280
14 ©.035941
15 ©.038665
16 ©.044576
17 ©.047268
18 ©.048322
19 ©.051193
20 0.957698
21 ©.060502

Source

172°31%
17722 i 10, 7/5)
172.31.19.54
172.31.19.73
172.31.19.54
172.31.19.73
172.31.19.54
1721931519573
172.31.19.54
172.31.19.73
172.31.19.54
172.31.19.73
172.31.19.54
172.31.19.73
172.31.19.54
172.31.19.73
172.31.19.54
172.31.19.73
172.31.19.54
172531.19.73]
172.31.19.54

31.
B
31.
31.
31.
31.
31,
315
Sl
31.
31.
31.
31,
315
31
31.
31.
31.
31.
310
B

Destination
172.
172.
172.
172.
7722
1772
172.
172.
172.
172.
72
7722
172.
172.
172.
172.
72
7722
172.
172.
172.

19.
19.
19.
19.
19.
19.
19.
19.
F198
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
1B

Protocol Length Info

SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP

Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
Ethernet II, Src: Dell_4a:33:d2 (00:12:3f:4a:33:d2), Dst: FUJIFILMBusi_1! 00 44 aa 19 00 00 80 11 11 d2 ac 1f 13 36 ac 1f
Internet Protocol Version 4, Src: 172.31.19.54, Dst: 172.31.19.73

User Datagram Protocol, Src Port: 15916, Dst Port: 161
Simple Network Management Protocol

82 get-request 1.3.6.1.2.1.1.2.0
100 get-response 1.3.6.1.2.1.1.2.0

96 get-request 1.3.6.1.2.1.1.5.0 1.3.6.1.2.1.1.6.0

115 get-response 1.3.6.1.2.1.1.5.0 1.3.6.1.2.1.1.6.0

84 get-request 1.3.6.1.2.1.2.2.1.6.1

90 get-response 1.3.6.1.2.1.2.2.1.6.1

140 get-request 1.3.6.1.4.1.253.8.64.4.2.1.7.10.14130104 1.3.6.1.4.1.2
165 get-response 1.3.6.1.4.1.253.8.64.4.2.1.7.10.14130104 1.3.6.1.4.1.]
86 get-request 1.3.6.1.2.1.43.14.1.1.6.1.5

87 get-response 1.3.6.1.2.1.43.14.1.1.6.1.5

92 get-request 1.3.6.1.4.1.253.8.64.4.2.1.5.10.14150900

93 get-response 1.3.6.1.4.1.253.8.64.4.2.1.5.10.14150900

82 get-request 1.3.6.1.2.1.1.2.0

100 get-response 1.3.6.1.2.1.1.2.0

96 get-request 1.3.6.1.2.1.1.5.0 1.3.6.1.2.1.1.6.0

115 get-response 1.3.6.1.2.1.1.5.9 1.3.6.1.2.1.1.6.0

84 get-request 1.3.6.1.2.1.2.2.1.6.1

90 get-response 1.3.6.1.2.1.2.2.1.6.1

140 get-request 1.3.6.1.4.1.253.8.64.4.2.1.7.10.14130104 1.3.6.1.4.1.2
165 get-response 1.3.6.1.4.1.253.8.64.4.2.1.7.10.14130104 1.3.6.1.4.1.=
86 get-request 1.3.6.1.2.1.43.14.1.1.6.1.5

08 80 37 15 e6 bc @0 12 3f 4a 33 d2 @8 00 45 00

13 49 3e 2c 00 al @0 30 ©c a5 30 26 02 o1 e o4

06 70 75 62 6c 69 63 a®@ 19 02 ©1 26 02 01 00 02
0040 ©1 00 30 Ge 30 Oc 06 @8 2b 66 01 82 01 O1 02 ee o fooocoo
0050 @5 ee o

Hinh 2.13: Quy trinh st dung mo6 hinh Tac tir di dong CNMMA trong quan 1y hé

thong mang trén Cloud

- Dya trén cac tham s6 du vao, Bang 2.6 tinh toan chi phi mang cho cac mé hinh

mang.

Bang 2.13: Bdng thiét Idp tham sé dau vao dé tinh chi phi mang

S6 1an tham do (p)

Chii khach (KB)

Téac tir di dong (KB)

110.22 73.55

10

1102.21 735.55
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S6 1an tham do (p) Chii khach (KB) Tac tir di dong (KB)
20 2204.41 1471.11
30 3263.55 1570.62
40 4322.7 1670.12
50 5381.84 1769.63
60 6458.21 2103.96
70 7534.57 2438.28
80 8610.94 2772.61
90 9687.3 3106.93
100 10763.67 3441.26

Thuc nghiém 1: M6 hinh Chii — Khach (Client — Server / SNMP)

Muc tiéu

Xéc dinh chi phi quan Iy mang theo m6 hinh Chu khéch, trong doé trinh quan
ly trung tAm guri yéu cau va nhan phan hoi tir cic nat mang. Muc tiéu 1a tinh toan chi
phi truyén thong mang (communication cost) khi s6 lan tham do tang, dé danh gia
tinh hiéu qua va kha nang mo rong cia mo hinh nay.

Cach cai dat

- Mo6i truong mo phong: 15 nat mang, Node 3 lam trung tdm quan ly. C6 5
nut cung mién (Ko, = 1) va 10 nat khiac mién (Ko,i = 5).

- Cong cu sir dung: Wireshark dé do kich thudc géi tin SNMP Request va

Response.
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S6 liéu
Ap dung cong thirc tinh chi phi mé hinh Chu khach:
e Tong hé sb chi phi K:
ZKM=5 +1410 * 5=55
e Chi phi mot 1an tham do 1 14n: (83 + 84) * 55 = 45925 byte

e Vi s6 lan tham do p: CC/S = 45925 x p byte.

Coss = K3,i *(83+84) *5
=835*(K3,1+K3,2+K3,3+K3,4+K3,5+K3,6+K3,7+K3,8+K3,9+K3,10+K3.1
1+K3,12+K3,13+K3,14+K3,15+K3,16+K3,17+K3,18)
=835(1+1+0+5+6+6+6+6+5+10+11+11+11+11+10+10+ 11+11)

=835*132

=110220 byte

Chi phi theo s 1an tham do p:
Bdng 2.14: Bang chi phi mang véi s6 lan tham do p véi mé hinh Chii khach

p (lan) Chi phi (KB)

1 110.22
10 1102.21
20 2204.41
30 3263.55
40 4322.70
50 5381.84
60 6458.21
70 7534.57
80 8610.94
90 9687.30
100 10763.67

Phan tich

60



Chi phi tang tuyén tinh theo sé 1an tham do p. Mdi yéu cau — phan héi SNMP
sinh ra nhiéu g6i tin, dan dén overhead cao, dic biét khi sd nat hodc tan suit truy van
16n. M6 hinh nay phu thudc manh vao mang trung tdm, lam gidam kha nang mé rong
trong hé théng 16n hoac phan tan.

Két lugn

Mo hinh Chii khach don gian, dé trién khai va thich hgp cho hé théng quy mo
nho hoic trung binh. Tuy nhién, chi phi truyén thong ting nhanh khi sé 1an tham do
tang, dan dén hiéu suit kém trong moi truong cé nhiéu nit hodc yéu ciu giam sat
thuong xuyén.

Thuyc nghi¢m 2: Mé hinh Tac tir di dpng (CNMMA)

Muc tiéu

Danh gia chi phi quan ly mang khi st dung tac tir di dong céc tac tir co kha
ning di chuyén giita cic ntit mang dé thu thap dit liéu cuc bd, giam sb luong gdi tin
truyén qua mang. Muc tiéu 1 xac dinh mirc tiét kiém chi phi khi 4p dung CNMMA
so v&i mo hinh Chu khach.

Cach cai dat

- Mo6i truong mo phong: 15 nut mang, Node 3 1a trung tam.

- Cong nghé: Nén tang tac tir di dong chay trén Java 21.

- Cac thong s6 dau vao:

Bdng 2.15: Bdng thiét Idp tham sé dau vao véi mé hinh Téc tir di dong CNMMA

Tham s Y nghia Gia tri

MDA Kich thudce tac tir di 3.2 KB (=4014 bytes)
dong

SMa Kich thudce trinh quan 1y | 3.92 KB

tac tir di dong

Ma¥8u cau Kich thudc thong bao tr | 583 bytes

trinh quan 1y con

D Dit liéu thu thap mdi ntit | 50 bytes
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Ki,j (MA) Heé s6 chi phi lienkét (1: | 1/3

cung mién, 3: khac mién)

p S6 lan tham do 10 — 100

So liéu
Chi phi dugc chia thanh hai phan: Tinh todn theo Céng thite cho M6 hinh
Tac tw di dong (CNMMA):
e Chi phi kham pha mang va trién khai c4c trinh quan 1y
Cenmmap = 3.92%1024*(F1,1.2+F1,1.1+F1.2,1.2.1+F1.2,1.2.2+F1.1,1.1.1)
=4014.08*(5+5+5+5+5)
~100352 byte
e Chi phi kham pha mang va trién khai c4c trinh quan 1y

Cenmmar = (583)*(F1,1.2+F1,1.1+F1.2,1.2.1+F1.2,1.2.2+F1.1,1.1.1) +
6%3.2%1024*3

= 583*25+6%3276.8%3 = 14575+58980 =73555 byte
e V6i sb lan tham do p:
CIMASNM = CIMASNMP * 20 = 73555 * 20 =1471100 byte

Bdng 2.16: Bdng chi phi mang véi sé lan tham do p véi mé hinh CNMMA

p (Ian) Chi phi (KB)
1 73.55
10 735.55
20 1471.11
30 1570.62
40 1670.12
50 1769.63
60 2103.96
70 2438.28
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80 2772.61
90 3106.93
100 3441.26

Phdn tich

Chi phi cia md hinh CNMMA ting chdm hon dang ké so véi mo hinh Chu
khach. Viéc tac tir di chuyén toi noi xtr 1y dir liéu gitp giam s6 lwong goi tin truyén,
giam bang thong tiéu thy va do tré mang, ddng thoi ting kha nang chiu 16i. M6 hinh
nay phu hop véi cac hé théng phan tan hodc cloud.
Giai thich tinh toan:

Duya vao Bang 2.16 trén biéu dién biéu dd so sanh chi quan 1y mang cho M

hinh Chu Khach va Tac tr di dong nhu Hinh 2.14.

So séanh m6 hinh quan ly mang Chu khéch va téc tir di ddng CNMMA

—e— M0 hinh Chu khach (C/S)
—m- M0 hinh tac tlr di ddng CNMMA

10000 A1

8000 +
o
X
>

= 6000 +
0
3
(=2
=
[=%

6 4000 A

_____ 8|
2000 1
0 -
6 2'0 4‘0 6’0 8’0 160
S6 lan tham do
Hinh 2.14: Bi€u d6 so sanh chi phi
Két lugn

Mo hinh Téc tir di dong (CNMMA) gitp giam 30—-40% chi phi truyén thong
so voi mé hinh Chu khach. Khi s6 1an thim do ting, murc tiét kiém cang rd rét,
ching minh kha nang mé rong va linh hoat cao. CNMMA 14 giai phap t6i wu cho

mang l6n, phan tdn va dam may.
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Bdng 2.17: Bdng so sanh tong hop M6 hinh Chii Khéch va mé hinh Tac tir di dong

CNMMA
Tiéu chi Mo hinh Chiu khach Mo hinh Téc tir di dong
(CNMMA)
Chi phi 1 1an tham do 110.22 KB 73.55 KB
Tang chi phi theo p Tuyén tinh, nhanh Tuyén tinh, chim
Hiéu qua truyén thong Thap (nhiéu goi tin) Cao (xu 1y cuc b))
M6 rong mang Han ché Tot
Ung dung phu hop Hé thong nhd, it nit Phan tan, Cloud, loT

2.13 Ung dung mé hinh Tic tir di dng CNMMA trong quén ly h¢ thong mang
trén dam may
2.13.1 Xay dwng quy trinh trién khai vmg dung mé hinh Téc tir di dong CNMMA
trén dam may

Tac tir di dong 12 mot phan mém co kha nang di chuyén ty dong giita cac may
chu hodc nat mang dé thuc hién cac nhiém vu cu thé. Do vay, dé quan ly hé théng
mang trén DPién todn ddm may (Cloud), m6 hinh Tac t&r di dong CNMMA ciing c6
thé dugc sir dung dé giam sat, thu thap dit liéu, phan tich va quan 1y tai nguyén mot
cach linh hoat va hiéu qua.

Dudi day 1a quy trinh sit dung m6 hinh Tac tor di dong CNMMA trong quén ly

hé théng mang trén Cloud:
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Budc 1 tiéu va yéu

cau

Buwdc 2 Thiét ké Tac ti di
dong
A4
Buwoc 3 Trién khai Tac ti |
di dong trén Cloud |
Y
Burc 4 Di chuyén va thuc
thi nhiém vu

Budc 5
X Iy va bao cao
Buwdc 6 Quin Iy va toi wu hoa >———
Khoi dogg
lai/chuyen
huong/
md& rong
tai nguyén
Buwéc 7 Ket thuc va

thu hoi

Hinh 2.15: Quy trinh str dung md hinh Téc tir di §ong CNMMA trong quan ly hé¢

thong mang trén Cloud

Trong d6, ludng thuc hién quy trinh duwgc mé ta cu thé nhu sau:
Buiéc 1. Xdc dinh muc tiéu va yéu ciu
- Muc tiéu: Xac dinh muc dich stir dung Tac tur di dong, chéng han nhu giam sat

hiéu suat mang, thu thap dir liéu, phat hién 15i, hodc toi uru hoa tai nguyén.
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- Yéu cau: Xac dinh cac yéu cau cu thé nhu thoi gian phan hoi, dd tin cay, bao
mat va kha nang mé rong.

Buéc 2. Thiét ké Tac tir di djpng

- Chire nang: Thiét ké cac chirc ning cta Tac tir di dong, bao gdm:

- Thu thap dir li€u tir cac nit mang.

- Phan tich dit liéu dé phat hién su ¢ hodc t6i wu hoa.

-Di chuyén gilta cac may chu hodc nit mang dé thuc hién nhiém vuy.

- Giao thirc: Xé4c dinh giao thic truyén thong va co ché di chuyén cta Tac tir di
dong (vi du: st dung TCP/IP hoac cac giao thuc dac biét).

- Béao mat: Thiét ké co ché bao mat dé dam bao Tac tir di dong khong bi can
thiép hodc tan cong trong qua trinh di chuyén.

Buéc 3. Trién khai Tdc tir di dpng trén Cloud

- Tao Agent: Tao cac Tac tir di dong vdi cac chic nang cu thé va trién khai
chung trén cac may chu hodc niat mang trong Cloud.

- CAu hinh: Cau hinh cac thong sé nhu dija chi IP, cong két ndi, va quyén truy
cap cho Téc tir di dong.

- Khéi chay: Khéi chay Tac tir di dong tir mot may chu trung tdm hodc tir mdt
nat mang cu thé.

Buéc 4. Di chuyén va thiee thi nhigm vu

- Di chuyén: Téc tir di dong tu dong di chuyén giita cac niit mang hodc may chi
trong Cloud dé thu thap dir liéu hodc thuc hién cac nhiém vu duogc giao.

- Thu thap dir liéu: Tai mdi nit, Tac tir di dong thu thap dir liéu nhu thong tin
hiéu suét, trang thai tai nguyén, hodc cac sy cd mang.

- Phan tich dit liéu: Téc tir di dong c6 thé phan tich dit liéu tai chd hodc gui dir
liéu vé may chu trung tam dé xir 1y.

Buwdéce 5. Xur ly va bdo cdo

- Xir ly dir lidu: Dir lidu thu thap duoc xir Iy dé phat hién sy ¢, toi wu hoa tai
nguyén, hodc dua ra canh béo.

- Bo c4o: Téc tir di dong guri bao cdo vé may chu quéan 1y trung tim hozc hién

thi két qua truc tiép trén giao dién quan 1y.
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Buéc 6. Quan Iy va téi wu héa

- Quan Iy tai nguyén: Dya trén dit liéu thu thap, hé thong co thé diéu chinh phan
bb tai nguyén (vi du: CPU, b nhé, bang thong) dé tdi wu hoa hiéu suat.

- Phat hién sy ¢d: Tac tir di dong co thé phat hién su cd mang hodc 16i phﬁn
cung va thong bao cho quan tri vién.

- Ty dong hoa: Tac tur di dong cod thé tu dong thyuc hién cac hanh dong nhu khaéi
dong lai dich vy, chuyén hudéng luu lugng, hodc mo rong tai nguyén.

Buréc 7. Két thiic va thu héi

- Két thuc nhiém vu: Khi hoan thanh nhiém vy, Tac tir di dong s¢€ két thuc hoat
dong va tra vé két qua cudi cung.

- Thu hdi Agent: Tac tir di dong c6 thé tu dong thu hdi hodc bi hity bo néu khong
can thiét.
2.13.2 Loi ich cua viéc ung dung mo hinh Tac tu di dong CNMMA trong quan ly
mang trén Cloud

Loi ich ctia tng dung md hinh Téc tr di dong CNMMA trong quan ly mang trén
Cloud nhu sau:

1. Tinh linh hoat: Tac tir di dong c6 thé di chuyén giita cac niit mang dé thuc
hién nhiém vy ma khong can sy can thiép thu cong.

2. Giam tdi mang: Tac t di dong xu 1y dir liéu tai chd, giam luong dit liéu can
truyén tai qua mang.

3. Tw dong hoa: Téc tr di dong giup tu dong hoda cac quy trinh quan Iy mang,
giam thiéu su can thiép cta con nguoi.

4. Kha nang mo réng: Tac tir di dong co thé dé& dang mé rong dé quan 1y cac hé
thong mang 16n va phirc tap.
2.13.3 Ung dung mé hinh tac tir di dong CNMMA trong quan Iy hé théng mang trén
Cloud

1. Gidm sdt hi¢u sudt h¢ thong

- Thu thap dit liéu: Tac tir di dong di chuyén giita cac may chu do (VM) hoic
container dé thu thap thong tin vé hiéu suat nhu:

- St dung CPU, bd nho, va luu tri.
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- Bing thong mang va d¢ tré.
- Trang thai cac dich vu dang chay.
- Phén tich dit liéu: Téc tir di dong phan tich dit liéu tai chd hodc glri vé may
chu trung tdm dé dua ra canh bao hodc dé xuat téi uu hoa.
2. Phat hi¢n va xir Iy sw cé
- Phét hién su cb: Tac tir di dong co thé phat hién céac su ¢ nhu:
- Qua tai tai nguyén (CPU, bo nhd, bang thong).
- L4i dich vu hoic ung dung.
- Su ¢b két ndi mang.
- Ty d@ong xur ly: Téc tu di dong cod thé tu dong thuc hién cac hanh dong nhu:
+ Khoi dong lai dich vu.
+ Chuyén huéng luu lugng.
+ Mo rong hodc thu hep tai nguyén (scaling).
3. Qudn ly tai nguyén dong
- T6i wu hoa tai nguyén: Tac tir di dong phén tich viéc st dung tai nguyén va dé
xuat diéu chinh:
- Tang hodc giam s6 lugng may chi do (VM) dua trén nhu cau.
- Phan b6 lai bang thong hoic luu trit.
- Tu dong scaling: Tac tir di dong co thé kich hoat ti dong scaling (horizontal
hoic vertical) dé dap tmg nhu cau tai.
4. Bdo mdt va phdt hi¢n xam nhdp
- Giam sat an ninh: Tac t di dong thu thap dit li€u lién quan dén an ninh mang,
chang han:
- Log hé thong va mg dung.
- Luu luong mang dang ngo.
- Truy cép trai phép.
- Phét hién xam nhap: Téc tir di dong phan tich dit liéu dé phat hién cac hoat
dong dang ngd nhu:
- Tan céng DDoS.

- Quét cong (port scanning).
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- Phat tan ma doc.

- Phan ung ty dong: Téc tir di dong co thé tu dong chan dia chi IP dang ngo
hoic déng cong dich vu bi tin cong.

5. Qudn Iy cdu hinh va cdp nhat

- Cap nhat cdu hinh: Tac tir di dong di chuyén giita cic may chu do dé cap nhat
c4u hinh hé théng hoic tng dung.

- Trién khai phan mém: Téc tir di dong co thé duoc sir dung dé trién khai phan
mém hodc ban cap nhat trén nhiéu may chu 40 mot cach ty dong.

6. Thu thdp va phan tich dii liéu lon (Big Data)

- Thu thap dit liéu phéan tan: Tac tir di dong di chuyén giita cac nut trong hé
thong Cloud dé thu thap dir liéu tir nhiéu ngudn khac nhau.

- Phan tich tai chd: Téc tir di dong c6 thé phan tich dit liéu tai chd dé giam tai
cho mang va ting toc do xu 1y.

7. Hé tro quan ly da dam may (Multi-Cloud)

- Di chuyén giita cac Cloud: Tac tir di dong co thé di chuyén giita cic nén tang
Cloud khac nhau (vi du: AWS, Azure, Google Cloud) dé quan 1y tai nguyén va dich
vu.

- Pong bo hoa dir lidu: Tac tir di dong gitip ddng bd hoa dit liéu va cu hinh gitra
cac hé théng Cloud khac nhau.

2.13.4 Loi ich cua viéc su dung Tac tu di dong trong quan ly mang Cloud

- Tinh linh hoat: Téc tir di dong c6 thé di chuyén giita cdc may chil 4o hoic
container dé thuc hién nhiém vu mot cach linh hoat.

- Giam tai mang: Tac tir di dong x1r 1y dir lidu tai chd, giam luong dir liéu can
truyén tai qua mang.

- Tu dong hoa: Tac tu di dong gitp tu dong hda cac quy trinh quan 1y mang,
giam thiéu su can thiép cta con nguoi.

- Kha ning mé rong: Tac tir di dong c6 thé d& dang mo rong dé quan 1y cac hé

thong Cloud 16n va phtc tap.
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2.14. Két luan chuong 2
Noi dung chuong gi6i thiéu vé cong nghé Tac tir di dong, kién triic nén tang tac
tir di dong va tmg dung Téc tir di dong vao trong thyc té va dé xuat mé hinh quan 1y

mang CNMMA va quy trinh ung .

Mo hinh quéan Iy mang dién todn ddm may la M6 hinh CNMMA gitp quan ly
hiéu qua lvu lwong dam may véi két qua chinh xac hon va cung cip bao mat cho viéc

quan 1y mang.

Noi dung cua chuong duoc tong hop va 1 két qua cia cong trinh da duoc cong
b tai [CT1], [CT4] va [CT5]. Cac cong trinh nghién ctru dem lai hiéu qua va dong
g6p khoa hoc chinh nhu sau:

Thir nhét, nghién ctru va dua ra bo didu hop cho phép két hop ca 2 giao thirc
SNMP va CMIP ciing nhu dua bo két ndi nay vio 2 giao thirc ndy vao ung dung trong
nén tang tac tir di dong.

Thtr hai, xdy dung mo hinh quan ly mang cho mang cuc bd va ddm may su dung
nén tang tac tr di dong 1a M6 hinh CNMMA gitip quéan 1y hiéu qué luu luong dam

may voi tiét kiém chi phi, bang thong mang.
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CHUONG 3 NANG CAO AN TOAN BAO MAT CHO
TAC TU DI PONG

Dé giai quyét vin dé thir hai ctia bai toan quan 1y mang cuc bo va dam may, tap
trung vao viéc dé xuat cac cai tién k¥ thuat cho nén tang tac tir di dong va xay dung
mo hinh phét hién xAm nhap nham nang cao tinh an toan va bao mat cho hé thong
mang cuc bd va ddm may. Cac cai tién ky thuat cho nén tang tac tu di dong bao g@)m
t6i wru hoa quy trinh thyc thi, ning cao kha ning tuong tac giira cac téc tir, va cai thién
céc co ché bao mat nhu ma héa dir liu, xac thuc danh tinh va quan Iy quyén truy cap.
Nhiing cai tién nay giup dam bao tinh 6n dinh va an toan cia hé thong tac tir trong
moi trudong mang phuec tap.

Pong thoi, viéc xay dung mé hinh phat hién xam nhdp dugc dé xut tich hop
trén dam may két hop cac k¥ thuat giam sat, phan tich hanh vi mang va phan tng tu
dong dé phat hién va ngan chin cac mdi de doa bao mat. Mo hinh nay khong chi giup
bao vé hé théng mang khoi cac cudc tin cong ma con ting cudng kha ning phan tng
nhanh chong va chinh xéc trudc cac su c6 béao mat.

Nén tang tac tir linh hoat va mém déo, tuan thi theo chuan FIPA, nhung do phirc
tap vé co ché cling nhu tinh di dong nén van dé nang cao an toan bao mat cho hé
thong tac tir di dong 13 mot van dé quan trong va can phai dugc nang cao va cai tién
dé ting dung duoc vao trong thyc tién.

3.1 Nguy co’ bdo méat trén cong nghé tac tir di dong

Khoéng thé pht nhan lgi ich va tinh thich nghi, tinh di dong, hoat dong mém déo
ctiia cong nghé tac tir di dong. Tuy nhién, sy ning dong cua tac tir di dong dan t6i su
phirc tap trong thiét ké va gay ra mot s6 nguy co vé bao mat. Mdi de doa vé an toan
bao mat c6 thé dugc phan ra thanh 4 hang muc co ban sau [24]:

1. Tac tir toi nén tang (Agent to Platform): Hang muc nay lién quan dén moi

de doa cta tac tir téi mot nén tang cu thé.

2. Nén tang tdi tac tir (Platform to Agent): Hang muc nay lién quan dén mbi

de doa nén tang toi tac tir

3. Thac tir tGi tac tir (Agent to Agent): Hang muc nay lién quan dén méi de

doa gitra céac tac tr véi nhau
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4. Nén tang toi nén tang (Platform to Platform): Hang muc niy lién quan
dén méi de doa giira cac nén tang chira cac tac tir
3.2 Hinh thitc tin cong tac tir di dong

Sw gida mao (Masquerading)

T4n cong gia mao xay ra khi mot ngudi dung bat hop phap gia dang nguoi dung
hop phap voi muc dich ldy cap quyén ciia ngudi dung hop phap dé thuc hién cac hoat
dong khong dugc phép. Kiéu tin cong ndy xuat hién ca 4 hang muc méi de doa [26].

Trong hang muc tir nén tang voi nén tang va nén tang toi tac ti, cac tac tir khong
duoc xéac thuc co thé cuop nhan dang cua mdt tac tir khac va do do, léy duoc quyén
truy cap vao dich vu va tai nguyén ma né khong dugc cp. Ciing twong tir, mot nén
tang tac tir co thé gia mao mot nén tang khac va don 1ay cac tac tir di dong thay vi
mot dich t6i hop 18. Diéu nay cho phép mot nén tang gia co thé trich xuat thong tin
nhay cam tir cac tir khi vao trong nén tang [24].

Céc tac tir 6 the két ndi voi nhau va do d6 céc tac tir doc hai c6 thé lira déi cac
tac tir khac va trich xuét thong tin nhay cam ma né lay duoc. Véi cach tuong tu véi
mot nén ting, mot nén tang gia mao ciing c6 thé lira doi mot tac nén tang khac va yéu
cau trao ddi thong tin giita cac tic tir va yéu cau cic tac tir ciia nén tang chuyén sang
nén tang gia mao [24].

Truy cap trai phép (Unauthorized Access)

Kiéu tin cong nay thuong dugc ap dung cho hang muc tac tir tdi tac tir va tac tr
t6i nén tang, va nén tang tdi tac tr. Bang viéc tan cong tac tr di dong dé 1ay quyén
truy cap toi mot nén tang hop 18 va gay hiu qua tdi cac tac tir hop 1¢ khac. Bén canh
do, mot tac tor di dong co thé gay gian doan truc tiép tdi tac tir khac béng viéc triéu
goi cac Phuong thirc cong khai. Tham chi, nd ¢ thé truy cap, thay dbi dit liéu hay ca
mi ngudn cla tac tir. Sy thay d6i d6 gy ra hau qua 14 1am thay ddi cac hanh vi cta
tac tu hop 1€ (bién mot tac tur tin cay thanh mdt tac tor ddc hai) [24].

Tén céong tiv choi dich vu (Denial of Service)

Thong thuong, khéi niém tan cong tur chéi dich vu duge sir dung cho cac tan
cong lam can kiét ngudn tai nguyén giy ra hau qua 1a cac thyuc thé khac khong thé

thuc hién duoc yéu cau. Khai niém nay ciing van hién hitu trén nén tang tac tir. Tuy
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nhién, trong hé théng nén tang tac tu, dinh nghia nay dugc mé rong dé ngan chan mat
tac tur tiép tuc di chuyén dén mot nén tang khac hodc tham chi xoa bo mot tac tu.
Kiéu tin cong ndy dugc ap dung cho nén tang tGi tic tir, tic tir t6i tac tir, va tac tir toi
nén tang[24].

Chéng chéi bé (Repudiation)

Kiéu tin cong chdi bé am chi su tir chdi trach nhiém trong viéc tham gia vao
cac két nbi va giao dich. Sy chdi bo c6 thé dan dén tranh chip nghiém trong va khong
dé giai quyét néu cac bién phap phong chong khong dugc ap dung [24].

Sw thay thé (Alternation)

Hang muc mbi de doa tir nén tang t6i tac tir 1a muyc tiéu cua kiéu tin cong nay.
Kiéu tdn cong nay am chi sy thay thé ciia ma doc vao trong ma ngudn hodc dir lidu
cua cac tac tir ma khong bi phat hién.

Su phat hién thay thé ciia ma doc khong don gian va hién nay ciing chua c6 giai
phap chung cho van dé nay boi mdi nén tang cling can phai c6 quyén truy cap téi mot
phan ma ngudn, dir liéu cta tac tr va hau qua 1a ¢ thé thay do6i ching [24].

Nghe lén (Eavesdropping)

Pay 1a mot hinh thic tin céng bi dong cho phép chin va theo ddi cac kénh
truyén thong bi mat giita cac tac tir. Poi voi cac tir di dong, nghe 1én cang dé dang
hon béi nén tang co thé theo ddi moi chi thi 1énh ma tac tir thue thi. Hinh thic nay
can phén tich rit manh vé hanh vi cta tac tir [24]

Céc hinh thtrc tin cong nay xép vao cac hang muc theo bang 3.1 nhu sau:

Bdng 3.1: Cdc hinh thirc tan cong theo moi de doa [24]

Hang muc moi de doa

Hinh thitc tin cong 1 2 3 4
Gida mgo (Masquerading) Co Co Co Co
Truy cdp trai phép

Co Co Co Khong
(Unauthorized Access)
Tir chéi dich vu

Co Co Khong Khong
(Denial of Service)
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Chdi bé (Repudiation) Cé Cé Khong Khong

Sw thay thé (Alternation) Khéng Co Co Khéng

Nghe lén (Eavesdropping) | Khong Co Khong Khong

Phuong thirc bio mit co ban cho nén tang tac tir

Phuong thitc bdo mat co ban cho hé théng tac tir di dong can yéu cau cic tinh
cht sau: tinh x4c thuc, tinh bao mat, tinh sin sang, trach nhi¢m va tinh chéng chdi
bo.

Xdc thwe va phén quyén truy cdp

Xéc thuc 12 tién trinh kiém tra vé dinh danh ctia mot thuc thé. Trong h¢ théng
tac tir di dong, tién trinh xac thuc can doi hoi ca tac tir va nén tang can phai duoc xac
thyc bdi moi truong thyc thi c6 hiéu biét vé tac tir. Phan quyén truy cap 1a tién trinh
quyét dinh gan quyén hodc khong cho mot thuc thé di duoc xac thuc. Dé dat duoc
tinh chét vé bao mat, chit ki sb hodc bao vé béng mat khau co thé duge st dung két
hop [26].

Tinh bdo mdt, Tinh riéng tw va tinh an danh

Tinh bio mat 4m chi t&i trang thai an cc thong tin nhay cam d6i véi cac doi
tuong khong dugc xac thuc. Su tiét 16 cac thong tin nay c6 thé lam giam muc do riéng
tir boi dit liéu ndy c6 thé chtra cac thong tin riéng tu lién quan tdi tac tir. Boc 10 cac
hanh vi cua tac tr di dong c6 thé giam muc d6 riéng tu dbi voi mot sé mo rong. Sy
quan tim téi tinh riéng tu cé thé duge dap img qua ki thuat dam bao tinh riéng nhu
thiét 1ap cip d6 an danh ddi véi cac d6i tuong. Ma hoa dit liéu ciing 1a 13 mot trong
nhitng Phuong thirc tt trong viéc an cac dir liéu nhay cam d6i voi cac ddi tuong
khoéng duoc xéac thyc tuy nhién vé mat hiéu cta hé thong c6 thé sé bi suy giam [24].

Trach nhiém va chong chéi bd

Nhirng van dé lién quan t6i sy chdi bo s& tang 1én khi mot d6i twong pha dinh
rang c¢6 tham gia trong mot hoat dong hozc két ndi nao do6 trong khi d6 thuc su da
tham gia. Dé giai quyét van dé trén, sy quan trong cua truyén thong va cac hoat dong
lién quan dén bao mat can phai dugc ghi lai dé kiém tra va lan vét nham muyc dich

chong chodi bo trach nhiém. Céc dir liéu nhat ki nay can phai dugc bao vé doi véi
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nhirng d6i tuong khong duoc phép dé duy tri tinh riéng tu va cip d6 bao mat cho hé
thong

Tinh sin sang

Mbt nén tang tac ti di dong can dam bao chic chin su sin sang cua dir liéu va
dich vu dugc cung cip bdi cac tac tir di dong. Piéu nay am chi nén tang can phai cung
cap kha nang diéu khién dong thoi, truy cap dong thoi, quan 1y deadlock va phan
quyén truy cap theo yéu cau. Cac nén ting can phai c6 thé kha nang phat hién va phuc
hoi cac phan mém khi bi treo nhu phan ctng bi 16i. Dong thoi, né ciing can phai xir
Iy tot dbi véi cac tinh hudng tan cong tir chdi dich vu DoS [24].

3.3 Cach phong chdng nguy co de doa bio mat

Mot sb co ché va ky thuat dua ra dé phat hién va ngan chan tan cong trén hé
thdng tac tr di dong. Nhitng co ché nay duoc st dung dé dam bao cac nén tang nay
s& tuan theo cac chinh sach dé phuc vu céc tac tir di dong.

Ky thudt phat hién xdm nhdp

K§ thuat phat hién xam nhap dugc sir dung dé phat hién ra khi mot tac tir c6 sy
thay doi hodc khong. N6 bao gém gia mao ma nguén, trang thai, luéng thuc thi. Co
nhiéu ky thuat khac nhau lién h¢ téi viée chung co thé tu dong hoac khong ty dong,
thuc thi cong viéc trong qua trinh 1am vi¢c hoac huy, phat hién mot phﬁn hodac toan
bd su thay doi.

Co ché phat hién xam nhap cling rat phong pht dua trén pham vi vi¢c phat hién,
mot s6 k¥ thuat sir dung khoang kiém tra dé phat hién thao tac thay d6i ma ngudn bat
hop phap theo nhu céc gia tri cua bién hodc rang budc vé mat thoi gian. Su lan vét
cac thyc thi va ma hod cho phép chiing c6 thé phat hién tin cong vao ma ngudn, trang
thai, ludng thyc thi trén cac thanh phan cua tac tir. Him bam (hash) ciing duoc dé cir
nhu 12 mot giai phap dé bao vé tinh toan ven vé thong tin cia cac phan mém tac
t[26].

Ky thudt ngan chan

Nhiing co ché ngin chin thudng duogc str dung dé 1am ting 1én cac cap do bao
mat cta tac tir di dong chdng lai cac cudc tin cong gia mao. Cac ky thuat nay duoc

sir dung dé dam bao murc do kho trong viéc truy trai phép hodc thay d6i ma ngudn.
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K¥ thuat ngin chin ciing rat phong phu tuy thudc vao muc dich ngin chian: Ngin
chan toan bd tac tir hoac thanh phﬁn cua no, ngan chan tan cong vinh vién hodc tam
thoi, sit dung chirc nang tin cay hodc gia dinh su khong tin cay [24].

Mot s6 ky thuat khac phu thudc vao méi truong tin cdy dugc trang bi phan cimg
chbng giam mao ddi véi mdi nén tang. Tuy nhién, su md rong phan cting chong gia
mao d6i véi mdi nén tang lam giGi han kha nang cia tac tir di dong d6i voi cac tinh
ning cta tac tir. St dung cac chic ning ma hoa dé ngan chin gia mao. Xu huéng ma
hoa dbi v&i ca ma ngudn va dir liéu thong tin trang thai cta tac tir bang cach sir dung
dién toan truc tiép ma hoa trén dit liéu ma khong can giai ma [24].

Vi¢c st dung ma hoa déng nhat 14 mot cua dir liéu s& duoc thue thi trén may
chtra tac tir ma khong can giai ma. Y tuong chinh cua giai phap nay 1 st dung may
chu trung tim chiu trach nhiém ma ho4 va giai ma. Hay thiét ké bo giao thirc bao mat
cho nén tang tac tor dé truyén thong tin va dir li¢u, thuc hién chirc ndng mot cach an
toan va bao mat trong moi truong khong an toan va tin cay.

3.4 Bdo v¢ tinh toan ven trong cong nghé tac tir di dong
3.4.1 Dinh nghia va ki hiéu

Tinh toan ven ctia mot tic tir khong chi 13 ma ngudn ma con 1a trang thai thuc
hién khong bi thay ddi boi cac doi tuong khong dugc xac thuc hodc sy thay ddi can
phai duoc phat hién (boi nguoi sé hitu, may chii host hodic nén tang tac tir twong tac
voi tac tr).

Su xac thyc thay doi khi mot tac tir di tri tr mot may chu host nay sang mot
may khac. Mot s6 dinh nghia dugc hiéu theo m6 hinh ki hiéu nhu sau:

Dinh nghia 1 (tinh toan ven cua tac tir): Su toan ven cua mot tac tr 1a tac tur
d6 khong bi ton thuong néu ¢ sy thay d6i ma khong dugc xac thuc va co thé phat
hién badi chu so hiru [24].

Khai niém tinh toan ven chuyén tiép (forward integrity) ciing duoc st dung dé
danh gia cac phuong thic nay. Ki hiéu nay duoc sir dung cho cac hé thong véi dir
lidu tac tir co thé dugc biéu dién theo mot chudi cac két qua roi rac (mot chudi tuan
tu cac thanh phan cta dit liéu). Tinh toan ven chuyén tiép c6 thé dugc chia thanh 2

loai, c6 sy khac biét vé kha nang chong lai ma doc tir cac may chu host. Muc dich
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tong quat nhét 1a bao vé thanh pham theo chudi mat xich cac két qua khi bi thay doi.
Gia sir chudi cac thanh phan ctia két qua 1a mo, ...my,.1 thi tinh chuyén tiép toan ven
c6 thé duoc dinh nghia nhu sau:

Dinh nghia 2 (Tinh toan ven chuyén tiép yéu- weak forward integrity): Néu i,
1a mot tac tir ma doc dau tién trong chudi, va tinh toan ven cta thanh phén dir liéu
dugc cung cap 1a mo, ...mn

Tinh toan ven chuyén tiép yéu 1a mot khai niém mang y nghia khong chéng lai
su hop tac vdi cac nén tang va tac tir doc hai ma no6 di tra toi lan thi 2 [24].

Dinh nghia 2 (Tinh toan ven chuyén tiép manh — strong forward integrity):
Céc thong diép khong duoc dong goi mk voi k<n c6 thé bi thay doi.

Dinh nghia 2 (Tinh toan ven chuyén tiép cé thé kiém tra cong cong): Véi bat
ki mot host in ¢ thé kiém tra chudi cac két qua m (io),..., m (in-1)

Mot ki hidu quan trong lién quan dén tinh toan ven cua tac tir 1a khai niém bao
mat hdp den (black-box security), day la y tudng sinh ma thyc thi tir mét déc ta tac
to khong thé bi tAn cong béng cach doc hodc tn cong dé chinh stra. Mot tac tir duoc
xem xét nhu 1a mot hop den néu bat cur thoi gian mi ngudn ciing khong thé bi tan
cong, va ké tan cong chi co thé quan sat dugc dau vao hodc dau ra [26].

3.4.2 Mot s6 phirong thive dam bdo tinh todn ven tac tir

Ham ma hoa

Ham m3 hoa EF (Encrypted Function) 1a mot bude chuyén tiép dé cai dit bao
mat cho hop den hoan hdo. Muc dich ctia cdc ham ma hoa 1a dé nhan biét duoc phuong
thirc ndo s& duoc cho phép ma ngudn di dong duwoc ma hoa qua thuat toan dién toan
nhu chit ki s6, hodc tham chi ma ngudn c6 thé thyc thi trong méi truong khong tin
cay va hoat dong cac thao tac ty dong ma khong can sy tuong tac ciia moi truong nén
tang gdc. Xu hudng niy cho phép nén tang tac tir co thé thyc thi cac chuong trinh mo
phong cac ham ma hoa ma khong cin phai trich xuat vé dang gdc. Xu hudng nay
cling hoan toan khéc biét so voi cac ham va chuong trinh cai dat cac ham [24].

Mot hé théng EF dugc mo ta bao g@)m:

A 12 mot thudt toan dé tinh tinh chirc ning f. B 1a dau vao cac gia tri x va s&

dugc tinh toan qua ham f(x) cho thuat toan A, nhung A mudn B khong can quan tam
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t6i thanh phan bén trong f. Hon nita, B khéng mudn tuong tic véi A trung sudt qua
trinh thyc hi¢n ham f(x)
Dé cai dat hé théng thuc hién viéc trén, chung ta can phai gia s rﬁng ham f co
thé ma hoa mot ham khéac E(f). Tiép theo, lugc d6 c6 thé duoc xay dung nhu sau:
e A mi hoa fva ldy ham E(f),
e A tao ra chuong trinh P(E(f)) ma cai dat E(f)
o A gui P(E(f)) toi B,
e B thuc thi P(E(f)) trén x,
e B giri két qua chuong trinh (P(E(f))(x)) dén A,
e A gidi ma va nhan két qua qua ham f(x)

Ham f c¢6 thé 1a cac thuat todn nhu chit ki s6 véi viéc nhiing khod hodc céac thuat
toan ma hoa chira mot trong s6 chiing. Piéu nay c6 thé cho phép céc tac tir dugc ki
va ma hoa dir liéu tai ngay may cha host ma khong can phai 1y khoa bi mat.

Mic du ¥ tuong nay 1a rat dé cai dat nhung ching lai kho dé tim ra mé hinh ma
hoa c6 thé thyuc thi cac ham nhu vay. Cong nghé cho phép ma hod cac ham va da thic
da duoc dé xuét, va cac giai phap ma hoa nay co thé sir dung hé thong ma hoa RSA

Bao mit hop den giéi han thoi gian va 1am x40 trén mi ngudn

Thuc chét hop den bao mat 1a kho cai dat, bdi hién tai chua thé thuc hién duoc,
nhu gia sir hop den khong thé dam bao dugc mai mai, nhung cé thé dam bao trong
khoang thoi gian. Theo nhu dinh nghia, mdt tac tur cé thudc tinh hop den gidi han thoi
gian cho phép trong mot khoang thoi gian nao d6 hop den 14 bat kha xam pham [26].

Y tuéng chinh cta huéng nay 1a sinh ra cac tac tir c6 thé thyc thi tir cac dic ta
tac tr dugce dua ra, va khong thé bi tin cong bang cach chi doc hodc thao tac. Hop
den gidi han thoi gian dép g thudc tinh hop den trong khoang thoi gian gidgi han
bang cach:

- Ma nguén va dir li¢u dac ta cua tac tu khong thé doc

- Ma ngudn va dit lidu dic ta cia tac tir khong thé bi thay do6i

Diéu nay dong nghia véi viée dir liéu khong thé thém vao, mic du cac bién 14

c6 t6n tai va co thé thay doi.

78



bé dat dugc thudc tinh hdp den, cac thudt toan chuyén doi duoc dé xuét str dung
1a cac thuat toan lam xao tron hodc lam trd thanh rac rdi va phirc tap dé c6 thé doc
duoc dit liéu va ma ngudn. Cac thuat toan nay sinh ra cac tac tir mdi tir cac tac tir gbc
mic du ¢6 ma ngudn khac nhung ciing dua ra mot két qua gidng nhau.

Phuong thie 1am x4o tron ma ngudn kha phirc tap dé doc hiéu duoc ma ngudn.
Pé thay doi ma ngudn cua chuong trinh can phai str dung tham sé va tu dong hoa dé
bién cac ma ngudn c6 thé doc duoc thanh khong thé [26].

Céc tham s6 bo sung c6 thé sir dung dé 1am cho kha thi cac chuong trinh dugc
lam x4o tron gidng vai cac chuwong trinh nguyén gdc. Sy phiic tap trong viéc chuyén
d6i cac chuong trinh 1a mot cach dé cac chuwong trinh khéng dé dang dich nguoc trd
lai. Mot van dé khac nay sinh 1a rat kho do ludong dugc chit lugng cia su x4o trong,
khong chi phu thudce vao thuat toan dugc sir dung ma con phuy thudc vao kha nang
cua ki thuat dich nguoc.

Boi mot tac tir co thé tro thanh khong hop 16 trude khi chuyén d6i hoan toan va
x40 tron ma ngudn chi phit hop véi cac tng dung khéng kém theo dir liéu. Bién phap
nay c6 thé xdo tron ma ngudn nhung dir liéu thi khong bi thay d6i nén ké tin cong
van c6 thé doc va thao tac voi dit liéu, tuy nhién két qua nay ciing ngau nhién va co
thé khong c6 gia tri ddi v6i ké tan cong.

Diu vét mat ma (Cryptographic Trace)

Giovanni Gigna gi6i thiéu dau vét mat ma (ciing duoc goi 1a dau vét thuc thi)
1a cach cung cip viéc kiém tra sy dung din trong thuc thi tac tir. Phuong thiic nay
dua trén ddu vét cta thuc thi tac tir, cung cip cac yéu cau tir bd tac tir gbc sau khi tac
tor dugc dung va str dung lam co sé cho vige kiém tra thuc thi. Ki thuat nay yéu ciu
mdi nén tang bao g@)m viéc tao va duy tri su chéng chdi bo trong cac nhat ki hoac diu
vét cac hoat dong duoc thyc thi boi mdi tac tr ma néd luu trl, va thuc hién ma hod
bang bam theo diu vét dua trén cac két luan gidng nhu tong hop dau vét va dau van
tay. Dau vét dugc cu thanh tir chudi cac dinh danh chi thi 1énh va thong tin chir ki
nén tang. Chir ki nén tang can thiét cho cac chi thi 1énh phu thudc vao sy tuong tac
gilta cdc moi trudong dién toan dugce duy tri trén nén tang. V6i cac chi thi 1énh chi phu

thudc vao gia tri thi cac bién noi tai, khong can mot chit ki nao do dé né bi bo qua.

79



Co ché nay cho phép phat hién tan cong vao ma ngudn, trang thai va ludng diéu
khién tac tir di dong. Bang cach nay, trong trudng hop gia mao, chu sé hitu tac tir co
thé chirng minh cac hoat dong ma khong bao gio duoc thuc hién bdi tac tir.

Ki thuat ndy cung cap dinh nghia cac giao thirc bao mat dé chuyén trd cc cac
tac tir va di kém céc thong tin bao mat di kém trong vai nha cung cép, c6 thé bao gém
cac nha cung cip dang tin cay dé duy tri chudi tong hop cac dau vét cho toan bd cac
tac tir ban dau. Néu c6 nhitng két qua dang ngo, dau vét phu hop va cac tong hop dau
vét co thé léy duoc va kiém tra, va xac dinh dugc nén tang ma ddc [24].

Xu huéng ndy c6 mot sé nhuge diém, trong d¢6 nhuge diém chinh 14 kich thuéde
va s6 luong nhat ki dé duy tri va thuc té 13 cac tién trinh phat hién dugc kich hoat thi
sO lwong 16m két qua can phai giam sat va so sanh. Mot nhuoc diém khac 1 viée xac
dinh dinh danh bao ham sy thiéu cac tac tir da tién trinh phu hop va cac k¥ thuat toi
uu dong. Trong khi muc ti€u cua k¥ thudt nay 1a bao vé tac tu, k¥ thuat cling dua ra
mot s& sy bao vé nén tang tac tir, cung cap nén tang co liy duogc tong hop vé dau vét
va du vét tir céc to chire khac.

Giao thirc mit xich MAC (chained MAC)

Giao thirc mat xich MAC c6 nhiéu phién ban tdn tai, mot chung ton tai dya trén
nén ting ma hod cong khai, mot sd khac dya trén khoa don. Giao thirc nay cho phép
mét tac tir c6 thé dat duge tinh toan ven déy dt nhat. Dé tdi wu cho giao thuc nay, chi
c¢6 khoa cong khai ctiia nguyén gbc duoc cac nén tang nhan biét dugc [24].

Gia s, 1o 1a mot sb ngau nhién dugc sinh ra bdi mdi may chi host. Cac gi tri
dugc st dung gidng nhu ma bi mat trong MAC (Message Authentication Code).
Thanh phan két qua m,, mau ngau nhién r, va xac dinh thanh phan may chu host tiép
theo dugc ma hoa véi ma khod cong khai ciia nguyén gbe K(io), dugc dong géi thanh
thong diép M:

M 1 = {1, mnid (in+1) Kio

Chudi quan hé duoc dinh nghia theo ( Ki hiéu H 12 ham bam):

ho = {rn, moid (i0) } Kio
hy=H (hn-1, rn, On,id (in+1)).

Khi tac tir di tr tr may cht in t6i in+1:
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ih = i+ {Mk|O<k<n}, hy.

Dau mé (Watermark)

Déu mo thuong duoc sir dung dé bao vé ban quyén ndi dung s6. Mot nha phan
phéi hodc chu sé hitu ndi dung s& nhing dau vao ndi dung do, vi vdy quyén sé hitu
c6 thé duoc chimg minh. Thong thuong ching c6 thé giau kin. Cac phuong thirc khai
thac thong tin c6 thé du thira, nhung sir dung giai phap nay c6 thé bao vé dit liéu va
ma ngudn tac tir di dong.

Mot trong nhitng Phuong thirc ctia ddu mo 13 mot diu tich duoc nhung vao trong
tac tir di dong sir dung k¥ thuat ddu mo phan mém. Dau tich nay dugc truyén toi két
qua ciia tac tir trong sudt thoi gian thuc thi. P6i véi may cha chira tac tir thi ddu tich
nay duoc coi 1a mot phan ciia két qua va ciing duong nhu “vé hinh”. Néu chu s hitu
clia tic tir phat hién ra dau tich da bi thay d6i (khac voi két qua mong doi) thi ho ¢6
thé chimg minh duge may chu chira tac tir da thay doi dir liéu hodc ma ngudn ciia tac
tir [26].

Pé tao mot dau tich cho tac tir, c6 thé sir dung cac cach thic sau:

- Panh dau tich vao trong ma nguén

- Panh dau tich vao trong di liéu dau vao

- Panh dau tich vao trong ma ngudn di 1am xao trén

- DAu tich hodc nhiéu diu tich can duoc kiém tra sau khi tac tir d3 phuc hoi lai
trang thai (sau khi di tra).

- Mot s6 hinh thirc tAn cong vao cach phong chong nay:

- Nghe 1én (eavesdropping): Néu dir liéu khong dugc bao vé bang cac Phuong
thirc khac nhau (vi du: khong ma hod) c6 thi bi doc boi bt cr may chu host nao.

- Tac dong (manipulation): may chii nhiém ddc c6 thé cb gang tac dong va ma
nguon hodc dir liéu cia tac tir dé thay doi két qua ma van giit nguyén cac ddu tich.

- Su cau két: mot nhom cac may chit host bi nhiém c6 thé cau két véi nhau dé
kham pha dau tich bang viéc so sanh két qua lay duoc.

Diu vén tay

DAu van tay béng phén mém s dung mot ph?m mém s dung ki thuat dau mo

dé nhung dau tich cia mdi ngudi dung. Dau van tay phan mém chia sé tinh chat véi
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cac phan mém nhung ddu md khac: dau tich can phai dugc thao tac tham ling va “vo
hinh” d6i véi cac hé thong theo ddi [24].

Trong phuong thirc st dung dau van tay, ddi 1ap véi phuong thire ddu mo, du
tich ciia mdi may chu host déu duoc in lai. Khi tac tir tro lai chi s hiru, moi két qua
déu duoc kiém tra lai. Do d6, cac may chu bi nhiém ma doc s& co vét truc tiép.

Trong Phuong phap sir dung van tay cho tac tir di dong, ddu tich nhiing s& khac
v6i mdi may chu host. Cach thyc hién nhing bang dau mo ciing giéng v6i Phuong
thirc van tay.

Sy khac biét giita 2 phuong thirc ndy c6 kha niang phat hién sy cau két thyc hién
tan cong bai nhom cac may chi khong tin cay.

3 cach dé nhung van tay vao trong tac ti:

- Dau trong ma ngudn: trong truong hop ndy, may chii nhiém doc c6 kha ning
so sanh gitta cac doan ma dé tim ra dau tich

- Dau trong dir li¢u dau vao: dir liéu thuong duoc s dung khac véi mdi may
chu host nén rat kho dé phat hién ra dau tich nay.

- Pénh dau tich vio trong ma nguén d lam x4o tron

Céc cach thirc thuc hién ciing déu gidng véi ddu mo. Tuy nhién, cac may chit
host nguyén thuy can phai biét dugc dau tich cia mdi may chu host va vi tri cua
chung. Mot trong nhitng kha nang d6 14 tai tao lai dau tich bang viéc 14y thong tin tir
cac noi trude do trong két qua.

Mot s6 hinh thirc tin cong vao cach phong chdng nay:

- Nghe 1én (eavesdropping): Néu dit liéu khong duoc bao vé bang cac Phuong
thirc khac nhau (vi du: khéng ma hod) c6 thi bi doc bai bat ctr may chi host nao.

- Tac dong (manipulation): may chil nhiém doc co thé cb ging tac dong va ma
nguon hodc dir liéu cia tac tir dé thay doi két qua ma van giit nguyén cac ddu tich.

- Su chu két: mdt nhom céc may chu host bi nhiém c6 thé ciu két v6i nhau dé
kham pha dau tich bang viéc so sanh két qua lay duoc.

Mot sb giao thirc khac

Chudi chiv ki sé cé thé kiém tra cong khai (Publicly Verifiable Chained
Digital Signatures)
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Giao thtc nay cho phép kiém tra cac chudi két qua cua tac tir khong chi & tai
host nguyén thuy ma con & bt c&t noi nio tac tir hoat dong. Tuy nhién, né van ton tai
16 hong bi tan cong. Giao thirc nay gitip cho céc tac tir dang cu tra ¢6 thé nhan dugc
su kiém tra dé danh dau khong bi gia mao. Diéu nay gitp cho tiét kiém ning lyc tinh
toan boi trong trudng hop tac tir bi gia mao thi may chu chira tac tir s& tir chdi thuc

hién cac tac vu cua tac tir gia mao [24].
Sinh khod cho moi truwong (Environmental Key Generation)

Luoc d6 nay cho phép céc tac tir co thé dinh nghia trudc cac hoat dong voi mot
50 diéu kién moi truong ding. Hudng hoat dong ctia giai phap nay 1a xay dung tac tir
theo cach ung xir voi cac diéu kién ciia méi truong (vi du: so khép véi chudi tim
kiém), sinh ra mgt khoéd dugc st dung dé mo khoa cho thyuc thi doan ma hoa. Diéu
kién méi trudng bi 4n theo mot chiéu bam hodc ma hoa cong khai trong méi trudng
c6 khoi tao. Ki thuat nay dam bao nén tang hodc bd gidm sat cac tac tir khong thé
kiém soéat cac thong diép khdi tao hodc cac hanh dong dap tng bang cach tryc tiép

doc ma ngudn cua tac tir [24].

Ghi lai cdc khdi diém bang nhin ban va danh gida (Itinerary Recording with

Replication and Voting)

Mot tac tir bi 16i c6 cach ing xir twong tu cac tac tir bi nhiém ma doc. Do do,
béng co ché dung 16i trong mdi trudong hoat dong co thé nhan biét duoc sy anh huong
clia tac tr d6i véi nén tang bi nhiém doc. Mot ki thuat cho nhitng Phurong thirc trén
nhim dam bao mot tac tir khi tdi mot nén tang phai an toan 1a sir dung nhan ban va
danh gia.

Y tudng ndy it dugc sir dung hon 13 chi ding mot phién ban cia tac tir dé thuc
hién tinh toan. Béi mot nén tang bi nhiém ddc c6 1am anh hudng téi nhiéu ban sao
cua tac tir, nhung vi¢c str dung cac ban sao khéac nhau ciing gitip cho vi¢c thuc hién

tac vu dugc “xudi chéo mat mai” hon nho c6 cac ban du phong [24].

3.5 Bio mit kénh truyén din trong cong nghé Tac tir di dong
3.5.1 Gidi thiéu chung
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Tac tir di dong 1a phan mém cé kha ning dich chuyén giira cac may tinh trong
hé théng mang. N6 co thé thuc thi cac doan ma thyc thi trén cc may tur xa va thuc
hién giéng nhu dang thyc hién gidng nhu phan mém duoc cai dat trén may d6. Thudc
tinh di dong cho phép cac tac tir c6 thé di chuyén va mo hinh tac tir di dong tao ra
mot phuong thure hoat dong hoan toan mai voi cac ky thuat, su dung tai nguyén va
ung dung moi.

Dé cac tac tir va nén tang cho tac tir cho thé truyén dan cac thong diép cho nhau
thi giao thirc truyén van tac tir MTP (Message Tranfer Protocol) 1a rat can thiét. Dong
thoi, yéu td bao mat dudng truyén, dic ta cho kénh truyén dan téc tir bao mat dic biét
quan trong giup cho hé théng quan 1y dya trén tac tir di dong an toan va bao mat hon
[38].

3.5.2 Giao thirc truyén vin théng diép cho IIOP
Giao thirc truyén van thong diép cho IIOP dya trén cau tric OMG IDL chtra bao

bi cuia thong diép va chudi tuan ty octet dé biéu dién ndi dung ctia thong diép theo
chuan ACL. Bao bi va ndi dung cta thong diép duoc truyén di qua viéc triéu goi IIOP
mot chiéu [37].

Khi mdt yéu ciu nhan duoc, thong di€p dugc dong goi va dugc su dung bdi
ACC d chi thi 1énh va cac thong tin can thiét twong tmg dé xir 1y ndi dung thong
diép.

Dinh nghia giao tiép

IDL sau chi ra giao tiép truyén van thong diép. Giao tiép nay chira hoat dong
cua thong di€p yéu cau mot ddi sb. Mot dbi sb co 2 thude tinh, chudi cac ciu tric bao
bi chira bao bi va ndi dung thong di¢p [38]:

Bang 3.1: M4 gia Psedocode vé dinh nghia giao tiép IDL

module FIPA {
typedef sequence<Envelope> Envelopes,
typedef sequence<octet> Payload;
struct FipaMessage {

Envelopes messageEnvelopes;

Payload messageBody;
A
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interface MTS {
oneway void message(in FipaMessage aFipaMessage);
i

o

ACC xw ly cho bao bi IDL

Theo dic ta FIPA, ACC theo chuéan bi FIPA khong duoc phép thay doi cac thanh
phan déng goi trong bao bi thong diép ma n6 nhan duge. Tuy nhién, né cho phép cap
nhat cac gié tri cua mot hay nhiéu cac dbi sb cua bao bi béng cach thém cac thanh
phan vao bao bi trong cudi ciia chudi messageEnvelope. Thanh phan nay 1a can thiét
dé cho phép cac gi tri cia tham s6 ma ACC mong mudn duoc thém va cap nhap gia
trj vao thanh phan ReceivedObject [37].

H¢ qua 1a ACC nhan dugc thong diép can phai dugc cai dat cac thu tuc mo ta
bang doan pseudo-code sau. Thu tuc nay s& soan lai cu triic bao bi day du véi cac
gia tri cap nhat mai nhét cho cac tham sé. Thu tuc ciing don gian chi ACC bt dau tir
cubi cac chudi va tiép cho ti khi dén gia tri can thiét ddi véi mdi tham sb trong bao
bi. [37]

Bang 3.2: M4 gia Psedocode vé déng goi bao bi cho ACL. [37]

EnvelopeWithAllFields := new empty Envelope;
while ((EnvelopeWithAllFields does not contain values for all its fields)
OR (all Envelopes in the sequence have been processed)) {
// the ACC gets the next envelope in the sequence starting from the end
tempEnvelope = getNextEnvelope;
foreach field in an envelope {
if ((this field has no value in envelopeWithAllFields)
AND (this field has a value in tempEnvelope))
then copy the value of this field from tempEnvelope to envelopeWithAllFields
/
/

EnvelopeWithAllFields chira cac gia tri méi nhat cua cac truong di liéu.

Bang 3.3: M gia Psedocode vé dong goi bao bi cho ACL chira truong dir liéu. [37]

85



Envelope(0):
to = tizio

from = caio
aclRepresentation = XML
received = ...

Envelope (1):

from = caio@molfetta.it

received = ...

Envelope (2):

intended-receiver = tizio@villardora.it

received = ...

EnvelopeWithAllFields:

to = tizio (from envelope 0)
from = caio@molfetta.it (from envelope 1)
intended-receiver = tizio@villardora.it (from envelope 2)
date = 25 May 2000 (from envelope 0)

Cu phap bao bi thong diép roi rac

C phap bao bi triru tuong theo chuan FIPA duogc anh xa tir tip cac cdu tric
OMG IDL, dugc str dung trong cac module theo chuan FIPA.

Poan mai sau chi ra chuan cho viéc dinh danh cac tham s tuy chon: Mot chudi
rong hodc dinh danh ctia chudi tuan tu cac chudi rong t6i cac tham sd. Trong truong
hop cac tham sé do dai tai thuong 1a cac gia tri 4m va co thé sir dung dé xac dinh véi
cac gia tri khong hi¢n hitu (non-presence).

3.5.3 Giao thirc truyén vin thong diép cho HTTP

Giao thirc truyén van thong diép dua trén HTTP cho phép biéu dién dit liéu cia
toan bo thong diép tac tir bao gdm cé bao bi ctia mot yéu cau HTTP. Truyén van giao
thirc thong diép qua HTTP 14 tién trinh gdm 2 budc: nguoi gui tao ra cic yéu ciu
HTTP va nhan dir liéu dong goi va thong diép theo céc chi thi va cc thong tin vé qua

trinh nay dugc dong gdi trong bao bi cta thong diép.

86



Dinh nghia giao tiép
Yéu ciu HTTP
Yéu cau HTTP bao gdm:
- Phuong tién yéu cau (Request Line):
o Phuong thirc giri bat budc 1a POST
o Xac dinh tai nguyén ctia yéu cau can phai day du theo URI (RFC1630)
o Phién ban yéu cau can HTTP/1.1
e Phan diu cua yéu cau (Request Header):
o Tham s6 bat budc Content-Type: phai 1a multipart/mixed va can phai
c6 tham sb gidi han cho tham sé va nam trong du “”, theo mo ta RFC
2822
o Tham sd bat budc may chu Host: Tén cua hostname hoic
hostname:portnumber.
o Tham s bat budc Cache-Control: can phai dua ra gia tri no-cache
o Tham sb bit budc MIME-Version: gia tri phién ban 1.0
o Tham s6 bit budc Content-Length: chtra gi tri trong ndi dung yéu cau
- Thén cua yéu cau (Request Body):

e Phan thin cta yéu ciu chira ndi dung cia thong diép. Thong diép cua tac tir
chira 2 thanh phan theo dic ta REC2046 cho da ndi dung/tron: bao bi thong
di¢p theo FIPA va ndi dung cta thong di¢p theo FIPA.

e Phan ma hoa than cta thong diép duoc chia thanh 2 phan, phan dau chira bao
bi cua thong di€p theo chuan FIPA, phﬁn sau chira ndi dung cua FIPA s€ dugc
giri. Mdi phan cua FIPA can phai chi ra mirc d6 ma hoa Content-Type theo
MIME type. Mdi phan chira noi dung cia header nhu Content-Transfer-
Encoding nhung yéu cau xir 1y cac tham s6 nay khong bat budc. [37]

e Tap ki tw duoc sir dung trong phan dau va dau phan cach gitra cac phan thudng
1a cac dau nhi phan ASCII

e MGdi khi c6 thé viéc ma hoa ki tu cac chudi thong diép FIPA thanh yéu ciu
HTTP can phai chi ra tham s charset trong Content-type. Tham s ndy ciing

gidng nhu tham sé ctia bao bi ciia thong diép theo chuan FIPA.
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M3 hoa than ctia thong diép can phai theo cau tric sau:

Phan dau MIME (bao gdm phan ¢au MIME-Version va Content-Type)
Déu phan cach dong tréng ctia phan ddu MIME véi phan than MIME
Déu phan cach dong danh giéi giira phan dau cua bao bi

Dong Content-Type can phai chira gia tri hop 1¢ "application” "/
<string>, v&i chudi 1a gia tri dwgc miéu ta trong dic ta cua bao bi thong
diép

Dong trong (CRLF)

Bao bi thong di¢p FIPA

Déu phan cach dong danh gidi gitta bao bi va ndi dung cua thong diép
FIPA

Dau phén cach dong danh gidi két thuc cua thong diép FIPA. Dong thong
diép nay 1a co thé 1a du bao hiéu két thuc dong[38].

Héi dip HTTP

Mot hoi dap HTTP bao gdm:Phuong tién hdi dap (Response Line): hién ban cta

hoéi dap phai la HTTP/1.1. M4 trang thai cta hdi dap can phai néu rd ma tra vé thanh

cong hoac that bai theo RFC2616. Trang thai thanh cong chi ra tac tir da nhan dugc

n6i dung thong diép va trich xut ndi dung cua thong diép thanh cong tir cc yéu cau

HTTP. Cac thong tin chi tiét lién quan dén HTTP dé phan tich ct phap xt 1y ndi dung

thong diép va c6 thé hoi dap lai bang mot thong diép phan hdi khac. Néu trang thai

that bai thi c6 thé nhan duoc ma 161 va mong doi viéc giri thong diép str dung két hop

giita dja chi nguon, kiéu noi dung hodc dimng chuyén [37].

- Phan dau hoi dap (Response Headers)
e Tham s6 Content-Type: c6 thé 14 kiéu MIME theo RFC2045

e Tham s0 Cache-Control: can chira gié tri no-cache

e Tham s6 bat budc Content-Length: chi ra kich thudc trong phan than cta hoi

dap

e Phan than hoi dap (Response Body): Phan than cua hoi dap chira ndi dung

ctia thong diép hdi dap va phu thude vao kiéu ndi dung c6 thé 1a text, nhi phan
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hodc da phan. Phan ngudi giri ¢ thé bat bude dé doc va s dung ndi dung.
[38]
3.3.2 Cii thién mé hinh CCNMA bio mdt bang cdich trién khai khéa cong khai
MA-PKI

Pé dam bao an toan thong tin va bao mat cho hé théng tac tir di dong, viéc bo
sung ha ting khoa cong khai PKI (Public Key Infrastructure) gitip cho hé thong quan

Do mdt s6 han ché cta viéc nhan yéu cau, chung chi khoa cong khai cho CA,
chang han nhu n6 yéu cau nhan dang ngudi ding ngoai bing tan tai CA dé thu thap
ID va mat khau cho yéu cau ching chi, diéu nay khong thuc té. Thiét bi nho nhu dién
thoai di dong, tac tr di dong tu tao thong bao yéu cau chimg chi, diéu nay co thé
khong phai lic nao ciing ¢ thé thyc hién dugc ddi véi thiét bi co it bd nhd hon va
CPU kém manh hon [84].

Pé khic phuc nhitng van dé nay, viéc dé xuat MA-KPI (Mobile Agent - KPI)
dua trén Mobile-PKI (M- PKI) str dung mat ma duong cong elip (ECC), trong d6
MA-KPI thyuc hién tt ca cac hoat dong mat ma co loi cho Tac tir di dong. Trong so
dd cua viée thay thé RSA, ECC duoc su dung cung cép bdo mat RSA tuong tu voi
thoi gian xir Iy twong ddi it hon va kich thuéc khoéa it hon, vi du: khéa 1024 bit trong
RSA tuong duong véi 160 bit trong ECC. Hon nira, MA-KPI giit toan b trach nhi¢m
thay mit cho tac tir di dong dé luu trir tit ca thong tin mat ma cta cac thiét bi nho va
thuc hién tat ca cac hoat dong dé nhan chung chi tir CA [84].

Tac tir di dopng Quy trinh qudn ly chirng chi khéa cong khai

Quy trinh quan 1y chimg chi dya trén MA-PKI dugc dé xuat dugc thao luin
dudi day, trong d6 so d6 quy trinh lam viéc duoc hién thi trong Hinh 3.1 dé minh hoa

truc quan.

&9



Mobile Agent MA-PKI CA Directory

T
| |
J—(1) Certificate Request Message—Jp» :

|
|
|
| |
|
:—(2) Approve Req. aﬂerVerification—}: |
|
|
|
|

| |
| |
| |
: :HS] Signs and Store Certificate——
| |
u I

Certificate URL-

4——(5) Certificate:

|
|
|
|
|
|
|
|
|
|
| < {4) Issue
|
|
|
|
|
|
|
|
|

Hinh 3.1: So' d6 quy trinh lam viéc cia quy trinh quan 1y chitng chi sé

Mai gia vé quy trinh quan 1y ha ting chtng chi s6 MA-PKI duoc néu chi tiét
tai Bang 3.4.
Bang 3.4: Mi gia Psedocode vé quy trinh quan 1y ha tng chimg chi s6 MA-PKI

Buéc 1: MA-KPI tao cip khéa cong khai-riéng tw dwa trén ECC cho Mobile Agent va giri dén RA
dwdi dang théng bdo yéu cau chitng chi cing véi cdac théng tin lién quan khéc dé lay chirng chi
khoa cong khai ciia Mobile Agent tir CA.

Buéc 2: Sau khi nhin, RA xdc thwe MA-KPI va xdc minh ham POP dé dam bdo rang nguoi ding
s& hitu khéa riéng tiong iing véi khéa cong khai ma chimg chi dwoc yéu cau. Néu xdc minh dat,
RA s phé duyét théng bdo yéu cau chirng chi va giri né dén CA kém theo chirng thuc dé tao chimg
chi.

Buéc 3: CA kiém tra xem thong bdo yéu cau chimg chi ¢6 dwoc chirng thue béi RA hay khéng,
néu cé, CA tao chitng chi khéa cong khai, ky va xudt ban chimg chi trong thu muc ciia né.

Buéc 4: CA tao chitng chi, leu tri tai thie muc CA va giri URL chitng chi dén MA-KPI.

Buéc 5: Khi nhdn, MA-KPI chuyén tiép tiwong tw dén Tdc tir di ddng cing véi khéa riéng cia Téc
tr di dong duwoc ma hoa bt%ng khoa bi mat dwoc chia sé truoc k.

Gio day, Tac tir di dong ldy URL chitng chi va gidi ma khéa riéng doc ma héa bang khéa bi

mat dwoc chia sé truoc k va lay khoa riéng cua minh.

3.6 Ting cudng bao miat mang cho h¢ thong mang trén Cloud, SDN va cic hé
thong mang khac wng dung TAc tir di dong
Tac tir di dong 1a mot cong ngh¢ bao mat mang dﬁy hira hen c6 thé giam do tré

va luu lugng mang, chay truc tiép trén may tinh dich va trién khai linh hoat ma va dit
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liéu tai dich. Do céc 15i bao mét cua kién trac SDN, phén nay s€ néu bat cac linh vuc
quan trong khac nhau, trong d6 Téc tir di dong 1a mot ki thuat méi dé ting cuong bao
mat SDN.
3.6.1 M6 hinh kién tric tdc tir di ddng quan Iy mang ddam mdy (CNMMA)

Mo hinh kién trac CNMMA da dé xuét viéc st dung cong nghé Tac tir di dong

trong SDN va Cloud cho muc dich quan tri mang va giam sat an ninh.

M6 hinh CNMMA bao gdm céc thanh phan chinh sau:
- Quan ly nén tang tac tir di dong (MAP).
- Téc tur di dong quan ly mang (NMMA).
- Khung hé théng phat hién xdm nhap phén tan tac tir di dong (MA-DIDS).
- Ung dung diéu khién SDN téc tir di dong.
3.6.2 Qudn Iy nén tang tac tir di dong (MAP)

Mot nén tang tac tir duoc goi 1a MA 1a can thiét dé tac tir di dong trd nén séng
dong. Trong nghién ctru ndy da st dung nén tang tac tir di dong dé quan Iy MA va
tiy chinh né dé ting cudng bao mat va hidu suat. Bang cach luu trit va chay cac tac
tor song song, Nén tang MA tao diéu kién cho tac tir truy cap vao cac dich vy, giao
tiép v4i cac tac tir khac va tinh di dong dén cac Nén tang MA thay thé. Ngoai ra, nd
kiém soat tac tir thuc thi va chin phan doc hai khong mong mudn truy cip vao céc

thc tir [106].

3.6.3 Quan ly mang tdc tw di dong

Giao thirc CMIP dé quan 1y mang dé kiém soat thu cong, bao mat va loc thong
tin quan 1y tot hon, n6 dap ung viéc quan ly mang nhung doi hoi tai nguyén va
cham hon SNMP. Pong thoi da khac phuc nhing han ché cua giao thirc SNMP va
CMIP va d3 phat trién mot giao thic proxy dé chuyén doi cac yéu cau tir SNMP
sang CMIP hoic nguoc lai bang cach tan dung tinh ning Tac tir di dong.

Kich hoat cac thu tuc qudn ly mang: CMISE goi cac hoat dong quan ly mang
theo tiéu chuan giao thirc CMIP, chiang han nhu M-GET, M-SET, M-ACTION, M-
CREATE, M-DELETE va M-CANCEL-GET.
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Mé hinh bdo mdt néng cao: Dé bao vé cac hé thong tac tir di dong, Mo hinh
CNMMA cung cap xac thuc, tinh kha dung, trach nhiém giai trinh va khong thodi
thac.

Bio mgt hiéu sudt bang MA-PKI: MA-KPI (Mobile Agent - Public Key
Infrastructure) dugc x4y dung trén nén tang Mobile-PKI (Mobile- PKI) va sir dung
mat ma duong cong elip dé tang hiéu suat va giam mic tiéu thy pin (ECC). Tat ca
céc tAc vu mat ma cho nén tang Tac tir di dong déu duoc xur 1y boi MA-KPI. Trong
hé théng dé xuét, viéc sir dung ECC thay vi RSA dé dat duoc cung mot muc do bao

mat v&i chi phi tinh toan it hon nhiéu va cac khoa nho hon[84].
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Hinh 3.2: So' do luéng céng viéc quan tri CA

3.6.4 Bé xudt mé hinh Khung hé thong phdt hién xam nhdp phan tan tac tir di dong
(MA-DIDS)

Mot mo6 hinh méi cho cac hé théng phat hién xam nhép 1a viéc trién khai MA
trong cac hé théng mang SDN. Téc tir di dongs htra hen cach tiép can moi cho hé
thong phat hién xam nhap so vdi cac hé thong hién co vi [22]:

Cii thién higu sudt: Tinh di dong va quyén tu chi cia MA 13 nhimg loi thé
chinh cta n6 so vdi mé hinh may khach / may chu vé hiéu suat.

Cii tién thiét ké: Mot mo hinh méi dé xac dinh mot cude tan cong bao mat duoc
thuc hién bdi cong nghé MA.

Thoi gian ddp tng: Phan Gng ty dong nhanh hon va hiéu qua hon d6i v4i nhiing

ké tan cong dugc thuc hién bﬁmg cong ngh¢ MA.
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IDS - CC va MAP Manager tao thanh hai phan chinh ctia Khung h¢ thong phat
hién xam nhap phan tan tac to di dong (MA-DIDS) duoc dé xuat, nhu duge mo ta
trong hinh dudi day.

MA Components

Notify Agent

Gomparator Agent @
Mobile Agent Coordinator
Machine Rearning

Data
Log Tracking Agent

o b wN -

s
. MA Platform MA - IDS
Application Layer Manager IDS-Control Center
Northbound API
Control Layer SDN C SDN Co
Southbound API
Infrastructure Layer ‘ Devi ‘ | y i | | Virtual Switches
=

e
HEE e

Hinh 3.3: Khung hé thong phat hién xdm nhap phan tan tac tir di dong (MA-DIDS)
trong SDN.

Tong quan kién tric khung hé thong phat hién xAm nhap
Kién trac hé théng gom 3 16p trén nén tang kién trac SDN tiéu chuan gom 3
16p riéng biét:

- Lép ha tang: 13 16p vat Iy va a0 hoa, bao gdm cac may chu vat Iy, may chu ao,
cung véi cac thiét bi mang nhu thiét bi chuyén mach vat 1y va 4o hoa. Lp nay 1 nén
tang thyc thi cac yéu cau tir 10p trén.

- Lép diéu khién: 1a "bo ndo" cua mang, chira thanh ph?m trong tam 1a Bo diéu
khién SDN (SDN Controller), giao tiép voi 16p ha tang thong qua giao dién 1ap trinh
tmg dung huéng nam (Southbound API) dé cau hinh va diéu khién ludng dir liéu
mang. Pong thoi, nd cung cap giao dién huéng bic (Northbound API) dé 16p ung
dung c6 thé ra quyét dinh va gui yéu cau xudng.

- L6p ung dung: 13 16p cao nhat, noi chira logic nghiép vu va cac ing dung thong
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minh. Di véi kién triic ndy, day chinh 12 noi hé théng MA-IDS hoat dong.
Phan tich chi tiét cac thanh phin chinh
Hé thong Tac tir di déng (Mobile Agent - MA)

- Pay 1a hat nhan doc dao cia kién trac, gitp hé thdng tré nén linh hoat va chit
dong. Thay vi mot hé thong giam sat tap trung va bi dong, cac tac tir 1a nhitng chuong
trinh nho, c¢6 kha ning ty di chuyén qua cdc nit mang dé thu thap thong tin va thyc
thi nhiém vu.

- MA Platform Manager (Trinh quan 1y Nén tang Téc tir): La moi truong dé
quan 1y vong doi cta cac tac tir, bao gdm viée tao, trién khai, diéu phdi va hay bo
ching.

Cdc thanh phan ciia Tac tir Di dong (MA Components)

- Log Tracking Agent (LTA - Tac tir Theo doi Nhat ky): Nhi¢m vu chinh 1a di
chuyén dén cac may chi a0 (VM) dé thu thap nhat ky hé thong (system logs), thong
tin vé cac hoat dong mang va su kién h¢ diéu hanh. Sau d6, no bao céo dir lidu nay
vé Trung tdm Diéu khién IDS.

- Analysis Mobile Agent (Téac tor Di dong Phan tich): Tac tir nay nhén dir liéu
thé tr LTA dé thuc hién phan tich so bo, loc nhiéu va tim kiém cac ddu hiéu bat
thudng ban dau.

- Comparator Agent (Tac tir So sanh): So sanh cac hoat dong dang ngo da duogc
phat hién voi co so dir liéu mau xam nhéap da biét. Néu ¢ sy trang khdp, né s& xac
nhan day 1la mdt cudc tAn cong da biét.

- Mobile Agent Coordinator (Tac tir Diéu phdi): La "chi huy truong" ciia cac
tac tir khac. N6 chiu trach nhiém diéu phéi hoat dong, guri cac tac tir dén diing vi tri
can thiét va dam bao ludng xir 1y thong tin dién ra mot cach chinh xac.

- Notify Agent (T4c tir Thong bao): Khi mot cudc tin cong dugc xac nhan (boi
Comparator Agent hoic boi mé hinh Hoc mdy), tac tir ndy s& duoc kich hoat dé gui
canh bao ngay lap tirc dén quan tri vién hé thong thong qua tmg dung MA-IDS.

Trung tam Piéu khién IDS
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- Pay la trung tam than kinh cta toan bo hé théng an ninh, noi hoi ty thong tin
va ra quyét dinh.

- Churc nang: Nhan toan bd dir li¢u tr MA Platform Manager (do cac tac tur bao
c4o vé) va két qua phan tich tir khdi Hoc may.

- MA-IDS App: La g dung giao dién cho quan tri vién, hién thi cic canh bao,
trang thai hé thong, va cho phép ho tuong tac, diéu tra cac sy cb.

- Quan ly trang thai: Trung tdm Piéu khién IDS chiu trach nhiém cap nhat va
duy tri trang thai cua ting may 4o trong mang.

Co so dir lieu & Dir lieu lon (Database & Big Data)

Hé thong can mot kho dit liéu 16n dé luu trit va phén tich, bao gébm nhiéu co sé
dir liéu v&i céc chuc nang riéng biét:

- Co s6 dit liéu mau xam nhap: Pay 1a co s dit liéu chia cac "chir ky"
(signatures) hodc mau cia cac cudc tan cong da biét. Notify Agent va Comparator
Agent st dung dir li¢u nay dé so sanh va xac dinh cac mdi de doa quen thude.

- Co s¢ dir liéu sy kién: Toan bd nhat ky hé théng va cac su kién do Log
Tracking Agent (LTA) béo céo vé dugc luu trit tai day dudi dang Dit liéu 16n (Big
Data). Pay 1a ngudn dir liéu dau vao cho khdi Hoc may.

- Co s0 dit liéu trang thai may ao: Pugc cip nhat boi Trung tdm diéu khién IDS,
co s& dit liéu nay theo ddi trang thai ctia mdi mdy 4o, ¢6 thé & mot trong ba trang théi:
binh thudng (normal), bi xAm pham (compromised), hodc dang di chuyén (migrated).

Hoc may & Khai thdc dir liéu (Machine Learning & Data Mining)

- Module nay cung cap tri thong minh dé phat hién cac mdi de doa méi, chua
timg dugc biét dén (zero-day attacks) dya trén cac hanh vi bat thuong.

- Co ché hoat dong: M6 hinh hoc may duoc 4p dung trén tap dir li€u 16n bao
gém céc cudc tin cong da dugc phat hién trude day, nhat ky hé théng va dur liéu do
LTA thu thap. Tir d6, m6 hinh s& "hoc" duoc thé nao 1a hanh vi "binh thudng" cia
mang. Bt ky hoat dong nao 1&€ch khoi trang thai binh thuong nay s€ bi coi la dang

ngo.
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- Bao tao mo hinh: Céc nha khoa hoc dir li€u st dung cac bg dir liu cong khai
6 san dé dao tao mo hinh. Mot trong nhirng by dir liéu phé bién nhét cho viéc phat
hién xam nhap dya trén sy bat thuong 1a NSL-KDD. Pay 1a phién ban cai tién ctia bd
dir iéu KDD99, bao gém cac loai tAn cong dién hinh nhu:

+ DoS (Denial of Service): Tan cong tir chdi dich vu.

+ Probe: Tan cong tham do, quét cong.

+ U2R (User to Root): Tan cong leo thang dic quyén tir nguoi dung thudng

1én quan tri vién.

+ R2L (Remote to Local): T4n cong truy cap tir xa vao mdy cuc bd.
3.6.5. Trung tam diéu khién IDS

Tat ca cac chirc ning cia May 4o thong thudng va cac chire niang duoc liét ké
dudi day dugc xir Iy boi Trung tdm diéu khién hé thdng phat hién xAm nhap (IDS -
CC), 1am cho né tré thanh diém quan tri tap trung cho tat ca cac thanh phan IDS:

Co s6 dir liéu & Dir lidu Ién: Can co co s& dir liéu mau xam nhdp ma Notify
Agent c6 thé sir dung dé kich hoat canh bao néu mau khép véi cac hoat dong dang
ngd da dugc phat hién. Tét ca ID sy kién do LTA bao céo duoc luu trit trong mot co
so dir li€u riéng biét. Trang thai ciia may 4o cling phai duoc cap nhat boi Trung tam
diéu khién IDS, c6 thé & mot trong ba trang thai: binh thuong, bi xam pham hodc di
chuyén.

Mo ta h¢ thong Tiac tir di dong

Hé thong Tac tir di dong khong phai 1a mot cong cu, ma 1a mot nén tang diéu
khién cac tac tir hoat dong tu chu bén trong mang cuc bd hodc ddm may, thay vi chi
quan sat tr mot thap canh trung tam.

Ludng hoat dong va twong tac cia cac Tac tir

Qua trinh phat hién va phan tng mot mdi de doa dién ra nhuw mot chudi nhiém
vu phéi hop:

Budc 1: Dieu phoi va giao nhiém vu

96



Tac tr Diéu phdi dong vai tro 1a Tong chi huy: s& khong ty minh di thu thap dir
liéu ma s€ ra quyét dinh chién lugc, dua trén lich trinh dinh sén (vidu: "kiém tra toan
bd cac may chii web mdi gio") hodic mot tin hiéu bat thuong ban dau, no s& quyét
dinh:

- Can trién khai loai tac tir nao?

- Muyc tiéu 1a may chu 4o (VM) nao?

- Nhiém vu cu thé 13 gi? (vi du: "thu thap nhat ky xac thuc trong 5 phat vira
qua").

Budc 2: Thu thap dir li€u tai hién trwomng

Tac tir theo dbi nhat ky duoc 1énh va di chuyén qua mang dén may ao muc tiéu.
Tai déy, tac tir nhat ky theo doi s& thu thap dir liéu chi tiét hon 1a chi "log" chung
chung:

- Nhat ky hé diéu hanh: Cac 10i goi hé thong, su kién ding nhap/ding xuét, cac
tién trinh dang chay.

- Luu luong mang: Tiéu dé cac gdi tin di va dén mdy a0, cac cong dang ma, cac
két ndi dang hoat dong.

- Hoat dong File: Cac file vira dugc tao, stra ddi, hodc xoa. Béng cach thu thap
va xir Iy so bo ngay tai ngudn, Tac tir nhat ky giam dang ké luong dit liéu phai gui
qua mang vé trung tim, tranh gay tac nghén.

Buéc 3: Phan tich va déi chiéu

- Dit liéu tho tir Tac theo ddi nhat ky dugc chuyén cho Tac tir phén tich. Tac tir
nay giéng nhu mot chuyén gia phan tich hién truong, sang loc va dinh dang du li€u,
tim kiém nhitng diém bat thuong (vi du: mot tién trinh la dang chay, mot chudi dang
nhap that bai lién tuc).

- Céc diém bat thudng ndy sau d6 duoc chuyén cho Tac tir so sanh. Tac tir ndy

truy cap vao Co s¢ dir liéu mau xam nhap (chira chir ky cua cac cudc tan cong da
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biét) va thyc hién ddi chiéu.

Vi du cu thé: Comparator Agent phat hién mot chudi ky tu ...OR 1=1;-- trong
mot yéu cau guri dén may chi web. N6 dbi chiéu va thay chudi nay trung khép 100%
v6i chit ky cia mot cudce tan cong "SQL Injection” trong co so dit liéu.

Budc 4: Xac nhan va canh bao

- Khi Té4c tir so sanh tim thay su tring khép, né gui tin hiéu "khang dinh mdi de
doa".
- Téc tir thong bao ngay lap tire duoc kich hoat. N6 khong chi gliri mot canh bao

chung chung, ma s€ tao mot bao céo chi tiét vi du nhu:
+ Loai tan cong: SQL Injection.
+ Mirc d¢ nghiém trong: Cao.
+ Ngudn tan cong: Dia chi IP.
+ Muc tiéu bi anh hwéng: May chu 40 Web-Server-01.
+ Thaoi gian: 11/08/2025 05:13 AM.
- Tiép d6, bao cio niy dugce diy vé Trung tam Diéu khién dé xur 1y.

Hoc may & Khai thac dir lieu: Trong module nay, hoc may dugc ap dung cho
co so dir lidu hé thong chira thong tin vé cac xam nhap duoc phat hién, nhat ky hé
thdng va dir liéu tir Tac tir theo ddi nhat ky dé suy ra thong tin vé cac xAm nhap mai.
Céc nha khoa hoc dir li€u str dung nhiéu b dir liéu cong khai c6 san rong rai dé dao
tao cac mo6 hinh hoc may. Mdt trong nhitng bo dir li¢u phé bién nhat cho cidc mo hinh
phat hién xam nhap dua trén sy bat thuong 1a NSL-KDD, 12 phién ban cai tién cia bo

dir liéu KDD99 va bao g@)m cac loai tAn cong nhu: DoS, Probe, U2R va R2L...

Néu hé thng tac tir 1a nhitng ngudi linh tuan tra tim kiém ké thu da biét mit,
thi module Hoc méy 1a chuyén gia phan tich, c6 kha nang phat hién cac mdi de doa

chua tung ¢6 tién I¢ dua trén hanh vi.

Ludng hoat dong chi tiét ciia module hoc may

98



Giai doan 1: Huén luyén M6 hinh

- Pay la qu4 trinh dién ra "trong phong thi nghiém", khong anh huong dén hoat

dong cua mang.

- Tong hop dir liéu: Cac nha khoa hoc dir liéu 14y dit liéu tir hai ngudn chinh: Di
liéu lich str tir kho dir liéu 16n cta hé thong va cac bo dit liéu cong khai chudn hoa
nhu NSL-KDD.

- K¥ thuat dac trung: Dt li¢u tho (nhu dia chi IP, loai giao thure) dugc chuyén doi
thanh cac con sb ma may tinh c6 thé hiéu dugc (vector dac trung). Vi du: Giao thuc

"TCP" ¢6 thé dugc biéu dién bang sb 1, "UDP" bang sb 2.

- Huén luyén: Céc vector dic trung ndy dugc dua vao mot thuat toan hoc may (vi
du: Random Forest, Neural Network). Thuat toan s& "hoc" cac mau phtc tap dé phan
biét giita luu luong "binh thudng" va luu luong "tin cong" tir bo dit lidu di dugc gan
nhan.

- Két qua: Pau ra ciia giai doan nay 1a mét file mo hinh da dugc huan luyén, giong

nhu mot bd ndo nhan tao da duoc dao tao.
Giai doan 2: Phat hién Thoi gian thuc
- Pay 1a qua trinh dién ra lién tuc trén mang dang hoat dong.

- Tai M6 hinh: Trung tdm diéu khién tai file mé hinh d3 duoc huan luyén va sin
sang sur dung.

- Lu@)ng dir liéu truc tiép: Dtr liéu moi lién tuc dugc cac Tac tu theo doi nhat ky
thu thap va gui ve.

- Dy doan: Dit liéu méi nay ciing dugc chuyén d6i thanh vector dic trung va dugc
dua vao mod hinh. M6 hinh s& dua ra mot du doan cho mdi hoat dong mang, thuong

1a mot "diém sé bat thuong" (anomaly score) tir 0 dén 1.

- Ngudng quyét dinh: Hé théng dat ra mot ngudng (vi du: 0.9). Bat ky hoat dong

nao co6 diém s6 vugt ngudng nay s€ bi coi la mdt moi de doa tiém tang, ngay ca khi
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n6 khong khép véi bat ky chir ky nao trong co sé dif liéu.
Giai doan 3: Phian irng Thong minh

- Khi mot sy bat thuong dugc phat hién voi do tin cay cao, Trung tdm diéu khién

- Kich hoat Tac tir thong bao dé gui canh bao "Phét hién hanh vi bat thuong

tiém tang" cho quan tri vién dé di€u tra sau hon.

- Ty dong phan tmg (ning cao): Giri mot yéu cau qua cau bac xudng Diéu khién
SDN, ra 1énh cho né tu dong thuc hién mdt hanh dong phong thu, vi du: "Tam thoi
cach ly VM Web-Server-01 khoi phan con lai ciia mang cho dén khi c6 xac nhan tir

quan tri vién."

Su két hop gitra hé thdng Tac tir di dong va Hoc may tao ra mot co ché phong
thii da 16p: phat hién cac mdi de doa di biét mot cach nhanh chong va hiéu qua, dong

thoi nhan dang céc cudc tan cong moi, tinh vi dya trén phan tich hanh vi thong minh.

3.7 Panh gia so sanh vé hé thong IDS sir dung TAc tir di ddng va hé thong IDS
khong sir dung tac tir di dong
Dua trén thudc tinh va tinh chat cta Tac ti di dong, hé théng IDS dua trén Tac
tir di dong dem lai wu thé va hiéu qua dbi v6i cac hé thong mang trén Cloud, IoT va
cac hé thong phan tan.
Bang 3.5: So sanh hé thong IDS sir dung Tac tir di dong va hé thong IDS khong sir
dung Tac tir di dong

TT|Tiéu chi| IDS s dung Tac | IDS khong sir Giai thich
tir di dong dung Tac tir di
dong

1|{Tinh Tac tir di dong co C6 dinh tai mot |- IDS sir dung Téc tir di dong:
linh thé di chuyén giita |vi tri, phu thuoc |Téac tir di dong c6 thé di chuyén

hoat cac nut mang dé |vao vi¢c guri dir |gilra cdc niit mang dé thu thap va

thu thap va phan |liéu vé trung phan tich dit liu tai chd, giup hé
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tich dir li€u tai

cho.

tam dé phan

tich.

thong linh hoat hon trong viéc
phat hién va xir Iy sy co.
- IDS khong su dung Téc tir di
dong: Hé thong cb dinh tai mot
vi tri, phu thudc vao viéc gui dir
lidu vé trung tdm dé phan tich,

dan dén d6 linh hoat thip hon.

Kha

Dé dang mé rong

Khoé mé rong

- IDS st dung Tac tu di dong:

ning md|dé quan 1y cac hé |hon do phu D& dang mo rong dé quan 1y cac
rong thong mang 16n va [thudc vao co s¢ |hé théng mang 16n va phan tan
phan tan. ha ting trung do Téc tir di dong c6 thé ty dong
tam. di chuyén va thich Gng véi cac
nut mang moi.
- IDS khong su dung Téc tir di
dong: Khé mo rong hon do phuy
thudc vao co sé ha tang trung
tam, cAn nang cip phan cung va
phan mém dé dap tng nhu cau
mo rong.
Téc @6 |Phan hoi nhanh do [Cham hondo |- IDS sir dung Téc tir di dong:
phan hoi [xir 1y dir liéu tai  |can truyén tai dit|Phan hoi nhanh do xir 1y dir liéu

chd, khong can
truyeén tai dir li¢u

vé trung tam.

lidu vé trung
tam dé phan

tich.

tai chd, khong can truyén tai dir

ligu vé trung tam.
- IDS khong su dung Téc tir di
dong: Cham hon do can truyén
tai dir liéu vé trung tim dé phan

tich, dan dén do tré cao hon.

Tai

mang

Giam tai mang do

xu ly dir li€u tai

Téng tai mang

do can truyeén tai

- IDS st dung Tac ti di dong:

Giam tai mang do xu ly dir lidu
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chd, chi giri két

qua veé trung tam.

toan bo dir liéu

vé trung tam.

tai chd, chi giri két qua vé trung
tam.

- IDS khong su dung Téc tir di
dong: Tang tai mang do can
truyén tai toan bd dir lidu vé
trung tam, gay ap luc 1én bang

thong mang.

Tu dong

hoa

Tu dong di chuyén
va thuc hién
nhiém vu ma
khong can can

thiép thu cong.

Phu thudc nhiéu
vao cdu hinh va
quan ly thua cong

tur trung tam.

- IDS st dung Tac tu di dong:
Tu dong di chuyén va thyc hién
nhiém vu ma khong cin can
thi€p thu cong, gitp tang hi¢u
ly.
- IDS khong su dung Téc tir di

qua quan
dong: Phy thudc nhiéu vao cau
hinh va quéan ly thu cong tu
trung tim, dan dén kha niang tu

dong hoa thap hon.

Kha
nang
phat
hién tan

cong

Phat hién tin cong
dua trén hanh vi
va dau hiéu tai
chd, hiéu qua véi
cac tAn cong phan

tan.

Phét hién tan
cong dua trén
dir liéu tong
hop, ¢ thé bo
sOt cac tin cong

cuc bo.

- IDS st dung Tac tu di dong:
Phat hién tin cong duya trén hanh
vi va ddu hiéu tai chd, hiéu qua
v6i cac tAn cong phan tan va cuc
bo.

- IDS khong su dung Téc tir di
dong: Phat hién tan cong dua
trén dit liéu tong hop, co thé bo
Ot cac tan cong cuc bd hoac

phan tan.
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7|Bao mat

C6 thé bao mat
cao hon do xur ly
dit liéu tai chd,

giam nguy co 10 ri

D¢ bi tan cong
vao trung tam

xtr Iy dit lidu.

- IDS st dung Tac tu di dong:
C6 thé bao mat cao hon do xir ly
dit liéu tai chd, giam nguy co rd
tin.

ri thong

tap trung.

thong tin. - IDS khong st dung Téac tir di
dong: D bi tAn cong vao trung
tam xu 1y dir li€u, gy rui ro bao
mat cao hon.

8|Chi phi |Chi phi ban ddu  |Chi phi ban dau |- IDS sir dung Tac tir di dong:
trién cao hon do can thap hon, nhung |Chi phi ban dau cao hon do can
khai  [phat trién va trién |chi phi van hanh |phét trién va trién khai Tac tir di
khai Téc tir di va bao tri ¢6 thé |dong, nhung chi phi van hanh va
dong. cao hon. bao tri thap hon.
- IDS khong su dung Téc tir di
dong: Chi phi ban dau thap hon,
nhung chi phi van hanh va bao
tri c6 thé cao hon do phu thudc

vao co s& ha ting trung tam.
9|Kha Dé dang thich tng |Khé thich ing |- IDS sir dung Tac tir di dong:
nang v&i cdc moi véi cac moi Dé dang thich tmg v&i cac moi
thich truong mang dong |trudng mang truong mang dong va phic tap,
ung va phuec tap. dong do cau triic|nhu hé thong Cloud hoic IoT.

- IDS khong su dung Téc tir di
dong: Kho thich tng véi céac
moi trudng mang dong do cau
tric tap trung va phu thudc vao

trung tam.
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10|Trién  |Phu hop v6i hé Phu hop véi h¢ |- IDS sir dung Téac tr di dong:

khai thong mang thong mang nho |Pht hop véi hé théng mang
ung Cloud, IoT, va cac |va tap trung. Cloud, IoT, va cac hé théng
dung hé théng phén tan. phan tan.

- IDS khong su dung Téc tir di
dong: Phu hop v6i hé thong

mang nho va tap trung.

3.8 Panh gia thir nghiém so sanh hiéu suit giira ma hoa truyén tin nén tang Tac
tir di dong st dung thuat toan ECC va RSA

3.8.1 B§ dir liéu thir nghiém

Dt li¢u thoi gian (don vi: millis:econds) duoc thu thap tir 20 lan chay cho moi
cai dat thuat toan ECC va RSA va s6 lugng gtri 1000 ban tin:

Bang 3.6: Bang s liéu sd gt ban tin lugt chay twong ng str dung thuat toan ECC

va RSA
Lan chay ECC (256-bit) RSA (3072-bit)

1 142 298

2 138 305

3 145 287

4 140 310

5 143 295

6 137 292

7 141 301

8 139 289

9 144 303

10 142 297

11 140 308

12 139 290
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13 146 306
14 138 293
15 143 299
16 137 288
17 141 296
18 144 302
19 139 291
20 142 300
Ghi chu:

o Thoi gian ¢6 thé dao dong nhe do tai CPU, mang, hodc JVM.

3.8.2. Phian tich két qua thir nghiém

Thwc nghiém 1: Mé hinh ma héa ECC (Elliptic Curve Cryptography)

Muc tiéu

Panh gia hiéu suat ma héa cua thuat toan ECC 256-bit trong qua trinh truyén

thong tin giita cac tac tir di dong (Mobile Agent), nham do luong thoi gian ma hoa

trung binh va d¢ on dinh khi ting s6 1an thir nghiém 1én 20 1an.

Cach cai dat

- Nén tang thtr nghiém: Nén tang Tac t di dong chay trén Windows 10.
- Cau hinh phén ctng: CPU Intel Core i7, RAM 32 GB.

- Mi lan thir nghiém giri 1000 ban tin dugc ma hoa va giai ma bang ECC

256-bit (secp256r1).
- Ngobn ngir: Java 21.

- S6 1an chay: 20 1an dé 1y gi4 tri trung binh va d6 1éch chuan.

Phan tich két qua thu dwoc

Thoi gian trung binh cia ECC qua 20 1an thir 1a 140.95 ms véi d6 1éch chuan

2.73 ms. Két qua cho thay thuat toan ECC c6 do 6n dinh cao va tdc d6 xu Iy nhanh

gap khoang 2.12 1an so véi RSA. Do khéa ECC ngan hon nhung vin dam bao mirc

d6 bao mat trong dwong, nén chi phi tinh toan va bang thong giam dang ké.

Két lugn
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Thuat toan ECC thé hién hi¢u nang vuot troi vé toe do va d6 on dinh, phu hop
v6i cac hé thong Mobile Agent yéu cau thoi gian xir 1y thap, bang thong han ché va
kha nang truyén tin nhanh. ECC 1a lya chon t6i wu cho méi truong dam may va IoT.
Thuc nghiém 2: M6 hinh mda héa RSA (Rivest—Shamir—-Adleman)

Muc tiéu

Panh gi4 hiéu suat ma hoa cua thuat toan RSA 3072-bit trong cung diéu kién
mai trudng véi ECC, nham so sanh tryc tiép vé thoi gian xir Iy va muac d6 on dinh
khi thyc hién 20 1an thir nghiém.

Cach cai dat

- Nén tang thir nghiém va cau hinh phan ctng giong mé hinh ECC.
- St dung RSA 3072-bit vdi co ché padding PKCS#1 v1.5.

- Mdi lan chay ma hoa va giai ma 1000 ban tin.

- S6 1an chay: 20 1an dé dam bao do tin ciy thong ke.

S6 liéu tong hop

Thoi gian trung binh ctia RSA qua 20 1an thir 1a 298.55 ms véi d6 1éch chuan
6.78 ms. RSA c¢6 xu hudng dao dong cao hon ECC va mat nhiéu thoi gian hon do
phép toan mo-dun 16n 3072-bit.

Phan tich

RSA c6 téc d6 xir Iy cham hon ECC khoang 2.12 1an. D bién thién thoi gian
cao hon cho thdy RSA chiu anh hudng 16n tir tai CPU va bd nhé. Vi chi phi tinh
toan cao, RSA khong thich hop cho cac tac tir di dong thudng xuyén di chuyén hoic
giao tiép v6i nhiéu nat mang.

Két ludn

RSA phu hop véi mdi trudng yéu cau bao mat tuyét doi nhu hé théng ching
thuc khoa cong khai (PKI). Tuy nhién, trong mdi trudng tac tir di dong can toc do va

tinh linh hoat cao, ECC cho hiéu qua tot hon 13 rét.

3.8.3 So sanh tong hop

Bang 3.7: Bang sd liéu sb gui ban tin luot chay tuong tng st dung thuét toan ECC
va RSA
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Thuat toan Trung binh | D¢ léch Toc d6 twong | Két luan
(ms) chuian (ms) | doi
ECC (256-bit) | 140.95 2.73 Nhanh hon Téi wu cho Téc
2.12 tu di dong
RSA (3072-bit) | 298.55 6.78 Cham hon Phu hop cho
bao mat cao

Biéu dd so sanh hi¢u suit giira ma ho4 truyén tin nén tang Tac tir di dong sir
dung thuit toan ECC va RSA
Biéu dd so sanh hiéu sudt ma hod truyén tin nén tang Tac tir di dong sir dung

thuat toan ECC va RSA nhu Hinh 3.4.

So sanh hiéu suat ECC va RSA trong JADE

Bl ECC (256-bit)
RSA (3072-bit)

300 A

250 A

Thai gian (ms)

100 -

50 A

1 2 3 45 6 7 8 91011121314 1516 17 18 19 20
Lan chay

Hinh 3.4: Biéu d6 so sanh hiéu sudt ECC va RSA trong mdi truong Tac tir di dong

- Thoi gian so sanh trung binh ECC va RSA
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Thai gian trung binh ECC vs RSA

300 A

250 -

200 -

150 -

100 -

Thai gian trung binh (ms)

50 A

ECC RSA

Hinh 3.5: Thoi gian trung binh gitta ECC va RSA
So sanh hiéu suat:

« Tylé: RSA/ECC = RSA _ 29855

= ~ 2.12
ECC 14095

« ECC nhanh hon RSA khoang 2.12 lan trong thir nghiém.
3.8.4 Két luan chung

Qua 20 lan thir nghiém, ECC thé hién hiéu nang vuot tréi vé toc do va 6n dinh
so vOi RSA. RSA chi thich hop trong cac img dung yéu cau ma héa manh véi it giao
tiép. Trong khi d6, ECC phu hop cho mdi truong phan tan, noi hiéu suit va bang

thong 1 yéu t6 quan trong.
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3.9 Panh gia thir nghiém so sanh giira Baseline IDS va MA-DIDS

3.9.1 Moi trwong thir nghiém

Méi truong thir nghiém Baseline IDS va MA- DIDS duoc cau hinh nhu sau:

- CPU: 2 CPU Intel Xeon 3963 v3

- RAM: 128 GB

- JVM: Java version 21.0.9

- OS: Window Server 2019

- Network LAN : 1 Gbps

- Thir nghiém céc k¥ thuat tin cong: quét cong, SYN flood/DDoS nho, brute-
force SSH, quét ARP/ARP spoof.

3.9.2 Cac b§ thwe nghiém

- Thuc nghiém 1: Danh gia do chinh xéc phat hién (True Positive Rate & False
Positive Rate).

- Muc tiéu: Xac dinh kha nang phat hién chinh xac va ti 1¢ canh béo sai cua hai
hé théng Baseline IDS va MA-DIDS.

- Cach cai dat: Mdi hé thong dugc chay 30 1an, thoi gian mdi 1an 5 gidy. Dit lidu
tan cong va binh thuong duoc tron ngau nhién dé dam bao do tin cay 95%. Cac chi
sd thu thap: True Positive Rate (TPR), False Positive Rate (FPR).

Bang 3.8: Bang sd liéu so sanh danh gia d6 chinh xac phat hién tin cong xAm nhap

gitra Baseline IDS va MA-DIDS

Chi s6 Baseline MA-DIDS Cai thién
True Positive Rate 99.2% 99.3% 0.2%
False Positive Rate 41.7% 15.6% -62.7%

- Phéan tich: MA-DIDS gan nhu giit nguyén TPR nhung giam manh FPR téi
62.7%. Piéu nay chimg t6 hé thong MA-DIDS c6 kha ning loc nhiéu tt hon, han

ché canh bao sai.
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- Két luan: MA-DIDS c¢6 hiéu qua vuot trdi vé do chinh xac, dic biét trong viéc
giam canh bao sai so vdi Baseline.

Thuc nghiém 2: Danh gia d¢ tin cay phan loai (Precision & F1-Score)

- Muc tiéu: So sanh kha niang phan loai diing va can bang gitta 46 chinh xac va
dd bao phu ctia hai mo hinh.

- Cach cai dat: St dung cung tap dir liéu kiém thir véi 30 miu. Po céc chi so:
Precision, F1-Score (trung binh 30 1an).

Bang 3.9: Bang s6 liéu so sanh danh gia d6 tin cay phan loai giira Baseline IDS va

MA-DIDS
Chi s6 Baseline MA-DIDS Cai thién
Precision 85.4% 95.6% 11.8%
F1-Score 90.7% 97.1% 7.0%

- Phén tich: MA-DIDS cai thién Precision déng ké (+11.8%), cho thay it canh
bao sai hon. F1-Score tang 7% thé hién sy can béng gitra do chinh xac va d¢ bao phu.

- Két luan: Hé thong MA-DIDS dang tin cdy hon trong viéc phan loai diing cac
tn cong va giam 15i canh béo.

Thwe nghigm 3: Panh gia hiéu suit hé thong (Thoi gian, CPU, Memory,
Thread)

- Muc tiéu: So sanh murc tiéu thy tai nguyén va tdc d6 phan hoi ctia hai hé
thong.

- Céch cai dat: Cung cau hinh phan cimg, mdi test chay 5 gidy x 30 lan. Po céc
chi s6: thoi gian phat hién, st dung CPU, Memory, va Thread count.

Béng 3.10: Bang s liéu so sanh danh gia hi¢u suét giira Baseline IDS va MA-
DIDS

Chi so

Baseline

MA-DIDS

Chénh léch

Detection Time

16.6 ms

40.8 ms

+146.3%
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Memory Usage 28.0% 38.5% +37.4%

CPU Usage 46.9% 92.5% +97.1%
Thread Count 5.5 27.9 +411.6%

- Phan tich: MA-DIDS tiéu ton nhiéu tai nguyén hon do co ché tac tir di dong
phan tan (do overhead cta nén tang). Thoi gian phat hién cham hon do nhiéu buéc
xur Iy hop tac gitra cac tac tu.

- Két luan: MA-DIDS phul hop cho méi trudng c6 tai nguyén manh, va doi hoi
d6 chinh xé4c cao va phan tich sau trong khi Baseline IDS van dap (mg cho hé thong

gidi han tai nguyén.
3.9.3 Két luan tong hop va khuyén nghi

- Tom tat két qua: MA-DIDS chinh x4c hon, it canh bdo sai, nhung tén tai
nguyén. Baseline IDS phan hdi nhanh, nhe, nhung dé canh bao sai hon.

- Chon MA-DIDS khi uu tién d¢ chinh xac cao va phan tich sau.

- Chon Baseline IDS khi can toc do va tiét kiém tai nguyén.
3.10 Ung dung mé hinh Khung hé théng phat hién xAm nhap phan tan tic tir di
dong MA-DIDS

Tac ttr di dong 12 mot cong nghé linh hoat va hiéu qua dé phat hién su xAm nhap
mang (Intrusion Detection). Tac tir di dong c6 kha nang di chuyén giita cac nat mang,
thu thap dir li€u, phan tich va phat hién cac hoat dong dang ngo hoac tan cong mang,
nén viéc xay dung va trién khai hé théng phat hién xdm nhap.
3.10.1 Xdy dwng quy trinh trién khai hé thong phdt hién xam nhdp phdn tan tac tiv
di dong MA-DIDS

Duéi day 1a quy trinh chi tiét sir dung Tac tir di dong trong phat hién sy xam

nhdp mang:
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Buwoc 1 tiéu va yéu

cau

Buwic 2 Thiét ké Tic ti di
dong
v
Bwé3 Trién khai Tac tie
di dong trén Cloud
v
Budc 4 Di chuyén va thu |
thap dirliéu |
v
Bwdc S Phin tich va phat
hién xam nhap
v
Budc 6
Bao cao va canh
bao
Bwoc 7 Phan wng va xir Iy ——
Khoi dong
lai/chuyén
hwdng/
md& rong
Thu hoi tai nguyén
Buéc 8 Ket thic va

thu hoi

Hinh 3.6: Quy trinh trién khai hé thong phat hién xam nhap phan tan tac tir di dong
MA-DIDS

Trong do, luéng thuc hién bao g6m céc bude duoc thuc hién cu thé nhu sau:

1. Xdc dinh muc tiéu va yéu cdu
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- Muyc tiéu: Phat hién cac hoat dong xam nhap mang nhu tdn cong DDoS, quét
cong, hodc truy cap trai phép.
- Yéu cau: Xac dinh cac yéu cau cu thé nhu d6 chinh xéc, thoi gian phan hoi,
bao mat va kha ndng mo rong.
2. Thiét ké Tdc tir di dpng
- Chire nang: Thiét ké cac chirc ning cta Tac tir di dong, bao gdm:
- Thu thap dit liéu tr cac nit mang (log, luu lugng mang, trang thai thiét bi).
- Phan tich dit liéu dé phat hién cac hoat dong dang ngo.
-Di chuyén gilra cac nit mang dé thuc hién nhiém vuy.
- Giao thue: Xéc dinh giao thirc truyén thong va co ché di chuyén cia Tac tir di
dong (vi du: st dung TCP/IP hoac cac giao thuc dac biét).
- Bao mat: Thiét ké co ché bao mat dé dam bao Tac tir di dong khong bi tan
cong hodc gia mao trong qua trinh di chuyén.
3. Trién khai Tdc tir di dong trén Cloud
- Tao Agent: Tao cac Tac tir di dong vdi cac chic nang cu thé va trién khai
chung trén cac nit mang hodc may chu quan ly.
- Céu hinh: Céu hinh cic thong s6 nhu dia chi IP, cong két ni, va quyén truy
cap cho Téc tir di dong.
- Khéi chay: Khéi chay Tac tir di dong tir mot may chu trung tdm hodc tir mdt
nat mang cu thé.
4. Di chuyén va thu thép dir ligu
- Di chuyén: Téc tir di dong ty dong di chuyén gitta cac nat mang dé thu thap
dir liéu lién quan dén an ninh mang.
- Thu thap dit liéu: Tai mdi nat, Tac tir di dong thu thap dit liéu nhur:
- Log h¢ thong.
- Luu luong mang (packet capture).
- Trang thai thiét bi (CPU, b0 nho, két ndi mang).
5. Phan tich va phat hién xdm nhdp
- Phan tich dir li€u: Téc tir di dong phan tich dir li¢u thu thap duoc dé phat hién

cac hoat dong dang ngd, chang han:
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- Tan céng DDoS.

- Quét cong (port scanning).
- Truy cép trai phép.

- Phat tan ma doc.

- Str dyng mau (signature) va hanh vi (behavior): Tac tir di dong c6 thé sir dung
cac mAu tin cong dd biét (signature-based) hodc phan tich hanh vi bat thudng
(anomaly-based) dé phat hién xam nhép.

6. Bao cdo va cdnh bao

- Bo c4o: Téc tir di dong guri bao cdo vé may chu quéan 1y trung tim hozc hién
thi két qua truc tiép trén giao dién quan 1y.

- Canh béo: Néu phat hién sy xam nhdp, Tac tir di dong s& gui canh bao dén
quan tri vién hodc kich hoat cac bién phap phong ngtra tu dong.

7. Phdan wng va xw ly

- Phan Umg tu dong: Téc tir di dong co thé tu dong thyuc hién cac hanh dong nhu:

- Chan dia chi IP dang ngo.
- bong céng dich vu bi tin cong.
- Khai dong lai dich vy hoic thiét bi.

- Can thiép thii cong: Quan tri vién c6 thé can thiép tha cong dya trén thong tin
tr Tac tir di dong.

8. Két thiic va thu héi

- Két thuc nhiém vy: Khi hoan thanh nhiém vy, Tac tir di dong s¢€ két thuc hoat
dong va tra vé két qua cudi cung.

- Thu hdi Agent: Tac tir di dong c6 thé tu dong thu hdi hoic bi hity bo néu khong
can thiét.

3.10.2 Loi ich cia viéc sir dung hé thong phat hién xam nhdp phdn tan tdc tir di
dong MA-DIDS trong phat hién xam nhdap mang

1. Tinh linh hoat: Tac tir di dong c6 thé di chuyén giita cac nat mang dé thu thap
va phan tich dir liéu mdt cach linh hoat.

2. Giam tai mang: Téac tr di dong xr ly dit liéu tai chd, giam luong dir liéu can

truyén tai qua mang.
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3. Ty dong hoa: Tac tr di dong giup ty dong hoa qua trinh phat hi¢n va phan
g véi cac cudc tin cong mang.

4. Kha nang mo réng: Tac tir di dong co thé dé& dang mé rong dé quan 1y cac hé
thong mang 16n va phirc tap.
3.10.3 Ung dung hé thong phdt hién xam nhdp phdn tan tac tir di dong MA-DIDS

- Phdt hién tan céng DDoS: Tac tir di dong di chuyén gitta cac router va switch
dé phat hién luu lugng bat thudng.

- Phat hién quét cong: Tac tir di dong phan tich log tir cic may chu dé phat hién
cac yéu cau quét cong dang ngo.

- Phat hién ma doc: Téc tu di dong thu thap dir liu tir cdc may tinh trong mang
dé phat hién cac tép tin hodc tién trinh dang ngd.
3.11 Két luan chwong 3

Noi dung chuong giéi thidu vé dam bao an toan thong tin, bao mat cho cong
nghé Tac tir di dong, cac diém yéu cua kién tric Téc tir di dong va dé xuit cac phuong
thirc méi nang cao an toan bao mat nén tang tac tir di dong qua sir dung thuat toan M-
PKI va xdy dyng bd Khung phat hién xdm nhap hé thong mang dya trén nén tang Tac
tu di dong.

Noi dung cua chuong duoc tong hop va 1 két qua cia cong trinh da duoc cong
b tai [CT2], [CT4] va [CT5]. Cac cong trinh nghién ctru dem lai hiéu qua va dong
g6p khoa hoc chinh nhu sau:

- Thir 1, d& xuat cac phuong thirc ndng cao an toan bao mat nén tang tac tir di

dong qua st dung thuat toan ma hoa nhoé gon va don gian hon.

- Thir 2, dé xuat xay dung m hinh bd Khung phat hién xam nhap hé théng mang

dua trén nén tang Tac tir di dong.
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KET LUAN

Luan an nay tap trung vao viéc giai quyét hai van dé chinh dé xay dung mot giai
phap quén tri mang cuc bd trong qua trinh di chuyén 1én mang dam may mot cach an
toan, dua trén cong nghé tac tur.

Van dé thtr nhat duoc giai quyét thong qua viéc dé xuat mot kién trac két hop
hai chuan quan tri mang pho bién 1a SNMP va CMIP. SNMP duoc sir dung dé quan
1y cac thiét bi mang don gian va thuc hién cac tdc vu co ban, trong khi CMIP duoc
ap dung cho cac hé théng phuc tap yéu cau tinh bao mat cao. Mot 16p trung gian
(middleware) duoc trién khai dé tich hop hai giao thic ndy, dam béo tinh twong thich
va hiéu qua trong qua trinh quan tri mang. Pong thoi, dé xuat mé hinh quan 1y mang
ung dung Cong ngh¢ tac tur di dong.

Van dé thr hai lién quan dén viéc ting cudng tinh an toan cho cong nghé tac tir
ngudn md. Giai phap dé xuat bao gdbm ma hoa dit liéu bang cac thuat toan ECC thay
thé cho thuat toan AES va RSA, xac thuc va quan 1y danh tinh théng qua PKI cho
nén tang tac tir di dong, va tich hop hé thdng giam sat va phat hién xam nhéap (IDS)
ung dung tac tir di dong dé thyuc hién cap nhat va va 16i tu dong, cling nhu 4p dung
co ché quan 1y quyén truy cap dua trén vai tro (RBAC). Két qua 1a mot hé théng quan
tri mang linh hoat, an toan, phit hop v&i xu huéng chuyén doi sé va di chuyén 1én
Cloud hién nay.

Tac tor di dong 1a mot hudng nghién clru cong ngh¢ méi, va dugc thira nhan
rong rai va ngay lap tirc da thu hit sy quan tdm ngay cang 16n cia gidi nghién cuu
cling nhu gidi cong nghiép trong linh vuec Cong Nghé Thong Tin. Trong thap ki dau
ctia thé ky 21, day 1a khoang thoi gian bung nd trong linh vuc nghién ciru vé cong
nghé tac tr n6i chung va tac tir di dong noi riéng, rat nhidu bo khung tac tir dwgc phat
trién, cac chuan vé tac tir cling dugc xay dung va phat hanh. Linh vuc nghién ctu
cong nghé tac tir rat rong tir nhimng linh vuc c6 thé ap dung ngay trong thyc tién nhur
dién toan di dong, tai liéu dong, ldy dir liéu tir xa, quan tri hé thong mang...cho dén
nhitng linh vyc méi nhu dién toan dam may, dién toan moi trudong bao quanh.

Maic du, trong linh vuc nghién ctru cong nghé tac tir thu duogc thanh tyu 16n va

quan trong nhung viéc 4p dung cong nghé vao trong thuc tién van con it, chua c6
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nhiéu phan mém tng dung cong nghé tac tir ndi bat bai cac tng dung truyén thong
(theo md hinh may tram/may chti). Nguyén nhan ciia tinh trang trén 13 sy lo ngai vé
cong nghé mai, tinh an toan va bao mat ctia cong nghé tac tir ciing can phai dugc xem
xét va phat trién hon nira.

Do vy, viéc nghién ctru va lam cha céng nghé tac tir 1a mot van dé rat quan
trong ndi chung va trong viéc xay dung hé théng quan 1y mang va hira hen s& 1a budc
dot pha trong viéc xay dung md hinh quan 1y mang cho hé thong mang va dién toan
dam may hién nay. Mat khac, ngoai viéc lam chu cong ngh¢ tac tir thi moéi trudng tac
tir, khung (mg dung dé trién khai tac tir va sw dam béo tinh an todn bao mat cho hé
thong tac tr 1a mot van dé trong yéu dé dua cong nghé tac tir vao trién khai trong
thuc té.

Két qua chinh ciia luin 4n:

Thir nhét, nghién ctru va dua ra bo didu hop cho phép két hop ca 2 giao thirc
SNMP va CMIP ciing nhu dua bo két ndi nay vio 2 giao thirc ndy vao ung dung trong
nén tang tac tir di dong va dé xuat mo hinh quan Iy mang cho mang cuc bo va dam
mAy str dung nén tang tac tr di dong 1a Mo hinh CNMMA gitp quan 1y hiéu qua luu
luong ddm may véi tiét kiém chi phi, bang thong mang hon va cung cip giai phap

bao mat cho viéc quan Iy mang.

Tht hai, dé xuit cac phuong thirc ning cao an toan bao mat nén tang tac tur di
dong qua sir dung thuat toan ma hoa nho gon va don gian hon va dé xuat xay dung
mo hinh b Khung phat hién xdm nhap hé thong mang dua trén nén tang Tac tir
di dong.

Hwéng phat trién cia luin an:

Tht nhét, tiép tuc mo rong, nghién ctru nang cao an toan bao mat va cai tién ky
thuat cho nén tang tac tir di dong dé c6 thé ting dung céc tac tir di dong vao trong
thuc té .

Thtr hai, nghién ctru va ing dung Tri tu¢ nhan tao vao nén tang tac tir di dong
nhu cai tién vé thuét toan tdi wu, va do tim vi tri cua tac tir di dong, quan ly mang cuc

bd va ddm may tu dong.
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PHU LUC
Code thye nghi¢m xiy dung bang anh xa déi twong trong giao thirc CMIP va
SNMP va cac nén tang tac tir bang ngdn ngir Java
1. GatewayApplication.java — executeCMIPToSNMPMapping

// GatewayApplication.java
public CompletableFuture<Object> executeCMIPToSNMPMapping (
String operation, String connection,
String objectClass, String objectInstance,
Map<String, Object> attributes) {
Map<String, Object> request = new HashMap<>();
request.put ("operation", operation);
request.put ("targetName", connection);
request.put ("objectClass", objectClass);
request.put ("objectInstance", objectInstance);
request.put ("attributes", attributes);
return mappingEngine.executeMapping (
"CMIP " + operation.toUpperCase() + " TO SNMP GET",
request
) ;
}

2. ProtocolMappingEngine.java — findObjectTypeMappingByCMIPClass

// ProtocolMappingEngine.java
private ObjectTypeMapping findObjectTypeMappingByCMIPClass (String
objectClass) {

for (ObjectTypeMapping mapping : objectTypeMappings.values/())

if (mapping.getCmipObjectClass () .equals (objectClass)) {
return mapping;

}

return null;

}
3. ProtocolMappingEngine.java — mapCMIPA ttributesToSNMP

// ProtocolMappingEngine.java

private List<String> mapCMIPAttributesToSNMP (
List<String> cmipAttributes,
ObjectTypeMapping mapping) {
List<String> snmpOids = new ArrayList<>();
for (String cmipAttribute : cmipAttributes) {

for (AttributeMapping attrMapping
mapping.getAttributeMappings () .values ()) {
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if
(attrMapping.getCmipAttribute () .equals (cmipAttribute)) {
snmpOids.add (attrMapping.getSnmp0Oid () ) ;

}

return snmpOids;

4. ProtocolMappingEngine.java — mapCMIPGetToSNMPGet

// ProtocolMappingEngine.java - mapCMIPGetToSNMPGet ()
private CompletableFuture<SNMPResponse> mapCMIPGetToSNMPGet (
Map<String, Object> cmipRequest) {

return CompletableFuture.supplyAsync(() -> {
try f

String objectClass = (String)
cmipRequest.get ("objectClass") ;

String objectInstance = (String)
cmipRequest.get ("objectInstance");

List<String> attributes = (List<String>)
cmipRequest.get ("attributes");

String targetName = (String)

cmipRequest.get ("targetName") ;
ObjectTypeMapping mapping =
findObjectTypeMappingByCMIPClass (objectClass) ;

if (mapping == null) {
return new SNMPResponse (false, "No mapping found
for CMIP object class: " + objectClass, null);

}
List<String> snmpOids =
mapCMIPAttributesToSNMP (attributes, mapping);
Map<String, Object> results = new HashMap<>();
for (String oid : snmpOids) {
SNMPResponse snmpResponse =
snmpGateway.get (targetName, oid).join();
if (snmpResponse.isSuccess()) |
results.put (oid, snmpResponse.getDatal());

}
return new SNMPResponse (true, "CMIP M-GET mapped to

SNMP GET", results);
} catch (Exception e) {
logger.error ("Error mapping CMIP M-GET to SNMP GET",

return new SNMPResponse (false, e.getMessage (), null);
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}

5. ProtocolMappingEngine.java — findObjectTypeMappingByOID

// ProtocolMappingEngine.java
private ObjectTypeMapping findObjectTypeMappingByOID (String oid)

for (ObjectTypeMapping mapping objectTypeMappings.values())

{

if (oid.startsWith (mapping.getSnmpOid())) |

return mapping;

}

return null;

}

6. ProtocolMappingEngine.java — extractObjectInstance

// ProtocolMappingEngine.java
private String extractObjectInstance(String oid,

if (oid.length() > baseOid.length()) {
return oid.substring(baseOid.length() + 1);

String baseOid) {

}

return "0";

}
7. ProtocolMappingEngine.java — mapSNMPA ttributesToCMIP

// ProtocolMappingEngine.java
private List<String> mapSNMPAttributesToCMIP (

String oid, ObjectTypeMapping mapping) {
List<String> cmipAttributes = new ArrayList<>();
for (AttributeMapping attrMapping

mapping.getAttributeMappings () .values ()) {
if (oid.startsWith (attrMapping.getSnmpOid())) {
cmipAttributes.add (attrMapping.getCmipAttribute());

}

return cmipAttributes;

}
8. ProtocolMappingEngine.java — mapSNMPGetToCMIPGet

// ProtocolMappingEngine.java - mapSNMPGetToCMIPGet ()
private CompletableFuture<CMIPResponse> mapSNMPGetToCMIPGet (

Map<String, Object> snmpRequest) {

return CompletableFuture.supplyAsync(() —-> {
try {
String oid = (String) snmpRequest.get ("oid");

132



String targetName = (String)
snmpRequest.get ("targetName") ;
ObjectTypeMapping mapping =
findObjectTypeMappingByOID (oid) ;
if (mapping == null) {
return new CMIPResponse (false, "No mapping found
for OID: " + oid, null);
}
String objectInstance = extractObjectInstance (oid,
mapping.getSnmpOid()) ;
List<String> cmipAttributes =
mapSNMPAttributesToCMIP (oid, mapping);
return cmipGateway.mGet (
targetName,
mapping.getCmipObjectClass (),
objectInstance,
cmipAttributes
) .Jjoin();
} catch (Exception e) {
logger.error ("Error mapping SNMP GET to CMIP M-GET",

return new CMIPResponse (false, e.getMessage (), null);

P

9. Mapping configuration classes

// Mapping configuration
public class MappingRule {
private String ruleName;
private String sourceProtocol;
private String targetProtocol;
private String sourceOperation;
private String targetOperation;
private Map<String, Object> conditions;
private Map<String, Object> transformations;
}
public class ObjectTypeMapping {
private String snmpOid;
private String cmipObjectClass;
private Map<String, AttributeMapping> attributeMappings;
}
public class AttributeMapping {
private String snmpOid;
private String cmipAttribute;
private String dataType;

133



private Map<String, Object> conversionRules;

}
10. ProtocolMappingEngine.java — convertValue

// Value conversion
private Object convertValue (String value, Integer snmpSyntax,

String cmipDataType) {

try f
switch (cmipDataType.toLowerCase()) {
case "integer": return Integer.parselnt (value);
case "string": return value;
case "timeticks": return Long.parselLong(value);
case "counter": return Long.parselong(value);
case "boolean": return Boolean.parseBoolean (value) ;

default: return value;
}
} catch (Exception e) {
logger.warn ("Error converting value: {}", value, e);

return value;

}
11. GatewayMobileAgent.java — setup & capabilities

// GatewayMobileAgent.java
public class GatewayMobileAgent extends Agent {
@Override
protected void setup () {
logger.info ("Setting up Gateway Mobile Agent");
initializeAgentData() ;
addBehaviour (new MessageHandlingBehaviour())
addBehaviour (new ProtocolMappingBehaviour());
addBehaviour (new MonitoringBehaviour()):;
registerCapabilities();

}

private void initializeAgentData() {
agentData.put ("agentId", getAID().getName()):;
agentData.put ("startTime", System.currentTimeMillis());

(
agentData.put ("state", AgentState.ACTIVE);
agentData.put ("capabilities", getAgentCapabilities());
agentData.put ("protocolMappings", new

ConcurrentHashMap<>()) ;

}
private Map<String, Object> getAgentCapabilities() {

Map<String, Object> capabilities = new HashMap<>();
capabilities.put ("snmpSupport", true);
capabilities.put ("cmipSupport", true);
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capabilities.put ("protocolMapping", true);
capabilities.put ("eventHandling", true);
capabilities.put ("monitoring", true);
return capabilities;

}
12. MessageHandlingBehaviour — receive & dispatch

// MessageHandlingBehaviour
private class MessageHandlingBehaviour extends CyclicBehaviour {
@Override
public void action () {
MessageTemplate template =
MessageTemplate.MatchPerformative (ACLMessage.INFORM) ;

ACLMessage msg = receive (template);
if (msg !'= null) {
handleMessage (msqg) ;
} else {
block () ;

}

private void handleMessage (ACLMessage msg) {
String content = msg.getContent();
String conversationId = msg.getConversationId();
if (content.startsWith ("SNMP REQUEST:")) {
handleSNMPRequest (content, conversationId);

} else if (content.startsWith ("CMIP REQUEST:") {
handleCMIPRequest (content, conversationId);
} else if (content.startsWith ("MAPPING REQUEST:")) {

handleMappingRequest (content, conversationId);

}
13. ProtocolMappingBehaviour — mapping loop

// ProtocolMappingBehaviour
private class ProtocolMappingBehaviour extends CyclicBehaviour {
@Override
public void action () {
Queue<MappingRequest> requests =
getPendingMappingRequests () ;
for (MappingRequest request : requests) {
if (request.isSNMPToCMIP()) {
performSNMPToCMIPMapping (request) ;
} else if (request.isCMIPToOSNMP()) {
performCMIPToSNMPMapping (request) ;
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}
block (5000) ;

14. MobileAgentPlatform.java — platform & agent creation

// MobileAgentPlatform.java
public class MobileAgentPlatform {
private Runtime runtime;
private AgentContainer mainContainer;
private Map<String, AgentController> agents;
public void startPlatform(String platformName, String host,
int port) {
Profile profile = new ProfileImpl ()
profile.setParameter (Profile.PLATFORM ID, platformName);
profile.setParameter (Profile.MAIN HOST, host);
profile.setParameter (Profile.MAIN PORT,
String.valueOf (port));
profile.setParameter (Profile.GUI, "false");
runtime = Runtime.instance()
mainContainer = runtime.createMainContainer (profile);
logger.info ("Mobile Agent Platform started: {}",
platformName) ;
}
public String createGatewayAgent (String agentName) {
AgentController agentController =
mainContainer.createNewAgent (
agentName,
GatewayMobileAgent.class.getName (),
null
)
agentController.start();
agents.put (agentName, agentController);
logger.info ("Mobile agent created: {}", agentName);
return agentName;

}
15. JADE ACL - sending a request

// ACL message example

ACLMessage msg = new ACLMessage (ACLMessage.INFORM) ;
msg.addReceiver (new AID("protocol-mapper-agent",
AID.ISLOCALNAME) ) ;

msg.setContent ("SNMP_REQUEST:GET:1.3.6.1.2.1.1.1.0");
msg.setConversationId ("conv-12345");
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msg.setLanguage ("text") ;

msg.setOntology ("protocol-mapping") ;
send (msqg) ;

16. Agent migration — doMove()

// Agent migration
public void migrateToPlatform(String platformName) {

addBehaviour (new OneShotBehaviour () {
@Override
public void action () {
try {
logger.info ("Migrating agent to platform: {}",
platformName) ;
doMove (new jade.core.Location (platformName,
null));

} catch (Exception e) {

logger.error ("Error during agent migration", e);
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